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EXECUTIVE SUMMARY 
 

 As required by the National Defense Authorization Act for Fiscal Year 2007, 
Public Law 109-234, this report discusses plans by the Federal Voting Assistance 
Program (FVAP) for expanding the use of electronic voting technologies for citizens 
covered by the Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA) for the 
2008 presidential election and the 2010 general election. Included is a summary of 
previous and ongoing electronic voter assistance projects undertaken by the FVAP, 
electronic voting projects undertaken independently by the states and territories, and 
electronic voting projects developed in other countries. 
 
 The Electronic Transmission Service (ETS) is a toll free fax option started in 
1990 for local election officials and all UOCAVA voters to send and receive (where 
permitted by state law) applications, blank ballots, voted ballots and other official 
election materials. Voters have the ability to send and receive absentee balloting 
materials through toll free fax numbers in 51 countries. A fax-to-email conversion 
capability was added in 2003. 
 
 The FVAP implemented the Voting Over the Internet (VOI) Pilot Project for the 
November 2000 general election. VOI examined the feasibility of using the Internet as an 
alternative method for secure, remote absentee registration, ballot request, and voting for 
all UOCAVA citizens in participating states. VOI provided the first opportunity for 
binding votes to be cast over the Internet in a general election for federal, state, and local 
offices. The National Defense Authorization Act for Fiscal Year 2002, Public Law 107-
107, directed the Secretary of Defense to carry out a demonstration project that would 
enable absent uniformed service voters to cast ballots through an electronic voting system 
in the 2002 or 2004 general election. While not taken to its intended conclusion, the 
SERVE 2004 project yielded useful information for the design and certification of 
electronic registration and voting systems, and for the direction of future innovation in 
the absentee voting process.  
 
 IVAS 2004 was a DoD project implemented to allow eligible absentee voters who 
possessed DoD identifiers to request and receive their absentee ballots via the Internet. 
IVAS 2006 provided two tools for blank ballot request and delivery for use by states and 
voters with DoD identifiers. Additionally, it provided consolidated information from the 
55 states and territories on electronic transmission alternatives for ballot request, blank 
ballot delivery and voted ballot return for all UOCAVA citizens. 
  
 The Election Assistance Commission (EAC) and the Government Accountability 
Office are conducting studies on electronic alternatives for UOCAVA voting. The FVAP 
will take their results and recommendations into consideration as it continues to develop 
products for 2008 and 2010. 
 
 Almost all states and territories allow some combination of fax, email, telephone 
and, to a limited degree, the internet, for the request and/or transmission of balloting 
material. The extent of usage varies widely. The states accommodate other voting tasks 
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electronically. These may include checking registration status, viewing blank ballots, 
blank and voted ballot tracking, and voted ballot casting.  Electronic voting projects in 
other countries are varied and ongoing. Communication technologies tested and utilized 
include the internet, telephone, text messaging and interactive digital television.  
 
 Upon the release of EAC and National Institute of Standards and Technology 
(NIST) guidelines for electronic voting, the Department will pursue the development of 
an internet voting strategy which may mirror the functionality and security of VOI and 
SERVE. A complete internet voting system would provide voter identification and 
authentication, voter registration, election administration, ballot delivery, voting, 
tabulation, and results reporting. Depending on the recommendations included in the 
guidelines and the final design of the system, full development, testing and deployment 
would require an estimated 24 to 60 months.               
               
 In planning for future tools, the FVAP will consider lessons learned from the 
2006 election as well as observations from the participating states, studies and reports 
from the EAC, technologies already in use for elections in the 55 states and territories and 
countries around the world. For the 2008 elections, the FVAP intends to implement ballot 
request and delivery tools that are flexible, convenient and as secure as possible. The 
tools should be delivered to the states as far in advance of the election as possible. The 
FVAP needs many months to involve and train the states and territories, particularly 
when the project involves processes that may be different from the existing state and 
local election official practices, as well as to reach out to UOCAVA citizens. The FVAP 
and the states will maintain the toll-free ETS and related services, and the FVAP will 
continue to promote its legislative initiatives, encouraging the expansion of electronic 
alternatives for UOCAVA voters.  
 
 In March 2007, the FVAP and the DoD’s Business Transformation Agency 
released a Request for Information to solicit from industry general electronic solutions 
that satisfy 3 absentee voting tasks: voter registration, ballot request, and blank ballot 
delivery. Solutions need to support varying state requirements and legally allowed 
methods of transmittal.   
 
 In June 2007, the FVAP will issue Request for Proposal (RFP) to solicit specific 
technological solutions that satisfy the Department’s electronic voting requirements. The 
RFP will be structured to accommodate a multi-phased development plan comprised of a 
base system and 2 options. The base system will provide for voter registration and ballot 
request for all UOCAVA citizens utilizing an automated FPCA embedded with state-
specific requirements.  The 2 options are: 1) blank ballot delivery and 2) digital signature 
identity management for both state officials and citizens utilizing CAC cards as well as 
comparable certificates issued by other approved authorities. These digital signatures 
may serve as the citizen’s “wet” signature on the FPCA, and as an initial logon identifier. 
Barring delays caused by external variables, the following timeline is anticipated:  
 

• June 2007 – Release of the RFP  
• August 2007 – Responses to the RFP will be evaluated and a contract awarded 
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• December 2007 – Base solution availability for implementation in time for 
primary elections  

• March 2008 – Option 1 delivery 
• June 2008 – Option 2 delivery  

 
 The FVAP will engage the states early in the development process by soliciting 
their input as stakeholders and educating them as the final tools become available. The 
FVAP will use election conferences, news releases, teleconferences, letters, and other 
avenues to gather input from, and provide information to states, local election officials, 
voters, and Voting Assistance Officers worldwide.  
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INTRODUCTION 
 

 As required by the National Defense Authorization Act for 2007, Public Law 109-
234,  this report discusses plans by the Department of Defense’s Federal Voting 
Assistance Program (FVAP) for expanding the use of electronic voting technologies for 
citizens covered by the Uniformed and Overseas Citizens Absentee Voting Act 
(UOCAVA) for the 2008 presidential election and the 2010 general election. Included as 
background is a brief summary of previous and ongoing projects offering electronic 
alternatives to the by-mail absentee voting process undertaken by the FVAP and in the 
states, up to and including the Integrated Voting Alternative Site (IVAS) tools used in the 
2006 general election. 
  
 The FVAP’s mission is to facilitate the absentee voting process for UOCAVA 
citizens living around the world.  This includes consulting with state and local election 
officials, prescribing the Federal Post Card Application (FPCA) for absentee 
registration/ballot request, along with Federal Write-in Absentee Ballots (FWAB), and 
distributing descriptive material on state absentee registration and voting procedures. The 
primary method of transmitting absentee balloting materials between the voter and local 
election offices is by mail.  While this method works in most cases, it is a challenge to 
deliver balloting materials in a timely manner to a voting population that lives or serves 
in remote areas or distant places and/or is mobile (e.g., ships at sea, combat areas, 
missionaries and Peace Corps workers). Voters may not be able to receive their election 
materials by mail in a timely fashion if they are temporarily away from their place of 
residence, or in the case of active uniformed service members, away from their current 
duty station on temporary duty assignment, or who receive a permanent change of station 
in the weeks before an election.   
 

Previous and Ongoing Electronic Voting Projects 
 
 The Department of Defense has a successful history of pursuing the use of 
electronic alternatives to the by-mail process of absentee voting, in order to ensure that 
all UOCAVA citizens have the opportunity to register and vote absentee regardless of 
their location.  Often electronic voting alternatives provide a last resort for citizens faced 
with time, distance and mobility circumstances that could otherwise lead to his or her 
disenfranchisement. 
 
Electronic Transmission Services (ETS) 
  
 When military personnel were deployed for Operation Desert Shield in 1990, it 
was not possible to use the normal procedures for absentee voting for all personnel, since 
round trip transit time for mail delivery of election materials exceeded the time available 
to vote absentee in the election.  In response, the Department, in cooperation with the 
states and territories, established the Electronic Transmission Service (ETS), which 
allowed deployed citizens in the Persian Gulf to request and receive their blank absentee 
ballots and return their voted ballots via fax.  This system, during a two-month period, 
allowed for the transmission of 1,675 blank ballots to Service personnel serving in the 
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Middle East.  The FVAP has continued use of the ETS and many states and territories 
have legislatively or administratively made changes in their election laws to provide for 
this method of transmitting election materials for UOCAVA citizens.     
 
 In October 2003, the FVAP expanded the ETS capabilities to include fax-to-email 
conversion in support of the uniformed services members stationed in Iraq and 
Afghanistan.  Since faxing is limited in this region, email was presented as a viable 
alternative to service members stationed in this region.  The ETS system established an 
email account as an option for voters and states to transmit election materials and 
absentee ballots.  Some states did not allow election officials to email ballots directly to 
absentee voters, but their laws did allow the official to fax to the ETS.  With the state’s 
consent, the ETS would then convert the fax to a PDF attachment that could then be 
transmitted and received by the voter by email.  The voter would print and vote the ballot, 
scan and email the completed ballot to the ETS, which would convert the email to a fax 
and transmit the ballot in fax format back to the local election official.   
  
 Currently, the ETS exists as a toll free option that allows local election officials 
and many voters to send and receive (where permitted by state law) applications for 
absentee ballots, blank ballots, voted ballots and other official election materials. Voters 
have the ability to send and receive absentee balloting materials through toll free fax 
numbers in 51 countries.  The FVAP website includes links to the international toll free 
fax numbers associated with the ETS service.  
(http://www.fvap.gov/services/faxing.html) 
 
 The ETS service and cooperative efforts by the FVAP and the states to allow 
faxing of voting material and responses to voter queries have helped UOCAVA voters 
enormously. For the 2006 mid-term election the ETS transmitted 6,018 FPCAs, 462 
blank ballots from local election officials to citizens, and 235 voted ballots from citizens 
to local election officials. In the 2004 general election, 38,194 FPCAs, 1,844 blank 
ballots, and 879 voted ballots were transmitted via the ETS.  
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2006 ETS Usage 
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Voting Over the Internet Project (VOI) 
 
 In 2000, the FVAP implemented the Voting Over the Internet (VOI) Pilot Project 
for use in the November 2000 general election.  The goal of this small scale project was 
to examine the feasibility of using the Internet as an alternative method for remote 
absentee registration, ballot request, and voting for UOCAVA citizens.  As changes in the 
voters’ physical location are transparent when using the Internet, the VOI system was 
able to mitigate some of the time, distance and mobility issues experienced as it enabled 
citizens to register and/or vote regardless of where they had physically moved since 
requesting a ballot. 
 
 Security has always been a primary concern in the development of information 
technology systems that facilitate the election process for UOCAVA citizens. VOI was a 
proof of concept project and addressed these concerns rigorously through the use of 
digital certificates and encryption to provide privacy and security for all citizen and local 
election official transactions. The utilization of Department of Defense (DoD) Medium 
Assurance Public Key Infrastructure (PKI) as a separate system that managed digital 
certificates and certificate revocation lists provided for identification, authentication, non-
repudiation, integrity and confidentiality for all PKI enabled DoD applications. Intrusion 
detection systems and independent test and certification processes were also applied. 
             
 Participating state jurisdictions were Florida, South Carolina, Texas, and Utah. 
The states of Florida, Texas and Utah designated specific counties to participate; the state 
of South Carolina chose to make the Pilot available to any UOCAVA citizen eligible to 
vote in the state.  
 
 The VOI Pilot Project provided the first opportunity for binding votes to be cast 
over the Internet in a general election for federal, state, and local offices. In 2003, the 
FVAP received the Excellence.Gov award for the VOI project from the Federal Chief 
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Information Officers Council and The Industry Advisory Council.  The Caltech/MIT 
Voting Technology Project rated the VOI voter registration application a best practice for 
elections.  VOI has served as a model of secure voting technology for similar electronic 
voting projects undertaken by the FVAP. The full VOI report is available on the FVAP 
website at http://www.fvap.gov/services/voi.html. 
 
Secure Electronic Registration and Voting Experiment (SERVE) 
 
 Section 1604 of the National Defense Authorization Act for Fiscal Year 2002 
(Public Law 107-107) directed the Secretary of Defense to carry out a demonstration 
project that would enable absent uniformed service voters to cast ballots through an 
electronic voting system in the 2002 or 2004 general election.  In 2002, The Director, 
FVAP, established a project management office to manage the Secure Electronic 
Registration and Voting Experiment (SERVE) for 2004.  The objectives of the project 
were twofold: 1) to assess whether the use of electronic voting technology could improve 
the voting participation success rate for UOCAVA citizens and 2) to assess the potential 
impact on state and local election administration of an automated alternative to the 
conventional by-mail process of absentee registration and voting.  
 
 The FVAP worked with 7 volunteer states to develop a large scale, integrated, 
secure, web-based registration and voting system for use in the 2004 elections.  This 
system envisioned allowing the voter to register and vote using any computer with 
Internet access anytime and from any location.  It would allow the voter to register from 
one physical location and vote from another without having to notify his/her election 
official of a physical address change by mail. Other components of the system design 
which could be incorporated into existing state systems if the state desired, included 
delivering the correct ballot style to the voter; ensuring ballot design integrity; accurately 
capturing voter intent and voter ballot verification; and maintaining ballot secrecy.  To 
provide a high degree of protection, the SERVE security design relied on multiple layers 
of redundant checks and balances throughout the hardware, software, and human 
elements of the system. Disaster recovery strategies were also incorporated. As an 
enhancement of the technology developed for VOI in 2000, the SERVE technology 
included roaming digital certificates for voter identification and authentication so the 
voter did not need a smart card enabled computer. Encryption mitigated the threats to 
network security and voter privacy. Digital signatures were incorporated to combat voter 
fraud, and controls were used to guard against vote buying and coercion. The FVAP 
developed extensive testing, implementation and post-election evaluation strategies that 
would serve to determine whether the SERVE project had satisfied its original objectives. 
 
 In the interest of transparency, and to glean constructive criticism to help improve 
the system security prior to deployment, the FVAP established a SERVE peer review 
group comprised of 10 members from academia and industry. A minority membership of 
this group independently publicized security concerns regarding the use of the Internet 
for the transmission of balloting materials. Responding to these concerns, then-Deputy 
Secretary of Defense Paul Wolfowitz decided that the SERVE project would not be 
implemented as planned. In a January 30, 2004 memo, he noted that the Department 

11 



“may continue efforts to demonstrate the technical ability to cast ballots through the use 
of electronic voting systems. These efforts should be designed to allow the Department to 
benefit from the work already in progress.”  Subsequently, the National Defense 
Authorization Act for Fiscal Year 2005 authorized the delay of implementation of the 
electronic voting project providing that “the Secretary may delay the implementation of 
such demonstration projects until the first regularly scheduled general election for 
Federal office which occurs after the Election Assistance Commission  (EAC) notifies the 
Secretary that the Commission has established electronic absentee voting guidelines and 
certifies that it will assist the Secretary in carrying out the project.”  The EAC will be 
working with the National Institute of Science and Technology (NIST) to develop these 
guidelines, and the FVAP will utilize these guidelines in the development of future 
electronic absentee voting projects.  
 
 While not taken to its intended conclusion, the SERVE project yielded useful 
information for the design and certification of electronic registration and voting systems, 
and for the direction of future innovation in the absentee voting process. The peer group 
minority report commented, “We want to make it clear that in recommending that 
SERVE be shut down, we mean no criticism of the FVAP, or of Accenture, or any of its 
personnel or subcontractors.  They have been completely aware all along of the security 
problems we described, and we have been impressed with the engineering sophistication 
and skills they have devoted to attempts to ameliorate or eliminate daunting security 
problems.  We do not believe that a differently constituted project could do any better job 
than the current team.” 
  
The following chart illustrates the maturity of the SERVE project security. 
 

Threat Mitigation 
Network Security - Encryption 

- Intrusion Detection Systems 
- Redundant Firewalls 
- Penetration Tests 

Privacy - Digital Signatures 
- Secure Socket Layers 
- Encryption 
- Voter Identity—Ballot Data Separation 
- Voter Ballot  Data Verification 

Virus, Worm, Trojan Horse - Anti Virus Scanning 
- Digital Signatures 
- Voted Ballot Data Verification 

Spoofing - Secure Socket Layer 
- Digital Signatures 
- Voted Ballot Data Verification 

Denial of Service - Large Quantity of Bandwidth, Multiple Carriers 
- Multiple Internet Service Provider Entry Points 
- Utilization Monitoring 

Voter Fraud - Digital Signatures 
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Encouraging State Initiatives 
 
The FVAP has consistently encouraged the states and territories to develop 

electronic transmission alternatives independently, particularly after the SERVE project 
was discontinued. Because of legislative initiatives developed by the FVAP urging all the 
states and territories to adopt these technologies, email and faxing protocols are 
becoming more widely available to UOCAVA citizens as alternatives to the by-mail 
absentee voting process. Fax and email options for voter registration, request and delivery 
of blank ballots, and voted ballot return greatly reduce the amount of time needed to 
complete the process, and enfranchise UOCAVA voters by providing additional 
alternatives when regular mail may not reach the citizen due to his or her remote location 
or unreliable mail service in the country where they reside. Currently: 

 
•  32 states and territories allow UOCAVA voters to submit the Federal Post Card 

Application for registration by fax. 
 
• 51 states and territories allow UOCAVA voters to submit the Federal Post Card 

Application for absentee ballot request via fax. 
 
• 36 states and territories allow UOCAVA voters to receive the blank ballot via fax. 
 
• 24 states and territories allow UOCAVA voters to return the voted ballot via fax. 
 

Many states and territories have expanded their electronic transmission alternative 
capabilities to include email.  Since many forward deployed soldiers have email 
capabilities but do not have access to fax machines, the ability to use processes that allow 
for email ballot request, ballot delivery, and/or ballot return can be crucial. Some email 
protocols are provisional as noted. Currently:  
 
Six states allow UOCAVA voters to submit the Federal Post Card Application for 
registration via email: 

 
• Alaska 
• Oregon 
• Mississippi (for active duty overseas) 
• Montana 
• Washington 
• West Virginia  

 
 
 
 
 
 
 

13 



Twelve states and territories allow UOCAVA voters to submit the Federal Post Card 
Application for absentee ballot request via email: 

 
• Alaska 
• Illinois (City of Chicago and Cook County only) 
• Montana 
• Minnesota (restricted) 
• Mississippi (for active duty overseas) 
• North Dakota 
• Oregon 
• Puerto Rico 
• South Dakota 
• Washington 
• West Virginia 
• Wisconsin  
• (Iowa allowed for 2006 election) 

Thirteen states allow UOCAVA voters to receive blank ballots via email: 
 
• Alaska 
• Colorado (uniformed service members outside the U.S. via ETS.) 
• Florida 
• Illinois (City of Chicago and Cook County only) 
• Montana 
• Mississippi (for active duty overseas) 
• North Dakota  
• Oregon 
• South Carolina  
• Virginia (certain counties only; uniformed service members outside the U.S.)  
• Washington 
• West Virginia 
• Wisconsin 
• (Iowa allowed for 2006 election) 

 
Seven states allow UOCAVA voters to return the voted ballot via email: 
 
• Alaska 
• Colorado (uniformed service members outside the U.S. via ETS) 
• Mississippi (for active duty overseas) 
• Montana (certain counties only) 
• North Dakota  
• South Carolina  
• West Virginia 
• (Iowa and Missouri allowed for 2006 election) 
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Four states and territories currently do not allow any form of electronic transmission of 
voting material: 
 
• Alabama 
• Guam 
• New York 
• Wyoming 
 
IVAS 2004 
 
 The Interim Voting Assistance System (IVAS) was a project the Department 
voluntarily deployed in September 2004 to allow eligible absentee voters to request and 
receive their absentee ballots via the Internet. In order to take advantage of IVAS, voters 
must have already been in the Defense Enrollment Eligibility Reporting System, be a U.S. 
citizen covered under UOCAVA, and must have been registered to vote in a participating 
county.  
 
 Using IVAS, the voter could request a ballot via a secure connection to a dedicated 
website. After the local election official approved the request, IVAS notified the voter via 
email that the ballot was available to download. The voter could then download and print the 
ballot, mark it by hand and return it by mail to the local election official. One hundred eight 
counties in 9 states permitted the use of this alternative method in 2004 with 17 voters 
utilizing it to download ballots.  
 
IVAS 2006  
 
 IVAS 2006 was an electronic alternative information, ballot request, and delivery site 
implemented by the Department of Defense to serve citizens covered by UOCAVA. It was 
launched on September 1, 2006 for use in the November 2006 general election. Made 
available through the FVAP website, the renamed Integrated Voting Alternative Site (IVAS) 
provided expanded coverage via consolidated information from the 55 states and territories 
on electronic transmission alternatives for ballot request, blank ballot delivery and voted 
ballot return for citizens covered by UOCAVA. Additionally, IVAS provided two tools to the 
states for blank ballot request and delivery. Eleven states and territories opted to use one of 
the two tools. Access to either tool required a unique DoD identifier possessed by uniformed 
service members, their family members, and overseas DoD employees and contractors. For 
this reason, use of the two IVAS tools was limited to this sub-population of UOCAVA 
citizens.  
 
 Tool One allowed UOCAVA voters previously registered to vote in a participating 
jurisdiction to request an absentee ballot via email. It was utilized by 470 jurisdictions in 8 
states. Between September 1, 2006 and November 7, 2006 the automated FPCA associated 
with Tool One was accessed 1,351 times.  Because users of IVAS Tool One submitted their 
FPCA ballot requests directly to local election officials using their personal email accounts, 
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the FVAP does not know the number of absentee ballot requests actually submitted using this 
tool.  
 
  Tool Two allowed for ballot request and blank ballot delivery through a secure server 
for voters registered to vote in a participating jurisdiction. Tool Two also had the capability 
to allow the voter to be notified that the LEO had received their mailed, voted ballot. It was 
used by 103 jurisdictions in 3 states. Between the September 1, 2006 IVAS launch date and 
November 5, 2006, the IVAS section of the FVAP website received 34,857 hits; 147 voters 
successfully logged into the system and 63 ballot requests were submitted.  Of those, 35 
ballot requests were approved; 14 requests were denied; 9 requests were deferred and 5 
requests were not processed. (A request might not have been processed if, for example, it was 
sent to the wrong jurisdiction, was received too late, or, as was the case in Indiana, where a 
“wet” signature was required and the original signed document did not arrive in time to be 
processed). Of the 35 ballots approved and sent to voters, 29 were viewed by the voters.   
 
 The FVAP and Post X, the IVAS Tool Two development sub-contractor maintained 
help desk operations to field questions from local election officials and UOCAVA voters.  

 
EXPANDING THE USE OF ELECTRONIC ALTERNATIVES FOR FUTURE 

ELECTIONS 
 

 The FVAP’s goal is to provide as many options as possible for local election officials 
to communicate with the citizens they serve, and to meet the real world situations faced by 
UOCAVA citizens. In an FVAP survey immediately following the 2006 election, most local 
election officials indicated that they would like to continue the use of IVAS in future 
elections.  Responding to the needs of the states and territories, and UOCAVA citizens, the 
FVAP will continue the promotion of electronic transmission alternatives to the by-mail 
absentee voting process. During the planning process for 2008, technologies have been and 
will continue to be examined for their efficacy as well as their potential vulnerabilities. 
FVAP considerations include lessons learned from the 2006 election as well as observations 
from the participating states, recommendations from other federal agencies, and the 
technologies already in use in the 55 states and territories and other countries. 
 

Lessons Learned from State and Voter Experience with IVAS 2006 
 
Post-Election Survey of Local Election Officials – IVAS Tools 
 
 Immediately following the November 2006 election, the FVAP conducted a written 
survey of local election officials on both their quantitative and qualitative experience with the 
two IVAS tools. Among the data solicited were the total number of ballot requests received 
via IVAS, number of ballots sent to voters who requested ballots via IVAS, and number of 
voted ballots received from voters who had requested ballots via IVAS.  Additionally, local 
election officials were asked to comment on their overall experience in terms of ease of use, 
effectiveness of training, quality of assistance, and whether they would like to continue the 
use of IVAS in future elections.  Participation in the IVAS survey by state election officials 
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was voluntary, so data gathered by the FVAP on IVAS 2006 may be representative, but is not 
definitive and cannot be projected. 
 
Tool One Survey Observations  
 
 Surveys were sent to 470 participating jurisdictions and 22 completed surveys were 
returned.  Of these, 19 indicated that they would like to use IVAS in future elections.  An 
official from one large jurisdiction commented that voters were surprised to receive their 
ballots so quickly and that IVAS “opened a line of communication with the voters that is 
invaluable in the process”.  Election officials who contacted the FVAP help desk with 
questions reported that their questions were quickly and satisfactorily addressed.  No 
respondents indicated that they had any technical difficulties facilitating the emailed ballot 
request received via IVAS using Tool One.  
 
Tool Two Survey Observations  
 
 Surveys were sent to 103 participating jurisdictions and 24 completed surveys were 
returned.  Fourteen officials indicated that they would like to continue the use of IVAS in 
future elections. Ten respondents indicated that they would not and cited the following 
reasons: lack of time to learn the procedure; the tool required too much technical expertise; 
the set up was confusing; they did not receive passwords in a timely manner; and that its use 
fell outside their regular workflow and for that reason they never really became comfortable 
with it.   
 
Conference Calls with States Regarding their 2006 IVAS Experience 
 
 In January and February of 2007, the FVAP conducted conference calls with election 
officials from states that participated in the two IVAS tools. Although all Tool One 
participants found the email protocol to be convenient and straightforward, none felt that the 
tool was widely used. All expressed an interest in using the same or similar tool in future 
elections, and were consistent in their desire to have tools available much earlier in the 
election cycle in order to promote its value to both local election officials and UOCAVA 
voters.   
 
 The three state officials that utilized Tool Two were equally committed to 
participating in some form of the IVAS tools in future elections and had specific comments 
about the benefits of the tool and the challenges they perceived moving forward.  Because 
Tool Two utilized a secure server requiring a log-in procedure, it was somewhat more 
complex than Tool One. 
 
 Kentucky officials expressed frustration that the tool was made available too late in 
the election process. Local election officials did not have enough time to become familiar 
with the ballot request and delivery process. They also cited a lack of infrastructure in the 
counties (e.g., access to email) and a lack of familiarity with the technical requirements of the 
tool (accessing and forwarding ballots in PDF format) in some jurisdictions. Kentucky 
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officials indicated that they expected their electronic communication infrastructure to be 
more fully in place for the 2008 elections.  
 
 Indiana utilized Tool Two, but state law required that the voter submit a signed copy 
of the FPCA ballot request via fax, regular mail, or fax-to-email capability of the FVAP’s 
Electronic Transmission Service. The voter could use the Tool Two secure server to request 
the ballot, but could not receive it via the server until a signed ballot request had been 
received by the local election official. Indiana officials cited this legal requirement as a 
demonstrable need for flexibility in future ballot request and delivery tools.   
 
 Montana officials, who also utilized Tool Two, observed that for the 2006 election 
local election officials were already challenged by implementing new systems mandated by 
the Help America Vote Act of 2002 (HAVA), and simply did not have time to learn and 
employ an additional system.  Some were skeptical that the new protocol was secure, 
accountable and complied with state law, and were therefore reluctant to become involved in 
the process.   
 
 These conversations with the states that participated in IVAS served to reinforce the 
FVAP’s desire to implement ballot request and deliver tools that are flexible, convenient and 
as secure as possible based on risk analysis, and that any system or suite of tools needs to be 
established and made available to the states as far in advance of the election as possible. To 
encourage broad participation by the states, and robust UOCAVA voter activity, the FVAP 
needs several months after any new tool is designed to develop training materials, and train 
and educate users in state and local election offices,  particularly when the project involves 
processes that may be different form the existing state and local election official practices. 
The states and territories need many months to reach out to their local election officials. The 
FVAP and the states and territories also need time to reach out to UOCAVA citizens, so they 
can be made aware of the alternatives available should the by-mail process not work for 
them.  Adequate lead time will be particularly important for the 2008 presidential election, as 
voter interest is historically greater for presidential elections than it is for mid-term elections. 
 
 Previous experience with electronic remote voting systems has made it clear that the 
development process alone requires time to design, test, evaluate, train users, and deploy new 
technology, as well as incorporate improvements and lessons learned into subsequent 
versions. 
          

Observations by Other Agencies 
 

 Both the EAC and the Government Accountability Office are currently conducting 
studies on UOCAVA electronic voting alternatives. The FVAP will take their results and 
recommendations into consideration as it continues to develop products for use by the states 
and territories, and UOCAVA citizens in 2008 and 2010.  
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 Electronic Voting Technologies in Other Countries  
 
 As the DoD moves forward in the development of electronic voting technologies for 
UOCAVA citizens, the FVAP is evaluating lessons learned from IVAS, from its previous 
electronic voting projects, and from efforts undertaken independently by the states and 
territories. In addition, other nations have begun to investigate and test the use of remote 
electronic voting tools for their citizens. Several of these projects are summarized below.  
 
Canada 
 
 During November 2004 elections in 12 municipalities in Ontario, Canada, about 
100,000 voters registered to cast ballots online or by touch-tone phone using an assigned 
Voter Identification Number and a password. This electronic voting effort increased voter 
participation from the normal rate of 25-30% to 55% in some places. (Source: ACE Electoral 
Knowledge Network) 
 
England 
 
 In May of 2003, pilot programs in England took place in 59 local jurisdictions. 
Approximately 6.4 million people were eligible to vote in these pilots via a variety of 
channels – on the internet, by telephone, via text messaging and through interactive digital 
television.  Similar electronic strategies were to have been used in local elections in May 
2006 but were subsequently abandoned, primarily over concerns about the lack of an 
adequate audit trail. Electronic trials continue cautiously.  In May 2007, elections in 6 local 
jurisdictions allowed voting over the internet. Five of these jurisdictions also utilized 
telephone voting. One of the advantages of these electronic alternatives is that they allow 
voters a wider timeframe in which to act, with lines open for 4 days (3 days prior to Election 
Day, and on election day itself). (Sources: World E-gov Forum; The Independent; European 
Digital Rights EDRI.org; ACE Electoral Knowledge Network) 
 
Estonia 

 
The technologically favorable infrastructure of Estonia strongly supports the 

possibility of internet voting. It is the only country in Europe where access to the internet is 
legislated as a social right.  
 

The Estonian internet voting system has been under development since a legal 
provision supporting it was put into place in 2002. In part, the effort was undertaken to 
combat falling voter turnout and to bring young, tech-savvy people back into the voting pool. 
Internet voting is offered in conjunction with traditional voting methods and has been 
introduced primarily as a convenience and an improvement on postal voting systems already 
in use. The Estonian company Cybernetica, Ltd. developed the system, which uses smart 
cards and electronic signatures.  
 

Once the legal issues surrounding internet voting were satisfied, the Estonian 
National Election Committee determined that there were no technological obstacles. 
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Significant modifications were implemented to increase security after hackers tested the 
system for vulnerabilities in various trial runs. Primary modifications included:  the 
disconnection of several subsystems; police protection of the servers; and disconnection from 
the internet of the computer that processes the votes.  
 

The software was tested in a small scale referendum vote in the city of Tallinn in 
2004 and was taken nationwide for local government elections in October of 2005.  This was 
the first time that an electorate of an entire country could cast its vote over the internet in a 
public election. Internet voting took place over a 3-day period prior to the October 16, 2005 
election day; 9,317 voters participated (1.85 percent of participating voters, in an election 
with a 47.4 percent voter turnout).   
 

The internet voting procedure required a government issued electronic ID card  
equipped with a computer–readable microchip and digital signature that allowed the voter to 
be unambiguously identified online after logging on to vote. More than 80% of Estonia’s 
1.06 million registered voters have these ID cards. However, in order to participate in the 
election voters needed to have the card validated for use online and had to purchase an ID 
card reader for approximately $15 which required software that some critics regarded as 
difficult to install on laptops and PCs. The encrypted system was based on the digital 
envelope method and used public key cryptography.  
 

The system allows for electronic re-votes. The voter can cast his or her ballot again 
electronically and the previous vote will be deleted. Should the voter go a polling station 
during the advance voting period and vote in person, any prior electronic vote will be 
deleted. On Election Day registered electronic votes cannot be changed or made void. At the 
end of the advance election period, a list of voters who have voted electronically is compiled 
and sent to polling stations. The station makes a notation on the voter list that the person has 
already voted. This prevents them from voting for a second time on election day. A benefit of 
the reversible internet voting mechanism is that it has potential for overcoming fears of vote 
buying and coercion in respect to remote voting by allowing voters to re-cast ballots that may 
have been coerced.  
 

Observers from approximately 40 countries witnessed the process. Election observers 
noted no technical problems and no hackers were detected manipulating the process. The 
electoral commission did not receive any complaints following the election regarding the e-
voting system. A post election survey indicated that internet voting was perceived as 
convenient and that it made voting quick, practical and overall simplified. Detractors point 
out that although Estonia has issued more than one million of the necessary ID cards, 
relatively few of the nation’s computer users have installed the smart card readers that accept 
them.  Further, the system leaves no traditional paper trail for election observers to follow.  
 

The October 2005 internet voting experiment was deemed a success. The process was 
used again in national parliamentary elections in March of 2007 when 30,275 votes were cast 
over the internet.  (Sources:  World E-gov Forum; Euractiv.com; ACE Electoral Knowledge 
Network; UBINS.org) 
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The Organization for Security and Co-Operation in Europe (OSCE) observed the 
March 2007 elections. The OSCE findings have not been released as of this report’s issuance.   
 
France 
 
 French citizens living in the United States were allowed to elect their representatives 
to the Assembly of French Citizens Abroad (a public legislative body which elects members 
of the Upper House of the French parliament who represent French citizens residing abroad) 
in June of 2003, over the Internet using CyberVote, a highly secure and encrypted voting 
solution developed by EADS Defense and Security Systems. Following that experiment, the 
Internet Rights Forum, a private board supported by the French government recommended 
that electronic voting should not be introduced to the general citizenry, but that it should 
continue to be available to French citizens abroad.  Elections for this population were 
subsequently held on June 18, 2006 with an eligible voter base of 525,000 individuals 
residing in 68 countries; 28,138 individuals registered to vote via the internet and 10,200 
votes were cast. The relatively low participation was due, in part, to the complexity of the 
process. During the week before the election, the voter had to confirm his/her registration, 
and had to test his/her computer’s compatibility with the protocol. (Sources: World E-gov 
Forum; European Digital Rights edri.org; ACE Electoral Knowledge Network; Internet 
Rights Forum)  
 
The Netherlands 
 
 In the 2004 European Parliamentary election, 5,351 of the roughly 16,000 Dutch 
citizens who were living overseas, and who registered for remote electronic voting, cast their 
ballots via the Internet or over the telephone. During the development process it was 
recommended that the design, implementation and testing procedures should not be 
conducted by the same company.  Testing was conducted by the Security of Systems (SoS) 
Group at Radbound University Nijmegen. SoS Group did not take part in either the design or 
implementation of the system, but did take an active part in performing a penetration test of 
the vote servers. SoS Group had virtually no knowledge of the hardware, software, networks 
or personnel involved with the server system. In fact, the information it did possess was 
essentially public information, since it could be easily obtained by readily available analysis 
tools. The testing goals comprised two scenarios: 1) to attempt to break into the system and 
compromise its integrity and 2) to see if the system was vulnerable to denial of service 
attacks. Testing revealed that the systems were appropriately hosted, monitored and 
configured, and that adequate measures were installed for detecting attack – no compromise 
to the system was detected.  However, the system was easily stalled by a denial of service 
attack. Because this risk is virtually impossible to prevent completely, the Dutch Ministry 
accepted the system and proceeded to utilize it in the overseas election.  
 
 Along with standard security protocols, the Dutch remote voting system included 
some interesting features: 1) Data integrity was ensured by the use of candidate codes. 1,000 
codes were generated for each candidate and only one of these codes was randomly assigned 
to each voter. Consequently, it was virtually impossible for an attacker to substitute the ballot 
by choosing the appropriate code for a different candidate; 2) votes were doubly encrypted. 
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The only opportunity to decrypt the votes on the server side would be to close the polls. As 
closing the polls was an irreversible action, altering the votes at the server side was not 
possible; 3) if a voter tried to utilize both technologies (phone and internet) to cast a vote, 
only the first vote was stored. The second attempt would fail because the voter had already 
cast his or her vote; 4) voters were able to verify that their ballot had been correctly recorded 
and included in the final election tally by using a transaction code they received when casting 
their ballots. The evaluation of the experiment determined that a large number of voters 
abroad considered that Internet voting had an added value and made voting more accessible, 
and they would like to have the option of voting on the Internet again in the future. For the 
November 22, 2006 Parliamentary elections, Dutch citizens overseas had their choice of 
voting over the Internet or the traditional by-mail method.  For 2006, the transparency of the 
system had been improved, the registration and authentication process had been made more 
voter-friendly, the voting period was shortened and telephone voting was not available.  A 
thorough post-election evaluation is being conducted, the results of which will be used in a 
political debate about the use of Internet voting in the future.  (Sources:  ACE Electoral 
Network; Ministry of the Interior and Kingdom Relations “Evaluation Report; Experiment 
with Internet and Telephone Voting for Voters Abroad”) 
 
New Zealand 
 
 In the July 2002 general election the New Zealand Chief Electoral Office introduced 
to its overseas voters an electronic voting alternative much like 2006 IVAS Tool Two. Voters 
logged onto a secure server using shared secret identifiers to request and download ballots. 
Ballots were then printed, marked, signed and faxed back to the Election Office. The service 
was well received by voters – approximately 20,000 participated, and there were no reported 
disruptions or instances of hacking. (Source: ACE Electoral Knowledge Network) 
 
Spain 
 
 In November 2003, a non-binding remote electronic voting pilot was run parallel to 
the public election.  More than 23,000 Catalan citizens residing in Argentina, Belgium, the 
United States, Mexico and Chile were invited to participate in the election using any 
computer connected to the Internet by means of a web browser supporting Java (virtually 
100% of the browsers on the market). Java technology was required to cryptographically 
process every individual ballot to ensure its security. Participants logged onto the system 
using credentials that had been mailed to them and 730 ballots were cast. Subsequent voter 
opinion surveys showed clear approval of the system; 97% were satisfied or very satisfied 
with the experience; 96% found that the system gave much or a reasonable amount of 
confidence; 98% found the system easy or very easy to use; and 98% indicated that they 
definitely or probably would have chosen to use the system if the process would have been 
binding.  Subsequent evaluation of the process, including the inherent risks discussed 
previously in this report concluded that electronic voting has the potential to improve the 
electoral experience and enhance the democratic process, but that naively implemented 
electronic voting systems can pose serious threats to the integrity of elections and shake 
public confidence. Sophisticated security measures are clearly required to maintain the public 
trust. (Source: ACE Electoral Knowledge Network) 
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Switzerland 
 
 In August of 2000, the Swiss government began examining the possibilities of 
electronic voting for citizens living away from their polling places.  From 2003 to 2005 a 
variety of legally binding test projects were conducted in the canton of Geneva, the 
communities of Anieres, Colony, Carouge, Meyrin, Neuchatel and Zurich. The Swiss 
government and parliament used the pilot projects to determine the future of remote 
electronic voting as a supplementary vote counting method. The system is based on existing 
voting materials and requires no added features on the voter’s computer (e.g.  ID card 
reader). Registered voters receive polling cards and ballots by regular mail prior to each 
election. The polling cards contain a voter number as well as a secret identification code that 
is printed under a scratchable metallic strip. To vote electronically, the voter access the e-
voting system through the internet, enters his or her voter number and enters his or her ballot 
choices. Upon confirmation of those choices, the voter enters the secret identification code, 
along with date and place of birth. The system then confirms that the vote has been 
successfully transmitted and recorded. Polling cards on which the metallic strip has been 
scratched off may not be used in person at polling places or for ballots returned by mail 
unless a barcode check indicates that the voter has not previously cast a vote electronically. 
(Sources: ACE Electoral Knowledge Network; World E-gov Forum; “The Scope of E-Voting 
in Switzerland”, Daniel Braendli, Swiss Federal Chancellery)  
 

Electronic Voting Technologies in the States 
 

 The 55 states and territories have been resourceful in expanding alternative electronic 
transmission capabilities (particularly fax and email) for voter registration, ballot request and 
blank ballot delivery, and for several years the FVAP has been encouraging these 
advancements through legislative initiatives. Beginning with the VOI project in 2000, and 
continuing to date, the FVAP has also encouraged the state governments to expand their 
acceptance of digital signatures for registration and voting purposes. One of the principal 
requirements for the VOI project was to be able to identify and authenticate voters with a 
high degree of certainty. The mechanism selected to provide this capability was the DoD 
Medium Assurance PKI.  The issuing procedure for digital certificates required the recipient 
to appear in person before an issuing authority or the authority’s trusted agent and present 
official photo identification. The use of digital identifiers throughout government continues 
to grow. Homeland Security Presidential Directive 12, announced on August 27, 2004, 
mandates the use of “smart cards” which contain electronic credentials that allow their 
bearers to be identified in several ways – photographic images, fingerprints, personal 
information numbers, and digital signatures. As the government agencies fulfill their 
obligations to provide these cards to government personnel, the number of individuals 
possessing these electronic identifiers has grown considerably. Currently approved for use in 
many states for banking, insurance and commerce-related transactions, digital signatures (as 
used in the FVAP’s VOI project) are not yet employed in the elections process. (Utah did 
authorize electronic signatures attached to voted ballots for the 2000 FVAP VOI project to be 
used for identification and authentication of voters). The FVAP believes that the ability to 
use these electronic identifiers on balloting material would be an enormous benefit as an 
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alternative method for those UOCAVA citizens who possess them, and the FVAP continues 
to work with the states to apply the use of this technology to the elections process. 
 
 Currently, approved technologies for voter registration, ballot request, blank ballot 
delivery and voted ballot return may include fax and/or email, however there are 
considerable differences among the states and territories as to which technologies are 
accepted and which parts of the voting process may utilize electronic transmission. At the 
present time 3 states and 1 territory do not allow any form of electronic transmission.  In the 
2006 general election, 7 states allowed voted ballots to be returned to election officials by 
email. Additionally, the states of Washington and Florida allow registered voters to request 
blank ballots by phone, and Kentucky allows phone requests for its military voters.  
 
 Electronic systems are facilitating the election process for voters and election officials 
in other ways. In Michigan voters can check their registration status online and registered 
voters can view their appropriate ballot. Any citizen, from any location, can access the 
system without the need for digital signatures or other credentials. 24 states have similar 
capabilities on their websites. 
 
 The State of Washington is using electronic ballot tracking. Available to all 39 
counties, the system allows election officials to track every ballot from the time it is mailed 
to the voter to the final vote tally. A list of voter names is produced at each step of the ballot 
handling process and the system permanently separates and randomizes voter names from 
ballot barcodes to protect voter privacy. Reports alert election officials to ballots that have 
missed a step in the process. Voters can verify the status of their ballot online – when it was 
mailed, when the voted ballot was received by the county, when their signature was checked, 
when the ballot scanned, and when their vote was counted.  
 
 Multnomah County, Oregon, allowed UOCAVA citizens to request ballots via email 
for the November 2006 general election and provided these ballots as a back-up for ballot 
packages sent to them via regular mail. The emailed ballot packages included the appropriate 
blank ballot, the complete text of ballot measures, a self-addressed return envelope template 
to be folded and signed by the voter, along with instructions for completing and returning the 
voted ballot by mail. State law does not currently allow for voted ballots to be returned by 
email.  Any registered UOCAVA voter could request a ballot by email, and no credentials 
needed to be submitted at the time of the request. Voter registration cards are scanned and the 
signatures are available electronically in the county’s Election Management System. The 
signature on the return envelope was compared against the electronic record to authenticate 
the ballot. If the signature did not match and the discrepancy could not be explained by the 
voter, the envelope was not opened and the ballot was not counted. For the 2006 election, 99 
ballots were issued via email.  Twenty seven of these were returned as voted ballots; more 
than 50 other voters returned their original, mailed ballots.  A Multnomah County election 
official reported that their primary challenge was obtaining United States Postal Service 
approval of the return envelope design. Once accomplished, Multnomah County assisted 4 
other Oregon counties to gain envelope design approval so that they, too, could assist 
UOCAVA citizens via email.  The protocol was adapted from a process used in Pierce 
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County, Washington. Several other Washington counties provide this email ballot request 
service to its UOCAVA citizens.  
 
 Also new during the 2006 election was a vote-by-phone system utilized by the states 
of Connecticut, Maine, New Hampshire, Oklahoma, Oregon, and Vermont. It was developed 
to assist disabled voters to cast ballots independently and privately in their polling places. 
The Director, FVAP, viewed a demonstration of the Vermont vote-by-phone systems for 
possible future application for remote use by UOCAVA voters.  In its current application, the 
voter uses an identification number to access the appropriate ballot. The ballot is read over 
the phone and the voter uses the telephone keypad to indicate their selection. A paper ballot 
of the vote is printed at the office of the Secretary of State, providing a paper trail for 
auditing purposes.  At present, the system relies on dedicated land line telephone access and 
will not function with cell phones and denies access to any unknown phone number. In a 
post-election discussion with the FVAP, Vermont Secretary of State Deborah Markowitz 
noted that they were pleased with the phone voting project and that the state would continue 
its use for serving their disabled citizens in polling places but has no immediate plans for 
expanding its use to other populations or venues. While limited in scope and accessibility in 
2006, telephone voting remains an interesting technology, and one worth exploring for its 
benefits not only to disabled voters, but to UOCAVA voters. 
 
 Although there are risks associated with voting over the internet, several states have 
independently launched relatively small scale pilot programs to investigate its potential. 
Certainly the accessibility of this alternative, particularly for UOCAVA citizens, merits 
continued consideration. Voter participation was vigorous in these experiments, suggesting 
that voters both trust the security of the internet and enjoy the convenience it provides.  
 
 Michigan allowed online voting in its Democratic presidential caucus in 2004.  The 
result was the second largest caucus turnout in state history; of the 164,000 total votes, 
46,000 were cast online. Arizona used internet voting in its 2000 Democratic primary, 
experiencing larger than usual voter participation. 
 
 The City of Honolulu offered a small scale internet voting pilot project in March 2007 
for neighborhood board elections.  The goal was twofold – to provide cost-effective voter 
access and to increase voter turnout. Registered voters were allowed to vote from any 
computer with internet access using personal identification numbers that were either mailed 
to them on a printed ballot or were requested by voters on a voting website.  Approximately 
405,000 registered voters were eligible to participate in this internet voting pilot.  
 

FVAP PLANS FOR THE ADVANCEMENT OF ELECTRONIC VOTING 
TECHNOLOGY 

 
 The FVAP anticipates that the 2008 general election will generate enormous public 
and media interest, resulting in larger than usual voter participation. Presidential elections 
historically garner more voter participation than that of mid-term elections, and, in recent 
decades, an incumbent President, or sitting or former Vice President has almost always been 
among the nominees of the Democratic or Republican parties. In 2008, it is likely that the 

25 



presidential election will be an open race, the first time since 1952 that neither a Vice 
President nor sitting President will be a nominee. It is expected that UOCAVA citizens will be 
eager to participate in this upcoming election and that the challenge of overcoming the 
obstacles to obtaining voting materials faced by these citizens will continue.  As the Director, 
FVAP is charged with supporting this UOCAVA population in their voting efforts, the 
Department is aggressively pursuing the development of secure electronic voting processes 
with the states that will address these obstacles and help enfranchise UOCAVA voters.  
 

Although issues of security dominate discussions of the development of electronic 
voting technologies, FVAP will consider a broad range of issues as it proceeds toward the 
elections of 2008 and 2010. Designing and developing a mature voting system takes a series 
of election cycles.  There must be enough time to gather and analyze post-election data, as 
well as for training, and developing or updating the voting system to meet the requirements 
of federal, state, and local election official practices. The system design must consider many 
variables, including: security measures; the needs of UOCAVA voters; accessibility of the 
system’s technology; federal, state and local election resources and regulations; and ease of 
use.  As in VOI and SERVE, an incremental development, implementation and evaluation 
plan should be articulated at the beginning of future projects and milestones specified for 
each stage of the project.  
 

Based on past practices and experience, recommendations for future electronic voting 
projects include: working up to a large scale system starting with a small number of states or 
limiting capabilities; recognizing the variation in state and local laws and procedures, and the 
complexity this introduces in the development of a uniform registration and voting system; 
building consensus of key stakeholders; identifying and mitigating actual and perceived risks 
by educating people about risk management practices; ensuring that the system will be 
testable and that those tests can be reproduced; standardizing the interfaces for the voting 
systems for easier interconnectivity; developing guidelines for electronic or internet-based 
registration, ballot delivery, and voting systems which maintain the integrity of the process; 
and assessing methods for voter identification and authentication involving digital certificate 
technologies. 
  
 In the interest of providing as many tools as possible for state and local election 
officials to select from based on their states’ legal requirements, the DoD believes that 
multiple strategies should be developed and deployed. The process should explore the 
technological tools available beyond fax and email for use in remote electronic voting, 
among them touchtone telephone, text messaging, interactive television and the Internet.  
Creating a system that supports multiple platforms adds significantly to the complexity of the 
design and cost associated with development, testing and certification.  Live election testing 
should begin on a small scale and increase in scope over a series of election cycles. All 
technologies should be examined for their efficacy as well as their vulnerabilities. The means 
to balance the provision of electronic alternative to those who most need them with the need 
for accuracy, reliability, privacy, security and transparency in the voting process, will have to 
be continuously re-evaluated and adapted.  
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LONG RANGE STRATEGIES 
   
 The Election Assistance Commission (EAC), in conjunction with National Institute of 
Standards and Technology (NIST) was assigned the task of developing electronic absentee 
voting guidelines by the National Defense Authorization Act for 2005 (NDAA FY 05).  In 
2007, the EAC is expected to release the results of a study of Internet voting and the 
transmission and receipt of absentee ballots for voters covered under UOCAVA.  The study 
will include a review of the practices of voting jurisdictions that use technological 
alternatives to transmit or accept ballots and that may allow Internet voting, as well as a 
survey of UOCAVA voters who participated in some form of electronic voting.  It is hoped 
that the study will effectuate further understanding of the problems and resource constraints, 
as well as potential solutions to meet UOCAVA voting challenges. It is the DoD’s 
understanding that the results of the study will be used as a basis from which the guidelines 
will be developed. The DoD is prepared to work with the EAC on the study and guideline 
development. The release of the EAC recommended voting guidelines, as well as the insights 
provided by the study and from follow-up conferences of state and local officials from 
jurisdictions who participated in remote electronic voting will be utilized by the DoD as it 
pursues its legislative mandate to carry out an electronic voting demonstration project.  
  
 Dependent on the level of security called for in the EAC and NIST guidelines, the 
Department may pursue the development of an internet voting strategy mirroring the 
functionality and security that were contained in its previous VOI and SERVE projects, or of 
an enhanced IVAS allowing for the transmission of voted ballots. A complete internet voting 
system would provide the following functions: voter identification and authentication, voter 
registration, election administration, ballot delivery, voting, tabulation, and results reporting.  
Based on the recommendations included in the internet voting guidelines and the final design 
of the system, full development, testing and deployment would require an estimated 24 to 60 
months. The successful deployment of any system also requires participation from the states 
as well as the Military Services, which have many competing priorities during this time of 
increased operations. Education and outreach efforts would also include local election 
jurisdictions, municipalities (if required), federal agencies, and overseas citizen groups.  It is 
possible that a complete solution could be implemented incrementally; designed, tested and 
used with capabilities and features added over the course of several general elections. The 
following timeline shows the primary project tasks and the anticipated time needed for 
completion. Some tasks are dependent on previous phase completion while others can run 
concurrently. 

 
Concept Development with high level requirements    180-360 days 
Communications Plan        60 days 
Contracting Process        80-155 days 
Design Phase         100-200 days 
Development Phase        400-700 days  
Testing Phase (meeting Federal, DoD, and state security requirements) 150-230 days 
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ELECTRONIC VOTING PLANS FOR 2008 AND 2010 
 
 The required guidelines on electronic voting from the EAC and NIST will frame the 
strategies for the eventual development of a large-scale internet voting project that will most 
likely mirror the functionality and the security of the VOI and SERVE projects. The 
guidelines have not yet been released and this anticipated project is several years from 
inception. In the meantime, the FVAP will continue to provide voter registration, ballot 
request, and ballot transmission strategies that are alternatives to the by-mail process for 
UOCAVA citizens during the 2008 and 2010 election cycles. The Department will not offer 
any tools that allow for voters to cast voted ballots over the internet. If any states, territories 
or localities do offer such a service, the DoD will assist in publicizing the ability for the 
effected voters.  
 
 For 2008 and 2010, the FVAP anticipates continuing and enhancing key elements of 
its efforts from 2006. These include: an improved FVAP website which provides 
consolidated information for UOCAVA voters from the 55 states and territories on electronic 
transmission alternatives allowed for ballot request, and blank ballot delivery and voted 
ballot return; and access to the automated FPCA for voter registration and absentee ballot 
request. Additional capabilities will include a tool for automated population of the FPCA that 
is mapped to specific absentee voting requirements for the 55 states and territories similar to 
those developed and utilized by the DoD in the VOI project in 2000, and designed for the 
2004 SERVE project. An automated version of the FPCA will assist voters while they 
navigate the form, and ensure that UOCAVA citizens complete the FPCA in accordance with 
their state laws and procedures.  Voter error while completing the FPCA can compromise the 
absentee voting process.  If a local election official receives an incomplete or incorrect 
FPCA, the citizen must be notified and must resubmit the FPCA.  If this process is performed 
entirely via regular mail, it may take weeks or months before the voter is made aware of the 
mistake, and may not have enough time to resubmit the FPCA and receive a blank ballot to 
complete and return by their state’s election deadline.   
 
 In addition, the FVAP and the states and territories will maintain the toll-free 
Electronic Transmission Service. The ETS provides thousands of UOCAVA citizens 
worldwide with fax and fax-to-email alternatives to the by-mail process of absentee voting. 
 
 The FVAP will also continue to promote its legislative initiatives with the states, 
encouraging the expansion of electronic alternatives for UOCAVA citizens who live and 
serve in remote areas or distant places and are mobile (e.g., ships at sea, combat areas, 
missionaries and Peace Corps workers). 
 
 Additional enhancements under investigation for use by the states and UOCAVA 
citizens in 2008 and 2010 may include enhanced ballot tracking (to inform voters that his or 
her voted ballot has been received and counted), and a function that would allow absentee 
voters to check and correct, if necessary, their mailing address for voting materials. Each 
functionality should satisfy the basic requirements of security, privacy, reliability, and ease 
of use.  
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 In February 2007, FVAP partnered with the DoD’s Business Transformation Agency 
(BTA) to structure a timeframe for the development and release of an electronic voting 
solution for 2008. The first task was the release of a Request for Information (RFI) to solicit 
general technological solutions from industry that satisfy three separate absentee voting 
tasks: electronic voter registration, electronic ballot request, and electronic blank ballot 
delivery. Solutions needed to support varying state requirements and legally allowed methods 
of transmittal. The RFI did not indicate any preference of implementation in order to 
encourage a wide range of methodologies. On March 1, 2007 the RFI was posted on the 
Federal Business Opportunities website (www.fbo.gov) with a response date of March 30, 
2007.  The FVAP alerted vendors who had previously expressed an interest in working with 
the Department of the RFI and directed them to the website.  The RFI generated 7 responses, 
all of which contained some level of applicable technology.  
 
 In June of 2007 the FVAP will issue a Request for Proposal (RFP) to solicit specific 
technological solutions that satisfy the Department’s electronic voting requirements. The 
RFP will be structured to accommodate a multi-phased development plan comprised of a 
base system and 2 options. These components will be built as individual modules that could 
be integrated into future expanded services which may include an internet voting system for 
UOCAVA citizens.  
 
 The base system provides a voter registration and ballot request solution that is based 
on the automated FPCA embedded with state-specific requirements which can be completed 
by the voter and transmitted electronically or via regular mail to local election officials. It 
will provide local election officials with a transparent, visible and flexible system that allows 
them to manage the registration and ballot request process according to their state’s legal 
requirements and their available electronic infrastructure. Because voting regulations vary 
enormously from state to state, the system must provide for a range of information 
transmission options. 
 
 As funding permits, Option 1 will provide a blank ballot delivery system which will 
be integrated with the Base voter registration/ballot request system. Option 2 will provide for 
digital signature identity management for both election officials and citizen users. It may 
accommodate both DoD Common Access Card digital certificates as well as comparable 
certificates issued by other approved authorities, both governmental and commercial. These 
digital signatures can serve as the citizen’s “wet signature” on the FPCA, and as an initial 
identifier for system logon.  
 
 Any system developed will allow for laboratory and live testing with all potential 
users throughout the design and implementation period, as well as allowing time for 
certification and accreditation for all computer and privacy related laws and government 
guidance.  Barring external complications, the following timeline is anticipated:  
 

• June 2007—Release of the RFP 
• August  2007—Responses to the RFP will be evaluated and a contract awarded 
• December 2007—Base solution availability for implementation in time for primary 

elections 
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• March 2008—Option 1 delivery 
• June 2008—Option 2 delivery  

 
 As each tool becomes available, the FVAP will engage the states by soliciting their 
input as stakeholders and providing education and training at the state and local election 
official levels.  The FVAP will use national conferences, news releases, teleconferences, 
letters, and other forums to gather input from, and provide information to the states, voters 
and the worldwide network of Voting Assistance Officers.  Additional capabilities will be 
considered for 2010 based on lessons learned and evaluation of outcomes of the tools utilized 
during the 2008 election cycle.  
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ince 2000, DOD has developed several initiatives to facilitate absentee 
oting by electronic means such as fax or e-mail; however, some of these 
nitiatives exhibited weaknesses or had low participation rates that might 
inder their effectiveness. For example, the 2003 Electronic Transmission 
ervice’s fax to e-mail conversion feature allows UOCAVA voters who do not 
ave access to a fax machine to request ballots by e-mail and then converts 
he e-mails to faxes to send to local election officials. DOD officials told us, 
owever, they have not performed, among other things, certification tests 
nd thus are not in compliance with information security requirements. The 
004 Interim Voting Assistance System (IVAS)—which, DOD reported, 
nabled UOCAVA voters to request and receive ballots securely—cost 
576,000, and 17 citizens received ballots through it. The 2006 Integrated 
oting Alternative Site (also called IVAS)—which enabled voters to request 
allots using one tool, by mail, fax, or unsecured e-mail—raised concerns, 
rom Congress and others, that using unsecured e-mail could expose voters 
o identity theft if they transmit personal data. While this IVAS displayed a 
arning that voters had to read to proceed, it did not advise them to delete 
ersonal voting information from the computers they used. DOD spent $1.1 
illion, and at least eight voted ballots were linked to this 2006 IVAS.  Both 

he 2004 and 2006 IVAS were each implemented just 2 months before an 
lection. DOD also has a Web site with links to guidance on electronic 
ransmission options, but some of this guidance was inconsistent and could 
e misleading. DOD officials acknowledged the discrepancies and addressed 
hem during GAO’s review.  

he Election Assistance Commission has not developed the Internet 
bsentee voting guidelines for DOD’s use, and thus DOD has not proceeded 
ith its Internet-based absentee voting demonstration project. Commission 
fficials told GAO that they had not developed the guidelines because they 
ad been devoting constrained resources to other priorities, including 
hallenges associated with electronic voting machines. Furthermore, they 
ave not established—in conjunction with major stakeholders like DOD—
asks, milestones, and time frames for completing the guidelines. The 
bsence of such guidelines has hindered DOD’s development of its Internet-
ased demonstration project.  To assist the Commission, however, DOD has 
hared information on the challenges it faced in implementing prior Internet 
rojects—including security threats. 

AO observed that DOD was developing, but had not yet completed, plans 
or expanding the future use of electronic voting technologies. Because 
lectronic voting in federal elections involves numerous federal, state, and 
ocal-level stakeholders; emerging technology; and time to establish the 
nitiatives, developing results-oriented plans that identify goals, time frames, 
nd tasks—including addressing security issues—is key. Without such plans, 
OD is not in a position to address congressional expectations to establish 

ecure and private electronic and Internet-based voting initiatives. 
The Uniformed and Overseas 
Citizens Absentee Voting Act 
(UOCAVA) protects the rights of 
military personnel, their 
dependents, and overseas citizens 
to vote by absentee ballot. The 
Department of Defense (DOD) and 
others have reported that absentee 
voting, which relies primarily on 
mail, can be slow and may, in 
certain circumstances, serve to 
disenfranchise these voters.  In 
2004, Congress required DOD to 
develop an Internet-based absentee 
voting demonstration project and 
required the Election Assistance 
Commission—which reviews 
election procedures—to develop 
guidelines for DOD’s project.  In 
2006, Congress required DOD to 
report, by May 15, 2007, on plans 
for expanding its use of electronic 
voting technologies and required 
GAO to assess efforts by (1) DOD 
to facilitate electronic absentee 
voting and (2) the Commission to 
develop Internet voting guidelines 
and DOD to develop an Internet-
based demonstration project. GAO 
also assessed DOD’s efforts to 
develop plans to expand its use of 
electronic voting technologies. 
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reviewed and analyzed documents 
related to these efforts. 
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United States Government Accountability Office

Washington, DC 20548 

 

June 14, 2007 

The Honorable Carl Levin 
Chairman 
The Honorable John McCain 
Ranking Member 
Committee on Armed Services 
United States Senate 

The Honorable Ike Skelton 
Chairman 
The Honorable Duncan Hunter 
Ranking Member 
Committee on Armed Services 
House of Representatives 

A citizen’s right to vote is one of the hallmarks of a democratic society; yet 
exercising this right can be a challenge for millions of military personnel 
and their dependents of voting age who live away from their legal 
residences (in or outside the United States) and for overseas citizens. 
These individuals are eligible to vote by absentee ballots in federal 
elections. This eligibility is established by the Uniformed and Overseas 
Citizens Absentee Voting Act (UOCAVA),1 which is administered by the 
Department of Defense’s (DOD) Federal Voting Assistance Program 
(FVAP). Through this program, DOD provides assistance to UOCAVA 
voters to facilitate opportunities for them to exercise their right to vote. 
The absentee voting process requires the potential voter to register to 
vote, request an absentee ballot, receive the ballot, correctly complete the 
ballot, and return it to the appropriate local election official. However, 
DOD and groups that represent voters covered under the act have 
reported that, because the multistep process of absentee voting relies 
primarily on mail, in some instances it can take so long to complete that 
these voters may, in effect, be disenfranchised. 

 

                                                                                                                                    
1Pub. L. No. 99-410 (1986), 42 U.S.C. §§ 1973ff et seq. 
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To address concerns about mail-based absentee voting, Congress has 
enacted several laws to promote electronic means for voters to register, 
request and receive ballots, and transmit voted ballots to local election 
officials. These laws include (1) the Help America Vote Act of 2002, which 
established the Election Assistance Commission to serve as a national 
clearinghouse for election information and to review election procedures; 
develop voluntary voting system guidelines;2 and study, among other 
things, electronic voting—particularly Internet voting technology;  
(2) section 1604 of the National Defense Authorization Act (NDAA) for 
Fiscal Year 2002, which required DOD to carry out a secure3 Internet-based 
electronic demonstration project4 in the general election for federal office 
in 2002 or 2004; and (3) section 567 of the Ronald W. Reagan NDAA for 
Fiscal Year 2005, which amended Congress’s mandate for DOD to develop 
a secure, Internet-based, absentee voting demonstration project—by 
requiring DOD to implement the project during the first general election 
for federal office that occurs after the Election Assistance Commission 
establishes Internet voting guidelines for the absentee voting process.5 
Section 596 of the John Warner NDAA for Fiscal Year 2007 required DOD 
to submit, not later than May 15, 2007, a detailed plan to expand the use of 
electronic voting technology. 

Section 596 of the John Warner NDAA for Fiscal Year 2007 also required 
GAO to review DOD’s electronic and Internet-based voting initiatives. This 
report assesses (1) DOD’s efforts to facilitate registration, ballot 

                                                                                                                                    
2Voluntary voting system guidelines are to provide a set of specifications and requirements 
to be used in the certification of computer-assisted voting systems, both paper-based and 
fully electronic; states are free to adopt these guidelines in whole or in part or reject them 
entirely. 

3In 1998, DOD had voluntarily initiated a proof of concept called “Voting Over the Internet,” 
which was a small-scale Internet-based project used in the 2000 elections.  DOD’s report on 
this proof of concept acknowledged that a larger-scale pilot would result in more visibility 
and potentially attract those with malicious intent to harm the system, but suggested ways 
to mitigate such future attacks.  To address these security concerns and other issues, 
Congress asked DOD, in 2002, to develop a large-scale, Internet-based demonstration 
project to ensure a methodical progression from the current mail-based process to a 
secure, easy-to-use Internet registration and voting system. 

4One of the primary objectives of the electronic demonstration project was to assess the 
use of such technologies to improve UOCAVA participation in elections. 

5The conference report for the bill noted that DOD’s prototype for electronic voting was 
important and should not be abandoned and encouraged the Secretary of Defense to 
provide funding to the Commission to advance electronic absentee voting by UOCAVA 
voters. H.R. Rep. No. 108-767, at 680 (2004) (Conf. Rep.). 
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transmittal, and voting by electronic means, such as e-mail and fax, for 
UOCAVA voters and (2) the Election Assistance Commission’s efforts to 
develop Internet absentee voting guidelines and DOD’s efforts to develop a 
secure, Internet-based, absentee voting demonstration project. The report 
also discusses DOD’s efforts to develop plans to expand the use of 
electronic voting technology in the future. 

To address our objectives, we reviewed and analyzed laws, directives, 
reports, and plans related to DOD’s efforts to provide electronic voting 
capabilities for UOCAVA voters. We also examined the Election Assistance 
Commission’s efforts to develop Internet absentee voting guidelines. We 
reviewed and analyzed information regarding any benefits and challenges 
that we, DOD, and others had identified related to DOD’s Internet-based 
electronic demonstration project and new electronic voting initiatives, 
along with the steps DOD had taken to mitigate those challenges. 
Additionally, we interviewed and obtained documentation from officials in 
several offices within DOD, the Election Assistance Commission, selected 
state and local election jurisdictions, and some independent groups 
concerned with the interests of UOCAVA voters. We performed our work 
in accordance with generally accepted government auditing standards, 
from August 2006 through April 2007. Appendix I provides detailed 
information about our scope and methodology. 

 
Since the 2000 federal election, DOD has developed several initiatives to 
facilitate voting by electronic means such as fax or e-mail; however, some 
of these initiatives exhibited weaknesses or garnered low participation 
rates that could limit their effectiveness. DOD introduced the first of three 
initiatives, an e-mail to fax conversion enhancement to its Electronic 
Transmission Service, in 2003. This feature allows UOCAVA voters who do 
not have access to a facsimile machine to send ballot requests, via e-mail, 
to DOD’s Electronic Transmission Service, which converts e-mail 
messages to faxes and sends them to local election officials.6 In return, 
local election officials can send ballots to the Electronic Transmission 
Service conversion feature by fax; the conversion feature then converts 
the fax to an e-mail and sends it to the voter. DOD officials told us, 
however, that this feature is not in compliance with certain DOD 

Results in Brief 

                                                                                                                                    
6The Federal Voting Assistance Program reported that some states, by law, allow voting 
materials to be sent by fax but not by e-mail.  
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information security requirements,7 which include performing and 
documenting risk assessments and security certification testing. Without 
such compliance, DOD cannot certify that it has employed the basic 
practices necessary to apply security measures. DOD officials said that 
they plan to award a contract to meet the requirements. Also, DOD 
voluntarily launched a second initiative—the Interim Voting Assistance 
System (IVAS)—in September 2004, to enable, as DOD reported, absentee 
voters to request and receive state or territory ballots securely for use in 
the November 2004 election. DOD spent $576,000 on this project, but only 
17 citizens received ballots through this system—in part, because it was 
implemented just 2 months before the election. Further, in September 
2006, DOD developed, in response to a legislative mandate,8 a third 
initiative—the Integrated Voting Alternative Site (also called IVAS). This 
site included (1) a ballot request only tool—called Tool 1—that enabled 
voters to request their state or territory ballots from election officials by 
fax, regular mail, or unsecured e-mail and (2) a ballot request and receipt 
tool—called Tool 2—that enabled voters to request and receive their state 
or territory ballots through a secured server. Officials within Congress, 
and others, expressed concerns that using the Tool 1 with unsecured  
e-mail could expose voters to the risk of identity theft. DOD displayed a 
warning on the site—which voters had to read to continue processing their 
request—that explained the risks associated with e-mailing ballot requests. 
While the warning addressed the risks of transmitting personal 
identification information by e-mail, it did not inform voters of the risks 
involved in leaving such personal information on the computers they 
used—especially public computers or those shared by others. DOD 
officials said they would incorporate lessons learned, such as adding a 
cautionary statement to future systems to warn UOCAVA voters to remove 
personal information from the computers they use. DOD spent about  
$1.1 million on the 2006 IVAS, but local election officials could link only 
eight ballots to IVAS Tool 2.9 In addition to these initiatives, DOD has 
established a Web site with links to guidance that provides UOCAVA 

                                                                                                                                    
7DOD, Interim Department of Defense (DOD) Certification and Accreditation (C&A) 

Process Guidance, July 6, 2006. 

8Emergency Supplemental Appropriations Act for Defense, the Global War on Terror, and 
Hurricane Recovery, 2006. Pub. L. No. 109-234 (2006). 

9FVAP reported that, since ballot requests could be printed and returned through the mail 
or by fax instead of the secured server, an accurate reporting could not be obtained 
through Tool 2. FVAP also reported that ballot requests submitted using Tool 1 could not 
be tracked and reported because voters sent the requests directly to local election officials 
using their personal e-mail accounts, mail, or fax. 
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voters with, among other things, information on electronic alternatives to 
mail for each of the 55 states and territories. These links lead to DOD’s 
2006 IVAS, the Voting Assistance Guide, news releases, and guidance 
updates. Our analysis of information on DOD’s Web site, however, showed 
that for 14 of the 55 states and territories, some of the information about 
the alternatives was inconsistent and could be misleading. For example, 
for one state, information on three links correctly stated that only overseas 
military and overseas civilian voters were eligible to receive or return a 
ballot by fax; however, a fourth link did not include this restriction. As a 
result, military personnel stationed in the United States, but away from 
their state of residence, may have incorrectly concluded that they were 
eligible to vote by fax. While these inconsistencies were not widespread, 
their mere existence could lead UOCAVA voters to rely on incorrect 
information and therefore adversely affect the citizens’ ability to vote. 
Agency officials acknowledged these discrepancies and addressed them 
during the course of our review. We are recommending that DOD improve 
the security and accuracy of its systems by (1) complying with information 
security requirements, (2) incorporating lessons learned, such as adding a 
cautionary statement to future systems to warn UOCAVA voters to remove 
personal information from the computers they use, and (3) 
institutionalizing a review process for its online guidance to ensure that 
information for absentee voters is accurate and consistent.  DOD 
concurred with these recommendations. 

The Election Assistance Commission has not yet developed guidelines for 
Internet absentee voting for DOD’s use, and, thus, DOD has not proceeded 
with developing its secure, Internet-based, absentee voting demonstration 
project. Specifically, Commission officials stated that they had not yet 
developed the guidelines because they had been devoting constrained 
resources to meeting the challenges associated with current electronic 
voting machines. Furthermore, the Commission has not yet established—
in conjunction with major stakeholders, like DOD—tasks, including 
addressing security and privacy risks; time frames; or milestones for 
completing the guidelines. Similarly, DOD has not developed the secure, 
Internet-based, absentee voting demonstration project because, DOD 
officials said, by law, the Commission must develop Internet absentee 
voting guidelines for DOD to follow before it can proceed. To support the 
Commission in developing these guidelines, DOD officials said they gave 
the Commission a report and an internal DOD document that provides the 
framework for a system, along with challenges DOD found in its earlier 
Internet voting projects. These challenges included security threats such 
as computer viruses, malicious insider attacks, and inadvertent errors that 
could disrupt system performance. DOD officials stated that, even if the 
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Internet absentee voting guidelines had been available at the time of our 
review, the time remaining before the 2008 federal election would be 
inadequate for developing the secure, Internet-based, demonstration 
project. We are recommending that the Election Assistance Commission, 
in conjunction with major stakeholders such as DOD, create an action 
plan with tasks including actions to address the security and privacy risks 
associated with Internet voting processes and time frames for developing 
the Internet absentee voting guidelines.  The Election Assistance 
Commission concurred with our recommendation. 

We observed that DOD was developing, but had not yet completed, plans 
for expanding the use of electronic voting technology for military 
personnel and overseas citizens, as required by the John Warner NDAA for 
Fiscal Year 2007. The act requires DOD to submit these plans to Congress, 
not later than May 15, 2007. Our analysis of existing DOD and Commission 
documents and our interviews with agency officials show that DOD has 
not sufficiently involved stakeholders in recent electronic voting efforts—
such as its 2006 IVAS. In addition, it has not established interim tasks that 
address issues such as security and privacy, milestones, time frames, or 
contingency plans, following the sound management practices used by 
leading organizations. Implementation of new electronic voting initiatives 
requires careful planning, particularly in light of the large number of 
stakeholders, the application of new technology, the remote location of 
troops, and the lead time required for implementation. Without an 
integrated, results-oriented plan that involves all stakeholders and 
identifies, among other things, goals, tasks, time frames, and contingency 
plans, DOD is not in a position to address congressional expectations to 
establish secure and private electronic and Internet-based voting 
initiatives. We are recommending that DOD, in conjunction with major 
stakeholders such as the Election Assistance Commission and local 
election officials, develop a comprehensive, results-oriented plan for 
future efforts that specifies, among other things, tasks including 
identifying safeguards for security and privacy of all DOD’s voting 
systems—both electronic and Internet-based.  DOD concurred with this 
recommendation. 

DOD’s and the Commission’s written comments are contained in 
appendixes III and IV, respectively.  DOD also provided technical 
comments, which we incorporated in the final report, as appropriate. 

 
The U.S. election system is highly decentralized and relies on a complex 
interaction of people, processes, and technology. Voters, local election 

Background 
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jurisdictions (which number over 10,000), states and territories, and the 
federal government all play important roles in the election process. The 
process, however, is primarily the responsibility of the individual states 
and territories and their election jurisdictions. As we reported in our 2006 
testimony,10 states and territories have considerable discretion in how they 
organize the elections process; this is reflected in the diversity of 
procedures and deadlines that states and jurisdictions establish for voter 
registration and absentee voting. Furthermore, these states and 
jurisdictions use a variety of voting techniques, from paper ballots to faxes 
and e-mails. We also reported that the voter is ultimately responsible for 
being aware of and understanding the absentee voting process and taking 
the actions necessary to participate in it. 

The UOCAVA established that members of the military and their 
dependents of voting age living away from their legal residences (in or 
outside the United States) and American citizens who no longer maintain a 
permanent residence in the United States are eligible to participate by 
absentee ballot in all federal elections. According to DOD, the act covers 
more than 6 million people. Executive Order and DOD guidance related to 
the act include the following: 

• Executive Order 12642, dated June 8, 1988, made the Secretary of Defense, 
or his designee, responsible for carrying out the federal functions under 
UOCAVA, including (1) compiling and distributing information on state 
absentee voting procedures, (2) designing absentee registration and voting 
materials, (3) working with state and local election officials, and  
(4) reporting to Congress and the President after each presidential 
election on the effectiveness of the program’s activities (including a 
statistical analysis of UOCAVA voters’ participation). 
 

• DOD Directive 1000.4, updated April 14, 2004, assigned the Office of the 
Under Secretary of Defense for Personnel and Readiness responsibility for 
administering and overseeing the program, and it established the FVAP to 
manage the program. In 2006, FVAP officials told us that they were 
authorized a full-time staff of 13 and had a fiscal year budget of 
approximately $3.8 million. 
 
FVAP facilitates the absentee voting process for UOCAVA voters; its 
mission is to (1) inform and educate U.S. citizens worldwide about their 

                                                                                                                                    
10GAO, Elections: DOD Expands Voting Assistance to Military Absentee Voters, but 

Challenges Remain, GAO-06-1134T (Washington, D.C.: Sept. 28, 2006). 
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right to vote, (2) foster voter participation, and (3) enhance and protect 
the integrity of the electoral process at the federal, state, and local levels. 
FVAP also, among other things, provides training opportunities for Voting 
Assistance Officers (service, State Department, and overseas citizen 
organization officials who carry out the implementation of their respective 
voting assistance programs); prescribes, coordinates, and distributes 
voting materials, such as the Federal Post Card Application (the 
registration and absentee ballot request form for UOCAVA voters); and 
provides for alternatives to regular mail, including Express Mail and the 
use of electronic solutions. 

The Election Assistance Commission, which was established by the Help 
America Vote Act of 2002, also contributes to the absentee voting process. 
The act specifically established the Commission as a national 
clearinghouse for election information and procedures and assigned it 
responsibility for developing voting system guidelines for the entire 
election process. The act also specifies that the development of voluntary 
voting system guidelines should be informed by research and development 
in remote access voting, including voting through the Internet, and the 
security of computers, networks and data storage. In 2005, the 
Commission issued guidelines that, among other things, addressed gaps in 
the security measures of prior standards. However, these guidelines do not 
comprehensively address telecommunications and networking services or 
their related security weaknesses, such as those related to the Internet. 
The act also amended UOCAVA to require states to report to the 
Commission, after each regularly scheduled general election for federal 
office, on the aggregate number of (1) absentee ballots transmitted to 
absentee uniformed services voters and overseas voters for the election 
and (2) ballots returned by those voters and cast in the election. The 
Commission collects this information through its biennial state surveys of 
election data. 

DOD, the Commission, and organizations representing UOCAVA voters 
have noted that these voters may effectively become disenfranchised 
because the multistep process for voting by absentee ballot—which relies 
primarily on mail—can take too long, especially for mobile 
servicemembers and overseas citizens or those deployed to or living in 
remote areas. Congress and DOD have taken action to facilitate the use of 
alternatives to mail, including electronic means such as fax, e-mail, and the 
Internet. Figure 1 shows (1) the laws designed to facilitate the use of 
electronic capabilities for UOCAVA voters and (2) some of DOD’s efforts, 
either voluntary or in response to a statute, to provide electronic 
capabilities to these voters during fiscal years 2000 through 2007. 
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Figure 1: Laws and Some DOD Programs Promoting Electronic Alternatives to Mail for UOCAVA Voters, 2000 through 2007 

2000 200520042002 2006 2007

Voting Over the 
Internet. DOD 
designed Voting 
Over the Internet as 
a small-scale project 
to assess the 
feasibility of using 
the Internet as an 
alternative to the 
by-mail process for 
absentee UOCAVA 
registration and 
voting. This project 
was used in the 
2000 elections.

Secure Electronic 
Registration and 
Voting Experiment. 
DOD created the 
Secure Electronic 
Registration and 
Voting Experiment 
to address the 2002 
NDAA; it was 
terminated in early 
2004. 

Interim Voting 
Assistance System 
(IVAS). In 
September 2004, 
DOD voluntarily 
created IVAS, which 
was concluded after 
the November 2004 
election.

Integrated Voting 
Alternative Site    
(IVAS). DOD 
implemented IVAS 
in September 2006, 
which contained 
two tools. Congress, 
in the John Warner 
National Defense 
Authorization Act 
for Fiscal Year 2007, 
directed DOD to 
continue IVAS for 
the general election 
and all elections 
through December 
31, 2006, and DOD 
removed the tools 
from its Web site in 
January 2007.

John Warner 
National Defense 
Authorization Act 
for Fiscal Year 
2007.  Congress 
mandated DOD 
to report detailed 
plans by May 15, 
2007, for expanding 
the use of electronic 
voting for elections 
through November 
30, 2010.  

Emergency 
Supplemental 
Appropriations Act 
for Defense, the 
Global War on 
Terror, and 
Hurricane 
Recovery, 2006. 
Congress directed 
DOD, in June 2006, 
to re-establish the 
2004 IVAS program.

Ronald W. Reagan 
National Defense 
Authorization Act 
for Fiscal Year 
2005.  Congress 
amended the 
requirement for 
DOD to create an 
electronic 
demonstration 
project, by allowing 
DOD to do so after 
the Election 
Assistance 
Commission 
develops voting 
guidelines for the 
project.

National Defense 
Authorization Act 
for Fiscal Year 
2002. After Voting 
Over the Internet, 
Congress required 
DOD to conduct 
an electronic 
demonstration 
project for the 2002 
or 2004 federal 
elections.

Help America Vote 
Act of 2002. The act 
established the 
Election Assistance 
Commission and 
required the 
Commission to 
conduct studies on 
electronic voting, 
including an Internet 
voting study that was 
due no later than 
June 29, 2004.

Laws

DOD programs 

Source: GAO analysis of Laws and DOD information. 

 

FVAP stated that it implemented the Voting Over the Internet project in 
2000 as a small-scale pilot project to provide military personnel and their 
dependents and overseas citizens covered under UOCAVA the ability to 
securely register to vote, request and receive ballots from local election 
officials, and vote via the Internet. DOD voluntarily developed the project 
as a small-scale proof-of-concept Internet voting project. This project 
enabled 84 voters to vote over the Internet—the first time that binding 
votes were cast in this manner.11 While the project demonstrated that it 

                                                                                                                                    
11UOCAVA voters in Florida, South Carolina, Texas, and Utah, who were away from their 
legal residences, cast a total of 84 votes from their homes, workplaces, or duty stations on 
personal computers. 
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was possible for a limited number of voters to cast ballots online, DOD’s 
report concluded that security concerns needed to be addressed before it 
could expand remote (i.e., Internet) voting to a larger population. 

In 2001, Congress noted that the Voting Over the Internet project had 
demonstrated that the Internet could be used to enhance absentee voting.12 
To continue the examination of a secure, easy-to-use Internet voting 
system as an alternative to the regular mail process, Congress mandated, 
in the NDAA for Fiscal Year 2002, that DOD conduct a large-scale Internet-
based absentee voting demonstration project to be used for the 2002 or 
2004 federal election. DOD responded to this mandate by creating the 
Secure Electronic Registration and Voting Experiment (SERVE) for 
Internet-based absentee registration and voting; SERVE used a system 
architecture similar to the one used for the Voting Over the Internet 
project. However, as we previously reported,13 a minority report published 
by four members of the Security Peer Review Group—a group of 10 
computer election security experts that FVAP assembled to evaluate 
SERVE—publicly raised concerns about the security of the system 
because of its use of the Internet.14 The four members suggested that 
SERVE be terminated because potential security problems left the 
information in the system vulnerable to cyber attacks that could disclose 
votes or personal voter information. Furthermore, they cautioned against 
the development of future electronic voting systems until the security of 
both the Internet and the world’s home computer infrastructure had been 
improved. Because DOD did not want to call into question the integrity of 
votes that would have been cast via SERVE, the Deputy Secretary of 
Defense terminated the project in early 2004, and DOD did not use it in the 
November 2004 election. 

                                                                                                                                    
12The U.S. Senate Committee on Armed Services report on Senate bill 1416 regarding the 
NDAA for Fiscal Year 2002 noted that the Voting Over the Internet project was an 
important first step in assessing how to use the Internet to enhance absentee voting; 
reducing traditional barriers to participation in elections by absentee voters; and providing 
insight into issues that must be considered for broader use of remote registration and 
voting through the Internet. (S. Rep. No. 107-62, at 307 [2001]). 

13GAO, Elections: Absentee Voting Assistance to Military and Overseas Citizens 

Increased for the 2004 General Election, but Challenges Remain, GAO-06-521 
(Washington, D.C.: Apr. 7, 2006). 

14Security Peer Review Group, A Security Analysis of the Secure Electronic Registration 

and Voting Experiment (SERVE), January 21, 2004. The Security Peer Review Group 
consisted of 10 experts on computer security and voting systems drawn from academia and 
the private sector.  As stated above, the report was written by 4 of the 10 experts. 
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The points raised in these security reviews are consistent with concerns 
we raised in our 2001 reports.15 We found that broad application of Internet 
voting presented formidable social and technological challenges. In 
particular, we noted that challenges to remote Internet voting16 involve 
securing voter identification information and ensuring that voters secure 
the computer on which they vote. We also reported that because voting 
requires more stringent controls than other electronic transactions, such 
as online banking, Internet voting systems face greater security challenges 
than other Internet systems. Furthermore, we found that remote Internet 
voting was recognized as the least protective of ballot secrecy17 and voter 
privacy18 and was most at risk from denial of service and malicious 
software, such as computer viruses. While opinions of groups considering 
the pros and cons of Internet voting were not unanimous, we found that 
they agreed in principle on major issues, including considering security to 
be the primary technical challenge for Internet voting.19 Because of serious 
concerns about protecting the security and privacy of the voted ballot, we 
concluded that Internet-based registration and voting would not likely be 
implemented on a large scale in the near future. 

In the Ronald W. Reagan NDAA for Fiscal Year 2005, Congress amended 
the requirement for the Internet-based absentee voting demonstration 
project by permitting DOD to delay its implementation until the first 
federal election after the Election Assistance Commission developed 
guidelines for the project. The conference report for the act20 stated that, 

                                                                                                                                    
15GAO, Elections: Voting Assistance to Military and Overseas Citizens Should be 

Improved, GAO-01-1026 (Washington, D.C.: Sept. 28, 2001) and Elections: Perspectives on 

Activities and Challenges Across the Nation, GAO-02-3 (Washington, D.C.: Oct. 15, 2001). 

16Various approaches to Internet voting are possible, ranging from the use of Internet 
connections at traditional polling stations to the ability to remotely vote from anywhere 
(remote Internet voting). An intermediate step along this range is an option referred to as 
“kiosk voting,” which uses conveniently located voting terminals provided and controlled 
by election officials. 

17Ballot secrecy refers to protecting the content of the vote. 

18Voter privacy refers to protecting the voters’ ability to cast votes without being observed. 
In poll-site voting, voter privacy is generally ensured by election officials and observers. 
However, we reported that remote Internet voting would not protect voters’ physical 
privacy, leaving them open to the risk that they might be coerced (through threats, bribery, 
or other forms of pressure). 

19Other challenges that affect implementation of Internet voting include the costs of the 
voting method versus its benefits and the availability of Internet technology to voters. 

20H.R. Rep No. 108-767, at 680 (2004) (Conf. Rep.). 
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although Congress recognized the technical challenges of Internet voting, 
SERVE was an important prototype that should not be abandoned. 

 
Since the 2000 federal election, DOD has established several initiatives as 
alternatives to the by-mail process to facilitate voter registration and ballot 
request, receipt of a ballot, and submission of a voted ballot by electronic 
means—such as fax and e-mail—for UOCAVA voters. These include the 
Electronic Transmission Service’s fax to e-mail and e-mail to fax 
conversion enhancement (hereafter referred to as the e-mail to fax 
conversion feature); the 2004 Interim Voting Assistance System (IVAS); the 
2006 Integrated Voting Alternative Site (also called IVAS); DOD’s online 
voting assistance guidance; and online forms to register, request, receive, 
or submit ballots. While these efforts provide valuable guidance, services, 
and information to UOCAVA voters, some of them had limited 
participation rates or exhibited weaknesses in security, consistency, and 
accuracy that might hinder their use and effectiveness. DOD officials have 
acknowledged these weaknesses and they began taking action to address 
them during the course of our review. 

 
The electronic transmission service is a fax forwarding system, established 
by FVAP in 1990, that allows UOCAVA voters and state and local election 
officials, where permitted by law, to fax election materials to each other. 
These voters and election officials can use this service and do not have to 
pay long distance fees for faxing out of state, because DOD provides the 
service through a toll-free line. In 2003, after discussions with Mississippi 
state officials and a Mississippi National Guard unit, FVAP added the  
e-mail to fax conversion capability to its electronic transmission service. 
These officials asked FVAP for help in transmitting voting materials 
because, by state law, Mississippi allowed only faxing as an electronic 
means of transmission—a capability that the Guard unit would not have 
while it was deployed to Iraq.21 The e-mail to fax conversion feature allows 
UOCAVA voters who do not have access to a facsimile machine to send 
ballot requests, via e-mail, to DOD’s Electronic Transmission Service, 
which converts e-mail attachments to faxes and sends them to local 
election officials. In return, local election officials can send ballots to the 
Electronic Transmission Service conversion feature by fax; the conversion 

DOD Initiatives Assist 
UOCAVA Voters, but 
Certain Weaknesses 
May Limit Their 
Effectiveness 

Electronic Transmission 
Service’s E-mail to Fax 
Conversion Capability 
Facilitates Transmission of 
Voting Materials but Does 
Not Fully Comply with 
Information Security 
Requirements 

                                                                                                                                    
21The FVAP reported that some states, by law, allow voting materials to be sent by fax but 
not by e-mail.  
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feature then converts the fax to an e-mail attachment and sends it to the 
voter. 

FVAP stated that it notifies states and territories whenever it converts an 
e-mail containing voting materials to a fax, or vice versa, so that the state 
or territory can decide whether or not to accept it. Table 1 shows 
Electronic Transmission Service activity for the conversion feature for 
2004 and 2006. 

Table 1: Electronic Transmission Service E-mail to Fax Conversions for 2004 and 
2006 

 Years 

 2004 2006

E-mails converted to fax—sent from citizens to local election officials 

Voted ballots 67 53

Federal post card applications and remaining ballot materials  389 190

Subtotal 456 243

E-mails converted to fax—sent from local election officials to citizensa 

Federal post card applications and remaining ballot materials  153b 182

Subtotal 153b 182

Total 609 425

Source: DOD. 

aFVAP officials stated that the local election officials who send e-mails to the Electronic Transmission 
Service conversion feature use it to store ballots that will be sent to UOCAVA voters, through DOD, at 
some future date. 

bFVAP noted that for the 2004 elections the Electronic Transmission Service conversion feature 
received 61 e-mails from local election officials which they converted to 153 faxes to citizens covered 
under UOCAVA. FVAP explained that this allowed one local election official to send one e-mail with a 
PDF attachment to the Electronic Transmission Service, which would then get converted to a fax and 
sent to multiple UOCAVA voters per the local election official’s instructions. PDF means Portable 
Document Format; it is a file format that is used to view electronic copies of paper documents, which 
allows an exact copy of the paper document. 

 
Although FVAP has made progress in assisting servicemembers to 
transmit voting materials with the e-mail to fax conversion enhancement, 
FVAP officials told us they have not fully complied with certain 
information security requirements in the Interim DOD Information 
Assurance Certification and Accreditation Process.22 This guidance 

                                                                                                                                    
22DOD, Interim Department of Defense (DOD) Certification and Accreditation (C&A) 

Process Guidance, July 6, 2006. 
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requires DOD components, among other things, to implement controls and 
to certify and accredit such e-mail systems. 

FVAP officials initially stated that the information security guidance did 
not apply to the conversion feature; they saw it as an enhancement to the 
original Electronic Transmission Service’s fax system. During the course 
of our review, however, FVAP officials said they consulted with officials 
responsible for DOD’s information assurance certification and 
accreditation and concluded that the requirements did, in fact, apply. 
These officials stated that, by the end of fiscal year 2007, they plan to 
award a contract to obtain services to meet the information security 
requirements. The FVAP officials further stated that, while they do not 
have the required documentation—such as risk assessments or 
certification tests and accreditations—they have taken some measures to 
ensure security. We note that the statement of work for FVAP’s April 29, 
2005, contract for the Electronic Transmission Service recognizes the 
sensitivity of the data associated with election materials and includes 
provisions for certain security functions, such as ensuring that adequate 
steps are taken to prevent unauthorized access or manipulation of the 
data. Until FVAP performs and documents the security assessments and 
certifications, however, it has not taken all the necessary measures to 
secure its system and comply with DOD’s information security 
requirements. 

Federal law includes a number of separate statutes that provide privacy 
protections for certain information. The major requirements for the 
protection of personal privacy by federal agencies come from two laws: 
the Privacy Act of 197423 and the privacy provisions of the E-Government 
Act of 2002. Section 208 of the E-Government Act of 200224 requires 
agencies, among other things, to conduct privacy impact assessments 
before developing, upgrading, or procuring information technology that 
collects, maintains, or disseminates personally identifiable information. 
DOD developed departmentwide guidance—the DOD Privacy Impact 
Assessment Guidance—for implementing the privacy impact assessment 
requirements mandated in the E-Government Act of 2002. In this guidance, 
DOD directs the components to adhere to the requirements prescribed by 
the Office of Management and Budget (OMB)—Guidance for 

                                                                                                                                    
235 U.S.C. § 552a. 

24Pub. L. No. 107-347 (2002). 
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Implementing the Privacy Provisions of the E-Government Act of 2002.25 
FVAP officials stated that they had not conducted a privacy impact 
assessment for the Electronic Transmission Service’s e-mail to fax 
conversion enhancement, but they told us that a privacy impact 
assessment will be done as part of the previously mentioned contract to 
meet information security requirements. A privacy impact assessment 
would identify specific privacy risks to help determine what controls are 
needed to mitigate those risks associated with the Electronic 
Transmission Service. Furthermore, building in controls to mitigate risks 
could ensure that personal information that is transmitted is only used for 
a specified purpose. FVAP noted that when information is sent by e-mail, 
the conversion feature retains the following information: full name, fax 
number, city, state, zip code, and e-mail addresses. FVAP’s Electronic 
Transmission Service retains this personally identifiable information both 
to provide transmission verification or confirmation to users and to 
comply with election document retention requirements under the Civil 
Rights Act of 1960.26 

 
DOD’s Electronic Ballot 
Request and Receipt 
Initiatives Had Limitations 
in Participation and 
Security 

In September 2004, just 2 months prior to the election, DOD voluntarily 
implemented what it reported as a secure electronic system for voters to 
request and receive ballots—the Interim Voting Assistance System 
(IVAS)—as an alternative to the traditional mail process. IVAS was open to 
active duty servicemembers, their voting age dependents, and DOD 
overseas personnel who were registered in a state or territory participating 
in the project27 and enrolled in the Defense Enrollment Eligibility 
Reporting System—a DOD-managed database that includes over 23 million 
records pertaining to active duty and reserve military and their family 
members, retired military, DOD civil service personnel, and DOD 
contractors. DOD had limited IVAS participation to UOCAVA voters who 
were affiliated with DOD because their identities could be verified in the 
Defense Enrollment Eligibility Reporting System. Voters obtained their 
state or territory ballots through IVAS by logging on to a special Web site 

                                                                                                                                    
25OMB, Guidance for Implementing the Privacy Provisions of the E-Government Act of 

2002, September 26, 2003. (M-03-22). 

26Every officer of election must retain and preserve all election records and papers for 
certain federal elections for a period of 22 months from the date of the election. Civil 
Rights Act of 1960, § 301, 42 U.S.C. § 1974. 

27States and territories participating in the 2004 IVAS included Kansas, Kentucky, Maryland, 
Mississippi, Montana, New Mexico, South Carolina, the Virgin Islands, and Wisconsin. 
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and then requesting ballots from their participating local election 
jurisdictions. After the local election officials approved the requests and 
the ballots were finalized, IVAS notified voters via e-mail that the ballots 
were available to download and print. DOD reported that 108 counties in 
eight states and one territory agreed to participate in this 2004 IVAS; 
however, only 17 citizens downloaded their ballots from the site during the 
2004 election. FVAP officials noted that participation was low, in part 
because this IVAS was implemented just 2 months before the election. 
FVAP further reported that many states did not participate—for a variety 
of reasons, including state legislative restrictions, workload surrounding 
regular election responsibilities, and lack of Internet access. FVAP 
officials noted that this system, which was maintained through the 
conclusion of the election, cost $576,000. 

In September 2006—again, just 2 months before the next general 
election—FVAP launched a follow-on Integrated Voting Alternative Site, 
also called IVAS, in response to a June 2006 legislative mandate to 
reestablish the 2004 IVAS. This 2006 IVAS expanded on the 2004 effort, by 
providing information on electronic ballot request and receipt options for 
all UOCAVA citizens in all 55 states and territories.  It also provided two 
tools that registered voters could access through the FVAP Web site, using 
DOD or military identification, to request or receive ballots from local 
election officials. As with the 2004 IVAS, local election officials used 
information in these tools to verify the identity of UOCAVA voters who 
used them.28 The first tool—called Tool 1—contained a ballot request form 
only, accessed through DOD’s Web site, which voters could fill out and 
download to their computers. Voters could then send the downloaded 
form to the local election officials either by regular mail, fax, or unsecured 
e-mail, per state or territory requirements. FVAP officials reported to 
Congress that no information on the number of users was available on the 
use of Tool 1 because the department was no longer involved in the 
process once the voter downloaded the ballot request and they, 
essentially, had no visibility into what transpired directly between the 
voter and the election officials. 

                                                                                                                                    
28Verification was made by the use of WebGuard, which determines the status of an 
individual enrolled in the Defense Manpower Data Center’s Defense Enrollment Eligibility 
Reporting System database using that individual’s name, Social Security number, and date 
of birth. Ballot requests saved and downloaded to the voter’s computer for voters who used 
Tool 1 and those requests sent to the election officials using Tool 2 both include text 
indicating the forms were generated via IVAS.  
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The second tool—called Tool 2—provided a ballot request and receipt 
capability for voters, similar to the 2004 IVAS, which also allowed voters to 
fill out ballot request forms online, send them to local election officials 
through a secure line, and receive their state or territory ballots from the 
local election officials through a secured server. Again, no voted ballots 
were transmitted through this IVAS system given that it was not designed 
for that purpose. Absentee voters, instead, would return voted ballots, 
outside of IVAS, in accordance with state law. Tool 2 had a tracking 
feature which showed that 63 voters had requested ballots through the 
system. Of these, local election officials approved and made their state or 
territory ballots available to 35 UOCAVA voters. However, of the 35 sent 
out, local election officials reported that only 8 voted ballots29 were traced 
back to the IVAS Tool 2, in part because this IVAS was implemented just  
2 months before the election. DOD reported that the total cost for the 2006 
IVAS was about $1.1 million, and given that the tools were used only to 
request or receive ballots for the November 2006 elections,30 DOD removed 
the tools from FVAP’s Web site in January 2007. Table 2 compares and 
provides additional details on the two tools. 

                                                                                                                                    
29FVAP reported that, since ballot requests could be printed and returned through the mail 
or by fax instead of the secured server, an accurate reporting could not be obtained 
through Tool 2. FVAP also reported that ballot requests submitted using Tool 1 could not 
be tracked and reported because voters sent the requests directly to local election officials 
using their personal e-mail accounts, mail, or fax.  
 
30Congress directed DOD, in June 2006, to reestablish the 2004 IVAS program.  Congress 
also directed, in October 2006, that DOD continue IVAS for the general election and all 
elections through December 31, 2006. 
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Table 2: Comparison of Integrated Voting Alternative Site Tools 1 and 2 for Election Year 2006  

 Tool 1 Tool 2 

Developer/ 
contractor 

Defense Manpower Data Center  Merlin International, Incorporated’s PostX 

User(s) • Uniformed servicemembers 

• Servicemembers’ dependents 
• Overseas DOD employees and contractors  

• Uniformed servicemembers 

• Servicemembers’ dependents 
• Overseas DOD employees and contractors 

• Local election officials  

Tracking • System is not able to track ballot request 
forms sent to local election officials because 
users submitted their Federal Post Card 
Applications directly to local election officials 
using their personal e-mail accounts. 

• System can provide only how many times it 
was accessed.  

• System is able to track ballot request forms sent to 
local election officials; local election officials reported 
that they received 8 voted ballots.a 

• PostX reported 63 ballot requests were submitted to 
the system; 35 were approved—29 out of 35 blank 
ballots were viewed by voters on the system. 

Step-by-step 
process 

 

• Registered voters use a unique DOD 
identifier or credential to log in to the IVAS 
tool. 

• Voters complete the automated Federal Post 
Card Applications, without their signature, to 
request a ballot. 

• Voters save the Federal Post Card 
Applications to their computers as PDF files. 

• Voters e-mail the Federal Post Card 
Applications over an unsecured Internet line 
to local election officials; voters may also fax 
or mail the Federal Post Card Applications to 
local election officials—depending on state or 
territory procedures.  

• Registered voters use unique DOD identifier or 
credential to log in to the IVAS tool. 

• Voters complete the automated Federal Post Card 
Applications, without their signature, to request a ballot.

• Voters save the Federal Post Card Applications to the 
secure server and the system sends a notification to 
the local election officials of completed ballot requests. 

• Local election officials receive automated e-mails with 
notification of new ballot requests and log onto the 
secure server to access the Federal Post Card 
Applications. 

• Local election officials approve applications and upload 
blank ballots onto the secure server. 

• Voters log onto the secure server and fill out ballots. 
• Voters print completed ballots. 

• Voters submit voted ballot directly to local election 
officials, in accordance with state law. 

• Local election officials confirm voted ballot receipts. 

• Voters log on to check confirmation of voted ballot 
receipts.  

Source: DOD information. 
 
aFVAP reported that, since ballot requests could be printed and returned through the mail or by fax 
instead of the secured server, an accurate reporting could not be obtained through Tool 2. FVAP also 
reported that ballot requests submitted using Tool 1 could not be tracked and reported because voters 
sent the requests directly to local election officials using their personal e-mail accounts, mail, or fax.  
 

Officials within Congress, and others, have expressed concerns that voters 
could be exposed to a heightened risk of identity theft if they used Tool 1 
to send voting materials that contain personally identifiable information 
(including Social Security number, date of birth, and address), by 
unsecured e-mail. FVAP officials acknowledged in their December 2006 
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report to Congress31 that Tool 1 was less secure, but said (1) DOD was 
providing access to a capability that states already provide,32 (2) most 
states and territories only required the last four digits of the Social 
Security number on the ballot requests,33 and (3) Tool 1 displayed a 
cautionary statement that voters had to read to go on with the request 
process; this cautionary statement explained the risk associated with  
e-mailing ballot requests and that the government assumed no liability if 
voters did so. While we confirmed a cautionary statement related to the 
transmission of personal data did exist for Tool 1, it did not advise voters, 
after submitting their ballot request, to remove voting materials that they 
have stored on their computers. For example, voters using Internet cafes 
overseas could have been subject to identity theft if they did not delete 
their personal information from the computer and a subsequent user 
gained access to the stored file. FVAP officials acknowledged that users 
were not advised of the risks of storing personal voting information on 
their computers, and these officials stated that they will incorporate 
lessons learned, such as adding a cautionary statement in any future ballot 
request system. 

 
Online Voting Guidance Is 
Useful but Some 
Inconsistencies Exist in 
the Links 

In addition to these initiatives, DOD also has established the FVAP Web 
site,34 which contains information on FVAP programs and links to assist 
UOCAVA voters in the voting process. Specifically, these links access 
FVAP’s online guidance, including several versions of FVAP’s biennial 
Voting Assistance Guide, shown in figure 2. 

                                                                                                                                    
31DOD, Report on IVAS 2006, As Required by Section 596 of the National Defense 

Authorization Act for Fiscal Year 2007, December 2006. 

32FVAP reported that states and territories allowing e-mail of the ballot request include 
Alaska, Colorado, Illinois, Indiana, Iowa (2006 only), Minnesota, Mississippi, Montana, 
North Carolina, North Dakota, Oregon, Puerto Rico, South Dakota, Virginia, Washington, 
and Wisconsin. 

33As reported by FVAP, 7 states require the full Social Security number, 41 require the last 4 
digits or driver’s license, and 7 do not require the Social Security number. 

34DOD established this Web site in 1995. 
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Figure 2: DOD’s 2006-2007 Voting Assistance Guide 

Source: DOD. 

 
This guide tells the UOCAVA voter how to register, request a ballot, 
receive a ballot, and vote the ballot electronically—including by e-mail or 
fax—where state or territory law allows this. One link on FVAP’s Web site 
had a full-text version of the guide, so that a Voting Action Officer35 or 
other user could download and print the entire guide and use it to provide 
assistance to absentee voters from various states and jurisdictions. 
Another link goes to a Web page containing “State-by-State Instructions,” 
where two additional links—one a PDF guide, the other an HTML 
version36—are provided for each state or territory. This allows voters to 
read or print off only their own state’s or territory’s instructions and to 

                                                                                                                                    
35Service Voting Action Officers, for example, are responsible for voting assistance 
operations within their service.  

36PDF means Portable Document Format; it is a file that is used to view electronic copies of 
paper documents, which allow an exact copy of the paper document. HTML means 
Hypertext Markup Language and is used to structure and format documents to be displayed 
on the World Wide Web.  
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have a choice of formats.37 Another link goes to the Integrated Voting 
Alternative Site—this site provides information for the 55 states and 
territories regarding the electronic ballot request and receipt options 
available to UOCAVA voters. FVAP’s Web site also has another link to 
News Releases, which contains updates on changes to the guidance, 
including changes to state laws that affect UOCAVA voters. Finally, a link 
goes to FVAP’s Voting Assistance Guide Errata Sheets—this contains 
changes that have been made to the archived Voting Assistance Guide 
since its last printing. 

Our review of the FVAP Web site, however, revealed inconsistencies in 
some of the information about electronic transmission options that the 
voters could access through different links on the site. Our analysis 
specifically showed that, while not widespread, for 14 of the 55 states or 
territories, some of the guidance regarding requirements for electronic 
transmission was inconsistent and could be misleading, as the following 
examples illustrate: 

• For the state of California, we found that three of the FVAP links correctly 
stated that only overseas military and overseas civilian voters were eligible 
to receive or return a ballot by fax; a fourth link, however, did not include 
this restriction. As a result, military personnel stationed in the United 
States, but away from their state of residence, might conclude—
incorrectly—that they were eligible to vote by fax. FVAP officials 
acknowledged this discrepancy and updated the information reached from 
the fourth link on January 25, 2007, to reflect the fact that uniformed 
servicemembers must be residing or deployed overseas to be able to 
receive and send ballots by fax. 
 

• For the state of Colorado, we identified a news release that was issued on 
October 18, 2006, announcing a new initiative to allow uniformed 
servicemembers deployed outside the United States to request, receive, 
and return absentee ballots via e-mail. One other FVAP link reflected this 
change; however, four other links did not capture this change. FVAP 
officials acknowledged this discrepancy, updated two of the links, and 

                                                                                                                                    
37The Executive Branch’s “Access Board,” which consists of cabinet-level officials from 
twelve federal agencies, among others, developed standards to implement section 508 of 
the Rehabilitation Act, which required federal agencies to have electronic information that 
is accessible to people with disabilities on government Web sites. FVAP stated that they 
provide access to an HTML version of their Voting Assistance Guide on their Web site to 
comply with this act. They also provide a PDF format of the Voting Assistance Guide for 
UOCAVA voters. 
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issued an errata sheet on January 22, 2007. FVAP officials did not update 
the third link—the 2006-2007 Voting Assistance Guide accessed through 
the publications link on their Web site—stating that it was considered an 
archive document and was not intended for update. However, DOD did not 
clearly identify this link as an archived document; as a result, this link 
could mislead voters who relied on it. FVAP officials later acknowledged 
that the archived version of the 2006-2007 Voting Assistance Guide could 
have been labeled better, and eventually deleted this version from their 
Web site. 
 
Appendix II provides details on the inconsistencies we found on FVAP’s 
Web sites for 14 states and identifies the links, along with DOD’s 
responses regarding each. Under internal control guidance, organizations 
are to apply policies and procedures consistently.38 As noted previously, 
while the inconsistencies were not widespread, the fact that 
inconsistencies exist at all could lead UOCAVA voters— especially busy 
voters residing or deployed in remote locations—to rely on incorrect 
information and therefore adversely affect their ability to vote. Agency 
officials acknowledged these discrepancies and addressed them during the 
course of our review. 

 
In addition, FVAP administers two online forms, (1) the Federal Post Card 
Application, which allows absentee voters to register to vote or request 
ballots; and (2) the Federal Write-in Absentee Ballot, which allows 
absentee voters to vote even if they have not yet received the absentee 
ballot they requested from their state or territory. The Federal Post Card 
Application has been online since 1999, in PDF format, and is postage-free 
within the U.S. mail system when appropriate markings, provided on 
FVAP’s web site, are used. The online Federal Post Card Application 
allows voters to download a PDF version to their computers to complete, 
e-mail, print, sign, and send to their local election official via mail. Some 
state and local election officials we spoke with indicated that the online 
version of the Federal Post Card Application has many benefits because it 
is easy to fill out and read, and it provides sufficient space for the voter to 
write in. 

Online Voting Forms 

                                                                                                                                    
38GAO, Assessing Internal Controls in Performance Audits, GAO/OP-4.1.4 (Washington, 
D.C.: September 1990) and Standards for Internal Control in the Federal Government 

(Exposure Draft), GAO/AIMD-98-21.3.1 (Washington, D.C.: December 1997). 
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A UOCAVA voter can also use the Federal Write-in Absentee Ballot as a 
backup ballot when the state or territory has not sent a regular absentee 
ballot in time for the voter to participate in the election. On October 21, 
2004, just a few weeks before the national election, FVAP issued a news 
release announcing the electronic version of the ballot as an emergency 
ballot. The Ronald W. Reagan NDAA for Fiscal Year 2005 amended the 
eligibility criteria in UOCAVA39 to allow states and territories to accept the 
Federal Write-in Absentee Ballot under a broader range of circumstances. 
Prior to the change, a UOCAVA citizen had to be outside of the United 
States, have applied for a regular absentee ballot early enough to meet 
state election deadlines, and not have received it from the state. Under the 
new criteria, the Federal Write-in Absentee Ballot can be used by military 
servicemembers and their dependents stationed in the United States, as 
well as by military personnel, their dependents, and citizens living 
overseas. 

 
The Election Assistance Commission has not yet developed the Internet 
absentee voting guidelines, and because it is required by law to develop 
them for DOD’s use in the secure, Internet-based, absentee voting 
demonstration project, DOD has not moved ahead with the project. 
Commission officials told us that they have not yet developed the required 
Internet absentee voting guidelines because the Commission has been 
working on other priorities—including standards for electronic voting 
machines, challenges associated with these electronic voting machines, 
and a process for certification and accreditation—and it lacks the 
resources to work on the Internet absentee voting guidelines or the 
mandated study of the issues and challenges for Internet technology at the 
same time. Although the Internet voting study is now underway, the 
Commission has said that it will not be completed until September 2007 
and thus does not have the results it needs to establish time frames or a 
plan for developing the guidelines. Regarding the demonstration project, 
DOD officials stated that they had not taken action to develop this project 
because the Ronald W. Reagan NDAA for Fiscal Year 2005 requires the 
Commission to develop the guidelines first. DOD officials stated that, in an 
effort to assist the Commission in developing the Internet absentee voting 
guidelines, they have provided information on prior Internet voting efforts, 
along with challenges associated with these Internet voting efforts and 
views on how to mitigate those challenges. 

Absence of Internet 
Absentee Voting 
Guidelines Has 
Hindered 
Development of the 
Mandated Internet-
Based Absentee 
Voting Demonstration 
Project 

                                                                                                                                    
39Pub. L. No. 108-375 § 566(c) (2004). 
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Commission officials stated that they have not developed Internet 
absentee voting guidelines because the Commission and the organizations 
that would normally provide assistance to it are directing their constrained 
resources to other priorities. This includes addressing challenges 
associated with electronic voting machines and establishing a process for 
certification and accreditation. Additionally, the Help America Vote Act of 
2002 requires the Commission’s Technical Guidelines Development 
Committee to assist the Executive Director of the Commission in 
developing voluntary voting system guidelines.40 The act also requires the 
Director of the National Institute of Standards and Technology to provide 
the Development Committee with technical support in developing those 
guidelines, including research and development related to computer and 
network security, voter privacy, remote access voting (including voting 
through the Internet), and voting fraud. 

Commission officials told us, however, that the Development Committee 
has not been able to work on Internet absentee voting guidelines for 
UOCAVA voters because it had other priorities and constraints on its 
resources.41 In light of the Development Committee’s low priority for 
working on the Internet absentee voting guidelines, officials from the 
Commission asked officials from the National Institute of Standards and 
Technology to assist with developing the guidelines. However, officials 
from the National Institute of Standards and Technology said that they 
could not provide support because they also lacked sufficient resources at 
the time. Commission officials told us that, at the time of our review, the 
National Institute of Standards and Technology was also using its 
resources to work with the Development Committee on the current 
voluntary voting guidelines and would not have sufficient resources to 
work on Internet absentee voting guidelines until after July 2007. 

Additionally, Commission officials stated that they were waiting for DOD 
to provide information that describes the type of system around which the 

The Commission Has Not 
Developed Internet 
Absentee Voting 
Guidelines because of 
Other Priorities, 
Constraints on Resources, 
and Lack of DOD 
Information 

                                                                                                                                    
40These guidelines provide a set of specifications and requirements to be used in the 
certification of computer-assisted voting systems, both paper-based and fully electronic, 
and are voluntary—that is, states are free to adopt them in whole or in part or to reject 
them entirely.  

41For example, Commission officials told us that the Development Committee is working 
on updates to the Voluntary Voting System Guidelines that were established in 2005. These 
guidelines will become effective December 2007. The guidelines focus primarily on 
electronic voting machines and ballot counters, but not on Internet voting systems for 
UOCAVA voters.  
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guidelines should be developed. DOD officials, however, stated that they 
gave the Commission reports that provided the framework for the 
Internet-based absentee voting system they envisioned. Specifically, these 
DOD officials told us that they provided the Commission, in 2004, with a 
report on their 2000 proof of concept for Internet-based voting called 
“Voting Over the Internet,”42 and in March 2006, they provided the 
Commission with an internal DOD document assessing the terminated 
SERVE project. DOD and Commission officials told us that they had not 
communicated in depth on the guidelines and the DOD system before our 
review. 

 
To gain a better understanding of the Internet voting environment, in 
September 2006, the Commission started an Internet voting study as a 
precursor to developing the Internet absentee voting guidelines. The Help 
America Vote Act of 2002 required the Commission to conduct this study 
to determine the issues and challenges presented by incorporating 
communications and Internet technology into elections, including the 
potential for election fraud, and to issue a report no later than June 29, 
2004. However, the Commission did not meet this reporting date. 
Commission officials told us that they were unable to complete the study 
sooner—or even begin it—because of the resource constraints they have 
worked under since the Commission’s inception, and because they were 
working on other priorities. They noted, for example, that under the act, 
the Commission was to be established by February 26, 2003, but the 
Commissioners were not appointed until almost a year later, in December, 
2003. They also told us that, although 23 employees were allocated to the 
Commission, they had to build up staff gradually, starting in January 2004, 
by hiring two employees each month. Accordingly, Commission officials 
testified in June 200443 that, as a result of these constraints, the 
Commission was able to meet only some of its mandates, such as 
developing the 2005 Voluntary Voting System Guidelines. As a result, the 
Commission was not able to conduct the Internet voting study in a timely 
manner. 

The Election Assistance 
Commission Has Started a 
Study as a Precursor to the 
Internet Absentee Voting 
Guidelines 

                                                                                                                                    
42Department of Defense, Federal Voting Assistance Program: Voting Over the Internet, 
June 2001. 

43
Statement of U.S. Election Assistance Commission before the U.S. House Of 

Representatives, Committee on House Administration, dated June 17, 2004. 
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Commission officials stated that the Internet voting study, which was 
underway during the course of our review, includes several case studies to 
monitor current Internet voting usage and electronic transmission of 
ballots. The four states participating in this part of the study are Florida, 
Montana, South Carolina, and Illinois. The study also includes (1) a survey 
of UOCAVA voters to collect information on their level of interest in 
electronic voting and (2) a conference to gather states’ experiences on 
topics such as Internet voting, electronic transmission of ballots, security 
risks for voting systems, and verification of voters’ identities. Commission 
officials told us that they plan to issue a final report on the Internet voting 
study in September 2007. 

 
The Ronald W. Reagan NDAA for Fiscal Year 2005 did not establish a 
deadline by which the Commission was to complete the Internet absentee 
voting guidelines, and the Commission has not set time frames for itself, 
primarily because it has been working on guidelines for current voting 
systems. Additionally, as stated previously, the Commission has not 
completed the precursor Internet voting study to identify critical issues 
and challenges such as those related to security and privacy. Also, it has 
not established a plan, in conjunction with major stakeholders like DOD, 
to develop appropriate guidelines for Internet voting with specific tasks 
that would address security risks such as those identified in its study and 
other security evaluations and reports, as well as time frames and 
milestones. 

In previous reports, we have noted that leading organizations develop 
long-term results-oriented plans that involve all stakeholders and identify 
specific tasks, milestones, time frames, and contingency plans;44 this 
practice is also embodied in the underlying principles of the Government 
Performance and Results Act of 1993.45 Similarly, without a plan for the 
UOCAVA Internet absentee voting guidelines—including specific tasks, 
time frames, milestones, necessary resources, and alternatives—the 
Commission cannot inform Congress, FVAP, and local election officials 
when it will meet the mandate to develop the required guidelines. As we 

The Commission Does Not 
Have a Plan for Assessing 
Security Issues and 
Developing Internet 
Absentee Voting 
Guidelines 

                                                                                                                                    
44GAO, Executive Guide: Effectively Implementing the Government Performance and 

Results Act, GAO-GGD-96-118 (Washington, D.C.: June 1996) and Military Readiness: 

Navy’s Fleet Response Plan Would Benefit from a Comprehensive Management Approach 

and Rigorous Testing, GAO-06-84 (Washington, D.C.: Nov. 22, 2005). 

45Pub. L. No. 103-62 (1993). 
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previously noted, some technologies may not yet be mature enough to 
support Internet voting. Therefore, the plan for developing Internet 
absentee voting guidelines may require an incremental approach that 
reflects emerging solutions to security and privacy challenges, as well as 
changing views on acceptable levels of risk and cost. 

 
Similarly, DOD has not developed a secure, Internet-based absentee voting 
demonstration project, as Congress mandated in the Ronald W. Reagan 
NDAA for Fiscal Year 2005. DOD reported that the principal objective of 
the Internet-based electronic demonstration project was to assess the use 
of such technologies to improve UOCAVA participation in elections. The 
department planned to conduct the project during the first general 
election for federal office after the Commission has established Internet 
voting guidelines for the project. However, DOD has not moved forward 
with the electronic demonstration project because, by law, the 
Commission must first develop the Internet absentee voting guidelines. 

DOD officials stated, as mentioned previously, that they provided 
information to assist the Commission in developing the guidelines, and 
Commission officials acknowledged that DOD had provided them with a 
report on “Voting Over the Internet,” DOD’s assessment of its November 
2000 Internet-based voting project, in 2004—the first year of the 
Commission’s operation. DOD also provided the Commission with an 
internal document that contained information on its SERVE project. 
However, Commission officials told us that they did not receive the 
SERVE document until June 2006. This document discussed challenges 
DOD identified with Internet voting, which included security threats such 
as computer viruses, malicious insider attacks, and inadvertent errors that 
could disrupt system performance. 

In 2001, we also identified several challenges to Internet voting, such as 
privacy and security.46 As previously mentioned, we reported that broad 
application of Internet voting faced formidable challenges, including the 
difficulty of providing adequate voter privacy—that is, protecting the 
voter’s ability to cast a ballot without being observed. We further reported 
that, although not unanimous on all issues, groups considering the pros 
and cons of Internet voting were in consensus in identifying security as the 
primary technical challenge for Internet voting. We also reported that, 

DOD Has Not Developed a 
Secure, Internet-based, 
Absentee Voting 
Demonstration Project 

                                                                                                                                    
46GAO-01-1026; GAO-02-3.  
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because of the security risks involved, Internet voting would not likely be 
implemented on a large scale in the near future. Moreover, DOD officials 
told us that even if the Commission had developed Internet voting 
guidelines at the time of our review, DOD would not have been able to 
develop a secure, Internet-based, electronic demonstration project in time 
for the 2008 presidential election. DOD officials said that—depending on 
the Internet voting guidelines provided by the Commission—the final 
system design, full development, testing and deployment phases would 
take an estimated 24 to 60 months. Furthermore, deployment of any 
system requires participation of the military services, which have many 
additional, competing priorities that may cause delays in deployment. 
Given that less than 17 months remain before the November 2008 election, 
FVAP officials said there is insufficient time to advertise and launch the 
Internet-based electronic demonstration project. 

 
We observed that DOD was developing, but had not yet completed, plans 
to expand the use of electronic voting technology for UOCAVA voters use 
in federal elections through November 2010, as required by the John 
Warner NDAA for Fiscal Year 2007. DOD officials told us that they 
anticipated providing the plans to Congress, in accordance with the act, by 
May 15, 2007. Because electronic voting initiatives for the absentee voting 
process (fax, e-mail, and Internet) involve numerous stakeholders at the 
federal level—including DOD and the Commission—as well as the various 
state and local levels, developing a plan is key. Implementation of new 
electronic voting initiatives requires careful planning, particularly in light 
of the remote location of troops, the application of new technology, and 
the lead time required for implementation. As DOD develops these plans, 
employing a comprehensive strategic approach that incorporates sound 
management principles could provide a framework for DOD’s plans. Our 
analyses of DOD and Commission documents and our interviews—
including those with officials from these agencies, organizations 
representing UOCAVA voters, and state and local election officials—show 
that DOD did not obtain sufficient stakeholder involvement in planning its 
recent electronic voting initiatives—the 2004 and 2006 IVAS initiatives. In 
fact, Commission officials mentioned that DOD’s recent initiatives took a 
“top down” approach and did not seek input from the Commission or from 
local jurisdictions during the planning stage. DOD officials noted that both 
the 2004 and 2006 IVAS initiatives were planned, designed, advertised, and 
implemented just months before those two elections. In the case of the 
2006 IVAS, however, the department reported that it developed the system 
within 79 days of passage of the mandate—June 2006—and noted that it 
was in fact responsive to that mandate. The Commission and state and 

DOD Was Developing 
Plans to Expand the 
Use of Electronic 
Voting Technology in 
the Future, but Sound 
Management 
Practices Are Key 
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local election officials noted that the aggressive schedules for these latest 
electronic initiatives did not allow sufficient time to enable full 
participation, training, and dissemination of information on the efforts. 
Additionally, at the time of our review, DOD officials said they had not yet 
established interim tasks that address issues such as security and privacy, 
milestones, time frames, and contingency plans. 

The principles of sound management used by leading organizations and 
embodied in the Government Performance and Results Act of 199347 
provide a methodology to establish a results-oriented framework for DOD 
to develop its detailed plans. Such a framework would provide a firm 
foundation for DOD’s long-term plan for electronic voting initiatives. Some 
of the key management principles include (1) involving stakeholders when 
defining the mission and outcomes, (2) identifying specific actions and 
tasks, such as monitoring and assessing security of the initiatives,  
(3) developing schedules and time frames for tasks, and (4) evaluating the 
overall effort, with specific processes to allow for adjustments and 
changes. Furthermore, as we reported in one of our executive guides, 
leading organizations plan for a continuous cycle of risk management. This 
includes determining needs, assessing security risks, implementing 
policies and controls, promoting awareness, and monitoring and 
evaluating controls.48 Combined with effective leadership, these principles 
provide decision makers with a framework to guide program efforts and 
the means to determine if these efforts are achieving the desired results. 

In its December 2006 report to Congress on IVAS,49 DOD stated the 
following: 

• Development of a long-term strategic plan was necessary to ensure that all 
related initiatives were effectively integrated, but this was dependent on 
having sufficient time to assess, improve, and evaluate new or evolving 
electronic alternatives. 

• Major recommendations for its future electronic voting projects would 
include, for example, 
• recognizing the variation in state and local laws, procedures, and 

systems; 

                                                                                                                                    
47Pub. L. No. 103-62 (1993). GAO/GGD-96-118.  

48GAO, Executive Guide: Information Security Management, Learning From Leading 

Organizations, GAO/AIMD-98-68 (Washington, D.C.: May 1998). 

49DOD, Report on IVAS 2006. 
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• identifying and mitigating actual and perceived risks, by educating 
people about risk management practices; and 

• building consensus among key stakeholders. 
 
As stated previously, Commission officials told us that, for recent 
initiatives, DOD did not seek input from the Commission or local 
jurisdictions during the planning stage of these efforts. Without a 
proactive, integrated, long-term, results-oriented plan that involves all 
major stakeholders; includes goals, interim tasks—such as identifying 
security risks and addressing privacy concerns—milestones, time frames, 
and contingency plans; and follows the sound management practices used 
by leading organizations, DOD is not in a position to address congressional 
expectations to establish secure and private electronic and Internet-based 
voting initiatives. 

 
It is imperative that the 6 million Americans who are covered under the 
Uniformed and Overseas Citizens Absentee Voting Act have the 
opportunity to exercise their right to vote—one of the hallmarks of a 
democratic society. The fact that time is an issue with absentee voting by 
regular mail has led many to look toward electronic and Internet voting, 
which represent the next generation of voting technology, as alternatives. 
While these alternatives may expedite the absentee voting process, they 
are more vulnerable to privacy and security compromises than the 
conventional methods now in use. Electronic and Internet voting require 
safeguards to limit such vulnerabilities and prevent compromises to votes 
from intentional actions or inadvertent errors. However, available 
safeguards may not adequately reduce the risks of compromise. To date, 
the Election Assistance Commission has not assessed the risks or possible 
safeguards for Internet voting, nor has it developed corresponding 
guidelines that define minimum Internet voting capabilities and safeguards 
to be considered by the election community. Furthermore, electronic and 
Internet-based absentee voting can be challenging for UOCAVA voters, 
who reside at multiple locations across the globe. These voters are also 
registered to vote in thousands of local jurisdictions across 55 states and 
territories that employ varying levels of technology—from paper ballots to 
faxes and e-mail. DOD faces significant challenges in leveraging electronic 
and Internet technology to facilitate this complex, global absentee voting 
process. Delays in developing guidelines and a demonstration project have 
resulted in two presidential elections passing without significant progress 
in moving toward expanded use of electronic and Internet absentee voting. 
DOD officials told us it is now too late in the cycle to implement 
significant changes before the 2008 election. The challenges of 

Conclusions 
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coordinating among numerous stakeholders—including DOD, the 
Commission, and state and local election officials, as well as organizations 
representing UOCAVA voters—are substantial, and, to date, efforts to 
involve stakeholders in the planning stage of DOD’s recent initiatives have 
fallen short. This delay has left an expectation gap between what Congress 
required and what has been accomplished so far. Several steps would have 
to be taken to overcome these challenges, including better coordination 
between the Commission and DOD regarding their complementary roles in 
developing Internet voting guidelines and the mandated demonstration 
project. Unless the Commission and DOD move in a timely manner to 
assess the technology risks, develop guidelines that address the risks, 
coordinate among election stakeholders, and establish and execute 
prudent plans, they are unlikely to meet the expectations of Congress and 
military and overseas voters to establish a secure and private electronic 
and Internet-based UOCAVA voting environment. 

 
To improve the security and accuracy of DOD’s electronic and Internet 
initiatives, we recommend that the Secretary of Defense direct the Under 
Secretary of Defense for Personnel and Readiness to take the following 
four actions: 

Recommendations for 
DOD 

• Comply with the information security requirements in the DOD 
Certification and Accreditation Process guidance. 

• Incorporate lessons learned into plans for future systems such as those we 
identified, including adding cautionary statements to future ballot request 
and receipt systems to warn UOCAVA voters to remove personal data 
from their computers. 

• Institutionalize a process to review online UOCAVA guidance to ensure 
that DOD provides accurate and consistent information to UOCAVA 
voters. 

• Create an integrated, comprehensive, long-term, results-oriented plan for 
future electronic voting programs that specifies, among other things, the 
goals to be achieved along with tasks including identifying safeguards for 
the security and privacy of all DOD’s voting systems—both electronic and 
Internet. The plan should also specify milestones, time frames, and 
contingencies; synchronize them with planned development of the 
Commission’s guidelines for Internet voting; and be developed in 
conjunction with major stakeholders—including state and local election 
officials, the Election Assistance Commission, overseas voting groups, and 
each of the armed services. The plan should also include initiatives that 
will be done well in advance of federal elections, to allow adequate time 
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for training and dissemination of information on the options available to 
UOCAVA voters. 
 
 
To improve the Election Assistance Commission’s efforts to comply with 
the direction from Congress to develop the Internet absentee voting 
guidelines, we recommend that the Commission take the following two 
actions: 

• Determine, in conjunction with major stakeholders like DOD, whether the 
Commission’s 2007 Internet voting study and any other Commission 
efforts related to Internet or electronic voting are applicable to DOD’s 
plans for Internet-based voting, and incorporate them where appropriate. 

• Develop and execute, in conjunction with major stakeholders—including 
state and local election officials and DOD—a results-oriented action plan 
that specifies, among other things, goals, tasks, milestones, time frames, 
and contingencies that appropriately address the risks found in the 
UOCAVA voting environment—especially risks related to security and 
privacy. 
 
 
In written comments on a draft of this report, DOD concurred with our 
recommendations to (1) comply with the information security 
requirements, (2) incorporate lessons learned into plans for future 
systems—to include adding cautionary statements to warn UOCAVA 
voters to remove personal data from their computers, (3) institutionalize a 
process to review online UOCAVA guidance, and (4) create a 
comprehensive, results-oriented, long-term plan for future electronic 
voting initiatives.  The department said that it will contract for services to 
comply with the information security requirements and will incorporate 
identified lessons learned into future registration, ballot request, and ballot 
receipt systems.  The department said that it has already streamlined its 
online guidance by, among other things, eliminating the archived 
“Publications” version of the Voting Assistance Guide entirely; it will also 
establish a revised review process for online information.  DOD noted that 
these changes will reduce the possibility of human error and simplify the 
review and verification process of online information.  Finally, DOD stated 
that it was in full support of a long-term, comprehensive plan for future 
electronic voting projects that would allow for sufficient time to involve 
the major stakeholders, train, and disseminate information and ultimately 
serve UOCAVA voters.  The department said it looked forward to working 
on this multiyear project plan in cooperation with the Election Assistance 
Commission, the National Institute of Standards and Technology, and 

Recommendations for 
the Election 
Assistance 
Commission 

Agency Comments 
and Our Evaluation 
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other major stakeholders.  It further stated that FVAP, the Commission, 
and the National Institute of Standards and Technology are scheduling a 
meeting to lay the groundwork for the plan. DOD’s comments are 
reprinted in appendix III.  DOD also provided technical comments, which 
we incorporated in the final report, as appropriate. 

In its written comments, the Election Assistance Commission concurred 
with our recommendations to (1) determine the applicability of the 
Commission’s 2007 Internet voting study and other Commission studies to 
DOD’s plans for Internet-based voting, and (2) develop and execute a 
results-oriented action plan to provide guidelines that appropriately 
address the risks found in the UOCAVA voting environment. The 
Commission stated that it has already met with FVAP and the National 
Institute of Standards and Technology and agreed to develop a time line 
for creating the UOCAVA guidelines. The Commission’s comments are 
reprinted in appendix IV. 

 
We are sending copies of this report to the Secretary of Defense and the 
Under Secretary of Defense (Personnel and Readiness) and the 
Commissioners of the Election Assistance Commission. We will also make 
copies available to others upon request. In addition, the report will be 
available at no charge on the GAO Web site at http://www.gao.gov. 

Should you or your staff have any questions about this report, please 
contact me at (202) 512-5559. Contact points for our Offices of 
Congressional Relations and Public Affairs may be found on the last page 
of this report. Key contributors to this report are listed in appendix V. 

 

Derek Stewart 
Director, Defense Capabilities and Management 
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Appendix I: Scope and Methodology 

To assess DOD’s electronic initiatives, we reviewed and analyzed relevant 
laws, directives, and guidance. These included DOD Directive 1000.4, 
Federal Voting Assistance Program (FVAP), updated April 14, 2004; and 
DOD’s Interim Department of Defense (DOD) Certification and 

Accreditation (C&A) Process Guidance, dated July 6, 2006. We also 
reviewed applicable requirements documents for DOD’s electronic efforts, 
as well as relevant reports by GAO, DOD, FVAP, the DOD Inspector 
General, and others, including A Security Analysis of the Secure 

Electronic Registration and Voting Experiment (SERVE), dated January 
21, 2004. In addition, we reviewed FVAP’s 2006-2007 Voting Assistance 
Guide and its Web site to ascertain what type of information on electronic 
voting alternatives is provided to UOCAVA citizens. 

We interviewed key program officials at the Office of the Under Secretary 
of Defense for Personnel and Readiness’s Federal Voting Assistance 
Program (FVAP), the Business Transformation Agency, the Defense 
Manpower Data Center, and Voting Action Officers from several service 
headquarters. We also contacted officials from (1) election organizations, 
including the National Association of Secretaries of State and Joint 
Election Officials Liaison Committee and (2) organizations representing 
UOCAVA voters, including those from the National Defense Committee 
and the Overseas Vote Foundation. We made contact with officials from  
14 of the 16 state and local election offices we called to obtain their 
perspectives on DOD’s initiatives. Specifically, we included all 11 states 
that had participated in DOD’s 2006 Integrated Voting Alternative Site—
some of which participated in SERVE and other DOD programs and 
initiatives. We also included three other states that had 10 or more military 
bases and had participated in SERVE though not in IVAS. Table 3 lists the 
states we contacted and the programs in which these states participated. 
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Table 3: State Offices Contacted and Programs Where the States Were Participants 

 States contacted SERVE participantsa IVAS Tool 1 participantsa IVAS Tool 2 participantsa 

1 Arkansas Yes Yes No 

2 Florida Yes No No 

3 Hawaii Yes No No 

4 Illinois No Yes No 

5 Indiana No No Yes 

6 Kentucky No No Yes 

7 Mississippi No Yes No 

8 Montana No No Yes 

9 North Carolina Yes Yes No 

10 Puerto Rico No Yes No 

11 South Carolina Yes No No 

12 Vermont No Yes No 

13 Virgin Islands No Yes No 

14 Washington Yes Yes No 

Totals 14 states contacted 6 SERVE states contacted 8 IVAS Tool 1 states contacted 3 IVAS Tool 2 states 
contacted 

Source: GAO analysis of DOD data. 

aWhile a number of jurisdictions were included under each of the DOD programs listed, we spoke to 
at least one election official from each state. 

 

To determine the Commission’s efforts to develop Internet voting 
guidelines and DOD’s efforts to develop the secure, Internet-based, 
absentee voting demonstration project, we reviewed and analyzed relevant 
laws, Commission reports, and to the extent they existed, the 
Commission’s strategic plan and other documents to ascertain its plans 
and efforts to develop Internet voting guidelines for UOCAVA voters. We 
also reviewed and analyzed various DOD requirements documents, GAO 
reports, internal DOD reports, and other reports related to DOD’s prior 
Internet-based absentee voting initiatives—Voting Over the Internet and 
SERVE—to ascertain, among other things, challenges and benefits 
associated with Internet voting efforts. Additionally, we interviewed key 
program officials within FVAP, including the Director and Deputy Director 
of FVAP and the Project Manager for SERVE, who is currently retired, 
along with officials on DOD’s private sector Security Peer Review Group. 
We also spoke with officials on the Commission’s Technical Guidelines 
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Development Committee and with the National Institute of Standards and 
Technology. 

To ascertain DOD’s efforts to develop plans to expand the use of 
electronic voting technologies in the future, we reviewed and analyzed 
laws, guidance, and reports to determine DOD’s current and future plans 
for the Internet-based absentee voting demonstration project. Additionally, 
we examined, to the extent they existed, DOD’s strategic plan and other 
documentation to determine its current and future plans for the Internet-
based absentee voting demonstration project. We also interviewed 
responsible officials within DOD about these plans—including the 
Principal Deputy Under Secretary of Defense for Personnel and Readiness 
and the Director and Deputy Director of FVAP. 

We conducted our work from August 2006 through April 2007 in 
accordance with generally accepted government auditing standards. 
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Appendix II: Examples of the Inconsistent 
Voting Assistance Guidance on DOD’s Web 
Site 

During the course of our review, we compared and analyzed the voting 
assistance guidance provided on DOD’s Federal Voting Assistance 
Program (FVAP) Web site that covered electronic alternatives to mail. The 
online links we reviewed included FVAP’s: (1) 2006-2007 Voting Assistance 
Guide (VAG)—a PDF version;1 (2) 2006-2007 VAG—an HTML version; 2   
(3) the archived 2006-2007 VAG—a PDF version dated October 25, 2005;3 
(4) changes to the archived 2006-2007 VAG—called Errata Sheets;  
(5) News Releases; and (6) the 2006 Integrated Voting Alternative Site 
(IVAS). While not widespread, for 14 of the 55 states and territories, we 
found differences in some of the guidance provided on these links.4 Table 
4 shows the differences we identified. 

Table 4: Inconsistencies Identified in Guidance on Electronic Alternatives to Mail 

 State  Differences identified Questions FVAP response GAO observation 

1  California Both PDF versions and the 
HTML Voting Assistance 
Guides state that only 
overseas military and overseas 
citizens may receive and send 
the ballot by fax. 

IVAS instruction does not 
restrict who can receive or 
send the ballot by fax. 

 

Could an absentee 
ballot sent by fax by 
military personnel within 
the United States be 
rejected if a voter 
covered under the 
Uniformed and 
Overseas Citizens 
Absentee Voting Act 
relied solely on IVAS for 
voting guidance?  

IVAS page was incorrect 
and was updated 
on1/25/07. The instruction 
should have specified that 
Uniformed 
Servicemembers must be 
overseas to receive and 
send the ballot by fax. By 
law, an absentee ballot 
faxed from within the 
United States should be 
rejected. 

Correction to IVAS has 
been verified. 

 

                                                                                                                                    
1PDF means Portable Document Format; it is a file format that is used to view electronic 
copies of paper documents, which allows an exact copy of the paper document. 

2HTML means Hypertext Markup Language and is used to structure and format documents 
to be displayed on the World Wide Web. 

3This 2006-2007 VAG was accessed at http://www.fvap.gov/pubs/vag/pdfvag/2006-07vag.pdf; 
but DOD deleted this link in February 2007. 

4We found 16 instances in total. Two of the states had two separate discrepancies 
identified. 
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 State  Differences identified Questions FVAP response GAO observation 

2 Colorado The News Release for 
Colorado on October 18, 2006, 
and IVAS “allow Uniformed 
Servicemembers deployed 
outside the U.S. to request, 
receive, and return absentee 
ballots via e-mail.” 

This is not reflected in the two 
PDF versions or HTML Voting 
Assistance Guides, nor was an 
errata sheet created.  

Would overseas 
uniformed voters know 
of the e-mail options if 
they relied on the Voting 
Assistance Guide for 
voting guidance? 

The Voting Assistance 
Guide, PDF, HTML, and 
errata sheet have been 
updated to reflect the 
change. Web site 
changes to the Voting 
Assistance Guide were 
made January 22, 2007. 

Corrections to PDF, 
HTML, and errata sheet 
have been verified.  

 

FVAP stated that the 
“Publications” version of 
the Voting Assistance 
Guide in PDF format 
was the original book 
version of the Guide in 
electronic form. Since it 
was considered an 
archived document, 
FVAP officials stated 
that it was not intended 
for update; but, 
acknowledged that this 
version could have 
been marked better as 
an archived document.  
These officials have 
since deleted this 
version of the Guide 
from their Web site. 

3 Illinois FVAP issued an errata sheet 
for Illinois on September 29, 
2006, and all changes except 
one are reflected in the HTML 
and PDF “Publications” 
versions of the Voting 
Assistance Guide and IVAS did 
not mention the change. 

Specifically, the change that is 
not captured is in Item IIE 
(Uniformed Services): 

“The Publications” PDF and 
HTML Voting Assistance 
Guides say Illinois does not 
allow receipt of blank ballots by 
fax or e-mail and IVAS does 
not address this issue. 

Would uniformed voters 
be aware of the fax and 
e-mail provisions if they 
relied on IVAS, HTML 
Voting Assistance 
Guide, or “publications” 
PDF version? 

The fax and e-mail 
provisions on the errata 
sheet and the Voting 
Assistance Guide PDF 
are correct as accepted 
by the State of Illinois. 
The IVAS page and the 
Voting Assistance Guide 
HTML were missing the 
information about the City 
of Chicago and Suburban 
Cook County allowing 
receipt of the blank ballot 
by fax or e-mail. The 
information was added on 
both the IVAS and the 
HTML on January 26, 
2007. 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a  

Corrections to IVAS and 
HTML have been 
verified. 

FVAP officials 
acknowledged that the 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  
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4 North Carolina FVAP issued a News Release 
and updated IVAS on October 
20, 2006, stating that North 
Carolina now allows all citizens 
covered under the Uniformed 
and Overseas Citizens 
Absentee Voting Act to, among 
other things, receive blank 
absentee ballots and return 
voted ballots by fax. It also 
stated that the Federal Post 
Card Application could be 
faxed or e-mailed. 

This information was not 
reflected in the FVAP PDFs or 
HTML versions of the Voting 
Assistance Guide, nor was an 
errata sheet created. 

Would voters covered 
under the Uniformed 
and Overseas Citizens 
Absentee Voting Act 
know of the fax or e-mail 
options if they relied on 
the Voting Assistance 
Guide publications? 

 

Voting Assistance Guide 
pages updated to reflect 
information contained in 
News Release on January 
29, 2007. 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a 

Corrections to PDF and 
HTML Voting 
Assistance Guide and 
errata sheet have been 
verified. 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  

5 Rhode Island Rhode Island’s Overseas 
Civilians instructions for 
FVAP’s PDFs and HTML 
Voting Assistance Guide 
include language in Section 
IIIB stating that ballots “may be 
requested by using the Federal 
Post Card Application, letter, 
telephone, fax, or e-mail.” 

This language contradicts 
guidance in Section IIIE of the 
HTML and PDF Voting 
Assistance Guides which only 
mentions fax transmissions. 

Furthermore, the IVAS Web 
site says no e-mail is 
permitted. 

Would overseas 
civilians know of the 
option to request the 
blank ballot by e-mail if 
they relied on Section 
IIIE of the Voting 
Assistance Guide or 
IVAS? 

The language in question 
does not refer to the 
ability of the voter to 
request an absentee 
ballot via e-mail, but to 
request that a copy of a 
state form (now 
discarded) be sent to 
them, which could be 
requested by using a 
Federal Post Card 
Application, via fax, e-
mail, phone, etc. Given 
that the state form has 
been discarded, the 
Voting Assistance Guide 
has been updated to 
reflect the change. Web 
site changes to the Voting 
Assistance Guide were 
made January 29, 2007. 

Corrections to the PDF, 
HTML, IVAS, and errata 
sheet have been 
verified.  
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6 South Dakota South Dakota’s errata sheet 
from June 19, 2006 and the 
PDF Voting Assistance Guide 
require the Federal Post Card 
Application be notarized for 
stateside military voters. 

This is not mentioned as a 
requirement in IVAS, or the 
HTML or “Publications” Voting 
Assistance Guide. 
(Specifically, these say that “no 
registration or voting materials 
are notarized or witnessed.”) 

Would stateside military 
voters know that they 
are required to have the 
Federal Post Card 
Application notarized if 
they rely on IVAS, 
HTML or “Publications” 
Voting Assistance 
Guides instead of the 
errata sheet?  

The change was made by 
South Dakota and 
approval signed. The PDF 
and errata sheet were 
changed, the HTML was 
overlooked, and 
correction was made 
January 26, 2007. The 
IVAS page did not contain 
full instructions but 
referred the reader to the 
Voting Assistance Guide 
instructions. 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a  

Correction to the HTML 
has been verified. 

IVAS referred the voter 
to the Voting Assistance 
Guide instructions. 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  

7 South Dakota South Dakota’s errata sheet 
from October 4, 2006, and 
HTML and PDF Voting 
Assistance Guides allow voters 
covered under the Uniformed 
and Overseas Citizens 
Absentee Voting Act to send 
the Federal Post Card 
Application by fax and allow a 
voter to submit a scanned 
application as an e-mail 
attachment. 

This is not reflected in the 
“Publications” Voting 
Assistance Guide. 

Would voters covered 
under the Uniformed 
and Overseas Citizens 
Absentee Voting Act 
know of the option to 
send the Federal Post 
Card Application by fax 
or via e-mail attachment 
if they relied on the 
“Publications” Voting 
Assistance Guide? 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  

8 Utah Utah’s errata sheet from May 
11, 2006, and PDF Voting 
Assistance Guide (uniformed 
services) states that 
registration and voting 
materials are not notarized or 
witnessed. 

This is not reflected in the 
HTML or PDF “Publications” 
version of the Voting 
Assistance Guide. 

For example, the HTML Voting 
Assistance Guide says that no 
notary or witness is required, 
but mentions certification.  

Would uniformed voters 
know that they were not 
required to have their 
voting materials 
notarized if they relied 
on the HTML or 
“Publications” Voting 
Assistance Guide? 

 

Change was made to 
reflect Utah’s election law 
and approval signed. The 
PDF and errata sheet 
were corrected, however, 
the HTML was 
overlooked. Correction  
was made January 26, 
2007. See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a 

Correction to the HTML 
has been verified. 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  
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9 Vermont While the notary section of 
Civilian Outside U.S. in the 
PDF Voting Assistance Guide 
has the statement about 
witness requirements for the 
return ballot, it does not have 
the statement: “However, your 
signature must be on the inside 
envelope certificate.” 

This line is reflected in the 
HTML Voting Assistance Guide 
and in all notary sections of the 
Uniformed Services Voting 
Assistance Guides.  

Would overseas 
civilians know that their 
signature is required on 
the inside envelope 
certificate if they relied 
on the PDF Voting 
Assistance Guide? 

The PDF Voting 
Assistance Guide had the 
signed approval of 
Vermont. The missing line 
was simply overlooked by 
the state and FVAP and 
was updated on January 
25, 2007.  

Correction to the PDF 
has been verified.  

10 Alaska The HTML, “State-by-State” 
PDF Voting Assistance Guide, 
and IVAS instruction allow e-
mailing of the blank ballot and 
voted ballot. 

This is not reflected in the 
“Publications” version of the 
PDF Voting Assistance Guide 
for Alaska.  

Would voters covered 
under the Uniformed 
and Overseas Citizens 
Absentee Voting Act 
know of the option to e-
mail the blank and voted 
ballot if they relied on 
the “Publications” Voting 
Assistance Guide? 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  

11 Oregon An errata sheet on August 22, 
2006 for Oregon and the HTML 
and PDF Voting Assistance 
Guides added, in addition to 
faxing, the words “or e-mail” to 
the electronic transmission 
sections in the Voting 
Assistance Guide. 

This information is not reflected 
in the “Publications” version of 
the Voting Assistance Guide. 

 

Would voters covered 
under the Uniformed 
and Overseas Citizens 
Absentee Voting Act 
know of the option to 
use e-mail for their 
voting materials if they 
relied on the 
“Publications” Voting 
Assistance Guide? 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  

12 South Carolina An errata sheet and a news 
release on May 5, 2006 and 
the HTML and PDF Voting 
Assistance Guides announced 
that voters are allowed to 
receive and return the ballot by 
fax or e-mail under any 
conditions or circumstances. 

This information is not reflected 
in the “Publications” version of 
the Voting Assistance Guide, 
which only allows fax and e-
mail for emergencies.  

Would voters covered 
under the Uniformed 
and Overseas Citizens 
Absentee Voting Act 
know of the fax and e-
mail options if they 
relied on the 
“Publications” Voting 
Assistance Guide? 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  
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13 Texas FVAP issued an errata sheet 
for Texas on July 24, 2006, 
that changed the first bullet in 
both electronic transmission 
sections, which says Texas 
allows voters to send the 
Federal Post Card Application 
by fax; but adds “to request an 
absentee ballot and for 
temporary registration only.” 

This information was in the 
HTML and PDF Voting 
Assistance Guides but is not 
reflected in the “Publications” 
version of the Voting 
Assistance Guide.  

Would voters covered 
under the Uniformed 
and Overseas Citizens 
Absentee Voting Act 
know the fax option was 
for only to request the 
ballot and temporary 
registration, if they relied 
on the “Publications” 
Voting Assistance 
Guide? 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a  

The state of Texas only 
allows faxing to be used 
to request a ballot and for 
temporary registration. It 
is not allowed for the use 
of permanent registration. 
The impact on voters may 
be negligible as these 
voters still receive ballots 
for two successive 
election cycles. 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  

14 Virginia An errata sheet for Virginia on 
July 20, 2006, and the HTML 
and PDF Voting Assistance 
Guides allow only overseas 
military members to receive the 
blank ballot by e-mail or fax 
upon request. 

This information is not reflected 
in the “Publications” version of 
the Voting Assistance Guide. 

Would stateside military 
members know of the 
stipulation that only 
overseas military 
members may receive 
the blank ballot by e-
mail or fax if they relied 
on the “Publications” 
Voting Assistance 
Guide? 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a  

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  

15 Virginia An errata sheet for Virginia on 
July 20, 2006, and the HTML 
and PDF Voting Assistance 
Guides changed the Civilian 
language to “Some Virginia 
counties and cities allow you to 
receive the blank ballot by e-
mail or fax upon request.” 

This limiting information “some” 
is not reflected in the 
“Publications” version of the 
Voting Assistance Guide. It 
simply says that Virginia 
“allows you to receive the 
blank ballot you e-mail or fax 
upon request.” 

Would overseas 
civilians know of the 
stipulation that only 
some Virginia counties 
and cities allow receipt 
of the blank ballot by fax 
or e-mail if they relied 
on the “Publications” 
Voting Assistance 
Guide? 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  
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16 Wisconsin FVAP issued an errata sheet 
on July 24, 2006 for Wisconsin 
allowing voters to send the 
Federal Post Card Application 
for absentee ballot request by 
fax or e-mail. 

This information is not reflected 
in the “Publications” Voting 
Assistance Guide.  

Would voters covered 
under the Uniformed 
and Overseas Citizens 
Absentee Voting Act 
know of the option to 
send the Federal Post 
Card Application by fax 
or e-mail if they relied 
on the “Publications” 
Voting Assistance Guide 
instead of the errata 
sheet? 

See note below on 
“Publications” version of 
the Voting Assistance 
Guide.a 

FVAP officials 
acknowledged that 
“Publications” version of 
the Voting Assistance 
Guide could have been 
marked better as an 
archived document, and 
have since deleted this 
version of the Guide 
from their Web site.  

Source: GAO analysis of DOD information. 

aFVAP stated that the “Publications” version of the Voting Assistance Guide in PDF format 
(http://www.fvap.gov/pubs/vag/pdfvag/2006-07vag.pdf) created on October 25, 2005, was the original 
book version of the Voting Assistance Guide in electronic format. Since it was considered an archived 
document it was not intended for update. 
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project, we will consider the extent to 
which the applicant has identified 
specific gaps and weaknesses in the 
preparation of all students for 
postsecondary education and careers 
without need for remediation, the 
nature and magnitude of those gaps and 
weaknesses, and the extent to which the 
proposed project will address those gaps 
and weaknesses effectively. 

Final Priorities, Requirements, 
Definition, and Selection Criteria 

We will announce the final priorities, 
requirements, definition, and selection 
criteria in a notice in the Federal 
Register. We will determine the final 
priorities, requirements, definitions, and 
selection criteria after considering 
responses to this notice and other 
information available to the Department. 
This notice does not preclude us from 
proposing additional priorities, 
requirements, definitions, and selection 
criteria, subject to meeting applicable 
rulemaking requirements. 

Note: This notice does not solicit 
applications. In any year in which we choose 
to use one or more of these priorities, 
requirements, definition, and selection 
criteria, we invite applications through a 
notice in the Federal Register. 

Executive Order 12866: This notice 
has been reviewed in accordance with 
Executive Order 12866. Under the terms 
of the order, we have assessed the 
potential costs and benefits of this 
regulatory action. 

The potential costs associated with 
this proposed regulatory action are 
those resulting from statutory 
requirements and those we have 
determined as necessary for 
administering this program effectively 
and efficiently. 

In assessing the potential costs and 
benefits—both quantitative and 
qualitative—of this proposed regulatory 
action, we have determined that the 
benefits of the proposed priorities, 
requirements, definition, and selection 
criteria justify the costs. 

We have determined, also, that this 
regulatory action does not unduly 
interfere with State, local, and tribal 
governments in the exercise of their 
governmental functions. 

Discussion of Costs and Benefits: 
Elsewhere in this notice we discuss the 
potential costs and benefits, both 
quantitative and qualitative, of the 
proposed priorities, requirements, 
definition, and selection criteria under 
the background sections to the 
Priorities, Requirements, Definition, and 
Selection Criteria. 

Paperwork Reduction Act of 1995 
(PRA) 

Certain sections of the proposed 
priorities, requirements, definition, and 
selection criteria for the SLC grant 
program contain changes to information 
collection requirements already 
approved by the Office of Management 
and Budget (OMB) under OMB control 
number 1810–0676 (1890–0001). We 
will be publishing a separate notice in 
the Federal Register requesting 
comments on these changes. 

Intergovernmental Review: This 
program is subject to Executive Order 
12372 and the regulations in 34 CFR 
part 79. One of the objectives of the 
Executive order is to foster an 
intergovernmental partnership and a 
strengthened federalism. The Executive 
order relies on processes developed by 
State and local governments for 
coordination and review of proposed 
Federal financial assistance. 

This document provides early 
notification of our specific plans and 
actions for this program. 

Accessible Format: Individuals with 
disabilities can obtain this document in 
accessible format (e.g., braille, large 
print, audiotape, or computer diskette) 
on request to the program contact 
person listed under FOR FURTHER 
INFORMATION CONTACT. 

Electronic Access to This Document: 
You can view this document, as well as 
all other documents of this Department 
published in the Federal Register, in 
text or Adobe Portable Document 
Format (PDF) on the Internet at the 
following site: http://www.ed.gov/news/ 
fedregister. To use PDF you must have 
Adobe Acrobat Reader, which is 
available free at this site. 

Note: The official version of this document 
is the document published in the Federal 
Register. Free Internet access to the official 
edition of the Federal Register and the Code 
of Federal Regulations is available on GPO 
Access at: http://www.gpoaccess.gov/nara/ 
index.html. 

Dated: March 26, 2010. 
Thelma Meléndez de Santa Ana, 
Assistant Secretary for Elementary and 
Secondary Education. 
[FR Doc. 2010–7255 Filed 3–30–10; 8:45 am] 

BILLING CODE 4000–01–P 

ELECTION ASSISTANCE COMMISSION 

Proposed Information Quality 
Guidelines Policy 

AGENCY: U.S. Election Assistance 
Commission (EAC). 

ACTION: Notice and request for public 
comment on Proposed Information 
Quality Guidelines Policy. 

SUMMARY: The U.S. Election Assistance 
Commission (EAC) seeks public 
comment on the Proposed Information 
Quality Guidelines policy. The policy 
outlines the EAC’s directives and 
required procedures to implement the 
OMB Guidelines for Ensuring and 
Maximizing the Quality, Objectivity, 
Utility, and Integrity of Information 
Disseminated by Federal Agencies, 67 
FR 8452 (‘‘OMB Guidelines’’). The EAC 
developed the Proposed Information 
Quality Guidelines to meet its 
obligations under the OMB Guidelines 
and to codify its high standards of 
quality in the production of information 
disseminated outside the agency. 
DATES: Written comments must be 
submitted on or before 4 p.m. EDT on 
April 30, 2010. 

Comments: Public comments are 
invited on the information contained in 
the policy. Comments on the proposed 
policy should be submitted 
electronically to HAVAinfo@eac.gov. 
Written comments on the proposed 
policy can also be sent to the U.S. 
Election Assistance Commission, 1201 
New York Avenue, NW., Suite 300, 
Washington, DC 20005, ATTN: 
Proposed Information Quality 
Guidelines Policy. 

Obtaining a Copy of the Policy: To 
obtain a free copy of the policy: (1) 
Access the EAC Website at http:// 
www.eac.gov; (2) write to the EAC 
(including your address and phone 
number) at U.S. Election Assistance 
Commission, 1201 New York Avenue, 
NW., Suite 300, Washington, DC 20005, 
ATTN: Information Quality Guidelines. 
FOR FURTHER INFORMATION CONTACT: Ms. 
Tamar Nedzar, Ms. Karen Lynn-Dyson 
or Ms. Shelly Anderson at (202) 566– 
3100. 

Thomas R. Wilkey, 
Executive Director, U.S. Election Assistance 
Commission. 
[FR Doc. 2010–7134 Filed 3–30–10; 8:45 am] 

BILLING CODE 6820–KF–P 

ELECTION ASSISTANCE COMMISSION 

Notice: Request for Substantive 
Comments on the EAC’s Proposed 
Requirements for the Testing of Pilot 
Voting Systems To Serve UOCAVA 
Voters 

AGENCY: United States Election 
Assistance Commission. 
ACTION: Request for public comment on 
proposed requirements for the testing of 
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pilot voting systems to be used to serve 
UOCAVA voters. 

SUMMARY: The U.S. Election Assistance 
Commission (EAC) is publishing for 
public comment a set of proposed 
requirements for the testing of pilot 
voting systems to be used by 
jurisdictions to serve Uniformed and 
Overseas voters. 
SUPPLEMENTARY INFORMATION: 
Background: The Uniformed and 
Overseas Citizens Absentee Voting Act 
(UOCAVA) of 1986 protects the right to 
vote in Federal elections for this defined 
category of citizens. UOCAVA sets out 
federal and state responsibilities to 
assist these voters in exercising their 
voting rights. The Secretary of Defense 
is the presidential designee responsible 
for the Federal functions of the Act. The 
Federal Voting Assistance Program 
(FVAP) administers this law on behalf 
of the Secretary of Defense and works 
cooperatively with other Federal 
agencies and state and local election 
officials to carry out its provisions. 

UOCAVA legislation was enacted 
before the advent of today’s global 
electronic communications technology. 
Consequently it relied on U.S. domestic 
and military mail systems as well as 
foreign postal systems for the 
worldwide distribution of election 
materials. By the mid-1990s it became 
apparent that the mail transit time and 
unreliable delivery posed significant 
barriers for many UOCAVA citizens, 
preventing them from successfully 
exercising their right to vote. At the 
same time the Internet was being widely 
adopted by businesses, governments 
and the general public. Therefore it was 
a natural development for FVAP and 
states to consider the potential of the 
Internet as an alternative to the ‘‘by- 
mail’’ UOCAVA process. 

FVAP sponsored Voting Over the 
Internet (VOI), a small pilot project for 
the November 2000 general election, to 
examine the feasibility of using Internet 
technology. Four states participated in 
this experiment, which enabled voters 
to use their own personal computers to 
securely register to vote, request and 
receive absentee ballots, and return their 
voted ballots. Following the successful 
completion of the VOI project, in the 
Fiscal Year 2002 National Defense 
Authorization Act (section 1604 of Pub. 
L. 107–107:115 Stat. 1277), Congress 
instructed the Secretary of Defense to 
carry out a larger demonstration project 
for the November 2002 general election. 
This project was to be ‘‘carried out with 
participation of sufficient numbers of 
absent uniformed services voters so that 
the results are statistically significant’’. 

Since there was not sufficient time to 
define and implement a large project for 
2002, the project was planned for 
implementation for the November 2004 
election. Seven states agreed to 
participate and worked with FVAP to 
develop system requirements and 
operating procedures. However, the 
Secure Electronic Registration and 
Voting Experiment (SERVE) was 
cancelled before it was deployed due to 
concerns raised by several computer 
scientists. These individuals contended 
that the use of personal computers over 
the Internet could not be made secure 
enough for voting and consequently 
called for the project to be terminated. 
The Department of Defense, citing a lack 
of public confidence in the SERVE 
system, decided the project could not 
continue under these circumstances. 

In response to this development, the 
Fiscal Year 2005 National Defense 
Authorization Act (section 567 of Pub. 
L. 108–375;118 Stat. 119) repealed the 
requirement for the Secretary of Defense 
to conduct an electronic voting 
demonstration project ‘‘until the first 
regularly scheduled general election for 
federal office which occurs after the 
Election Assistance Commission (EAC) 
notifies the Secretary that the 
Commission has established electronic 
absentee voting guidelines and certifies 
that it will assist the Secretary in 
carrying out the project’’. Pursuant to 
this legislation, in September 2005, the 
EAC requested its voting system 
advisory group, the Technical 
Guidelines Development Committee 
(TGDC), to add this subject on their 
research agenda; however the request 
was declined. 

Since that time legislation dealing 
with a number of UOCAVA voting 
issues were under consideration by 
Congress. Ultimately, passed as part of 
the Fiscal Year 2010 National Defense 
Authorization Act (NDAA) (section 581 
of Pub. L. 111–84), the Military and 
Overseas Voters Empowerment Act 
contains a provision allowing the 
Secretary of Defense to establish one or 
more pilot programs to test the 
feasibility of new election technology 
for UOCAVA voters. This provision 
requires the EAC and the National 
Institute of Standards and Technology 
(NIST) to provide best practices or 
standards to support these pilot 
programs, ‘‘in accordance with 
electronic absentee voting guidelines 
established under’’ the earlier FY2005 
NDAA. In December 2009, the EAC 
directed the TGDC to begin this work as 
a top research priority. The EAC expects 
this work to result in the comprehensive 
set of remote electronic voting system 
guidelines as mandated by the FY2005 

NDAA. The TGDC has been tasked to 
consider the full range of remote voting 
architectures, including instances where 
the voter can use his own personal 
computer for voting. The pilot testing 
requirements, that the EAC is currently 
developing, will be provided to the 
TGDC as the basis and starting point for 
their research and deliberations. 

Project Summary: Since 2008, several 
states have enacted legislation enabling 
them to conduct electronic voting 
projects for UOCAVA voters, beginning 
with the 2010 elections. To be prepared 
to support the states with these projects, 
in July 2009 the EAC convened a 
UOCAVA Working Group to consider 
how to adapt the EAC’s Testing and 
Certification Program to accommodate 
UOCAVA pilot systems. It was 
concluded that two products were 
needed: (1) A modified set of system 
testing requirements; and (2) a revised 
testing and certification process. It was 
determined that a working group would 
assist the EAC in drafting the testing 
requirements and EAC staff would adapt 
the certification process to 
accommodate the UOCAVA pilot 
program. 

The EAC UOCAVA Working Group 
has taken much the same approach as 
the state pilot project working groups. 
The source materials drawn on for this 
effort included: the Voluntary Voting 
System Guidelines (VVSG) 1.0 ; the 
VVSG 1.1; the VVSG 2.0; the VOI, 
SERVE; FIPS; and NIST Special 
Publications. One significant difference 
in the EAC Working Group approach 
was the technology scope covered by 
the requirements. The VOI, SERVE and 
Okaloosa system requirements were 
tailored specifically for the particular 
system implementations developed for 
those projects. However, since many 
different types of remote voting systems 
could be submitted to the EAC 
certification program, the EAC Working 
Group defined generic system 
requirements to provide for system 
design flexibility. 

Pilot projects are small in scale and 
short in duration. Consequently, 
certification for pilot systems needs to 
be quicker and less expensive than the 
regular process currently used for 
conventional systems with an expected 
life of more than 10 years. Nevertheless, 
since actual votes will be cast using the 
voting systems utilized in the pilot 
project, the certification process must 
retain sufficient rigor to provide 
reasonable assurance that the pilot 
systems will operate correctly and 
securely. 

There is a fundamental dichotomy in 
complexity in remote voting 
architectures: those where the voting 
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platform is controlled (e.g., provided by 
the election jurisdiction); and those 
where it is not controlled (e.g., the voter 
uses his own personal computer). Since 
the EAC plans to have the pilot 
certification process ready for 
implementation during the first half of 
2010, it was decided that the EAC 
would focus its efforts on controlled 
platform architectures servicing 
multiple jurisdictions. This is a highly 
secure remote voting solution and the 
Okaloosa Project provides an 
implementation example for reference. 
Defining requirements for this class of 
system architecture was determined to 
provide a reasonable test case that could 
be completed within the available 
timeframe. In addition, most of the core 
system processing functions are the 
same for both types of architectures, so 
a substantial number of requirements 
will carry over as this work is expanded 
to include other methods of remote 
electronic voting. 

The UOCAVA Pilot requirements 
document contains testable 
requirements for the following areas: 

(1) Functional Requirements. 
(2) Usability. 
(3) Software. 
(4) Security. 
(5) Quality Assurance. 
(6) Configuration Management. 
(7) Technical Data Package. 
(8) Systems Users Manual. 

DATES: Comments must be received on 
or before 4 p.m. EST on April 15, 2010. 

Submission of Comments: The public 
may submit comments through one of 
the two different methods provided by 
the EAC: (1) e-mail submissions to 
votingsystemguidelines@eac.gov; (2) by 
mail to Voluntary Voting System 
Guidelines Comments, U.S. Election 
Assistance Commission, 1201 New York 
Ave., NW., Suite 300, Washington, DC 
20005. 

In order to allow efficient and 
effective review of comments the EAC 
requests that: 

(1) Comments refer to the specific 
section that is the subject of the 
comment. 

(2) General comments regarding the 
entire document or comments that refer 
to more than one section be made as 
specifically as possible so that EAC can 
clearly understand to which portion(s) 
of the documents the comment refers. 

(3) To the extent that a comment 
suggests a change in the wording of a 
requirement or section of the guidelines, 
please provide proposed language for 
the suggested change. 

All comments submitted will be 
published at the end of the comment 
period on the EAC’s Web site at 

http://www.eac.gov. This publication 
and request for comment is not required 
under the rulemaking, adjudicative, or 
licensing provisions of the 
Administrative Procedures Act (APA). It 
is a voluntary effort by the EAC to 
gather input from the public on the 
EAC’s administrative procedures for 
certifying voting systems to be used in 
pilot projects. Furthermore, this request 
by the EAC for public comment is not 
intended to make any of the APA’s 
rulemaking provisions applicable to 
development of this or future EAC 
procedural programs. 

An electronic copy of the proposed 
guidance may be found on the EAC’s 
Web site at http://www.eac.gov. 
FOR FURTHER INFORMATION CONTACT: 
Matthew Masterson, Phone (202) 566– 
3100, e-mail votingsystemguidelines@
eac.gov. 

Alice Miller, 
Chief Operating Officer, U.S. Election 
Assistance Commission. 
[FR Doc. 2010–7199 Filed 3–30–10; 8:45 am] 

BILLING CODE 6820–KF–P 

DEPARTMENT OF ENERGY 

Federal Energy Regulatory 
Commission 

[ Project No. 11910–004] 

Symbiotics, LLC; AG Hydro, LLC; 
Notice of Application for Transfer of 
License, and Soliciting Comments and 
Motions To Intervene 

March 24, 2010. 
On March 8, 2010, Symbiotics, LLC 

(transferor) and AG Hydro, LLC 
(transferee) filed an application for 
transfer of license of the Applegate Dam 
Project, located on the Applegate River 
in Jackson County, Oregon. 

Applicants seek Commission approval 
to transfer the license for the Applegate 
Dam from the transferor to the 
transferee. 

Applicant Contact: For both the 
transferor and transferee is Mr. Brent 
Smith, 4110 East 300 North, P.O. Box 
535, Rigby, ID 83442, phone (208) 745– 
0834. 

FERC Contact: Robert Bell, (202) 502– 
6062. 

Deadline for filing comments and 
motions to intervene: 30 days from the 
issuance of this notice. Comments and 
motions to intervene may be filed 
electronically via the Internet. See 18 
CFR 385.2001(a)(1)(iii)(2008) and the 
instructions on the Commission’s Web 
site under the ‘‘e-Filing’’ link. If unable 
to be filed electronically, documents 
may be paper-filed. To paper-file, an 

original and eight copies should be 
mailed to: Kimberly D. Bose, Secretary, 
Federal Energy Regulatory Commission, 
888 First Street, NE., Washington, DC 
20426. For more information on how to 
submit these types of filings please go 
to the Commission’s Web site located at 
http://www.ferc.gov/filing- 
comments.asp. More information about 
this project can be viewed or printed on 
the eLibrary link of the Commission’s 
Web site at http://www.ferc.gov/docs- 
filing/elibrary.asp. Enter the docket 
number (P–11910–004) in the docket 
number field to access the document. 
For assistance, call toll-free 1–866–208– 
3372. 

Kimberly D. Bose, 
Secretary. 
[FR Doc. 2010–7143 Filed 3–30–10; 8:45 am] 

BILLING CODE 6717–01–P 

DEPARTMENT OF ENERGY 

Federal Energy Regulatory 
Commission 

[Project No. 1494–384] 

Grand River Dam Authority; Notice of 
Application for Amendment of License 
and Soliciting Comments, Motions To 
Intervene, and Protests 

March 24, 2010. 
Take notice that the following 

hydroelectric application has been filed 
with the Commission and is available 
for public inspection: 

a. Application Type: Non-project use 
of project lands and waters. 

b. Project No: 1494–384. 
c. Date Filed: March 11, 2010, 

supplemented on March 17, 2010. 
d. Applicant: Grand River Dam 

Authority. 
e. Name of Project: Pensacola Project. 
f. Location: The proposed non-project 

use is located on Grand Lake O’ the 
Cherokees in Delaware County, 
Oklahoma. 

g. Filed Pursuant to: Federal Power 
Act, 16 U.S.C. 791a–825r. 

h. Applicant Contact: Ms. Tamara E. 
Jahnke, Assistant General Council, 
Grand Dam River Authority, P.O. Box 
409, Vinita, Oklahoma 74301, (918) 
256–5545. 

i. FERC Contact: Any questions on 
this notice should be addressed to 
Shana High at (202) 502–8674. 

j. Deadline for filing comments, 
motions to intervene, and protest: April 
26, 2010. 

Comments, Motions to Intervene, and 
Protests may be filed electronically via 
the Internet. See, 18 CFR 
385.2001(a)(1)(iii) and the instructions 
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text or Adobe Portable Document 
Format (PDF) on the Internet at the 
following site: http://www.ed.gov/news/ 
fedregister. To use PDF you must have 
Adobe Acrobat Reader, which is 
available free at this site. 

Note: The official version of this document 
is the document published in the Federal 
Register. Free Internet access to the official 
edition of the Federal Register and the Code 
of Federal Regulations is available on GPO 
Access at: http://www.gpoaccess.gov/nara/ 
index.html. 

Dated: April 6, 2010. 
Alexa Posny, 
Assistant Secretary for Special Education and 
Rehabilitative Services. 
[FR Doc. 2010–8166 Filed 4–8–10; 8:45 am] 

BILLING CODE 4000–01–P 

ELECTION ASSISTANCE COMMISSION 

Notice: Request for Substantive 
Comments on the EAC’s Procedural 
Manual for the Election Assistance 
Commission’s Pilot Voting System 
Testing and Certification Program 
Manual 

AGENCY: United States Election 
Assistance Commission (EAC). 
ACTION: Notice; Request for Substantive 
Comments. 

SUMMARY: The U.S. Election Assistance 
Commission (EAC) is publishing a 
procedural manual for its Pilot Voting 
System Testing and Certification 
Program Manual for a fifteen day public 
comment period. This program sets the 
administrative procedures for 
manufacturers seeking certification of 
pilot voting systems to be used in a 
federal election. 
FOR FURTHER INFORMATION CONTACT: 
Brian Hancock, Director, Voting System 
Certification, Washington, DC (202) 
566–3100, Fax: (202) 566–1392. 
SUPPLEMENTARY INFORMATION: 

Background. HAVA requires that the 
EAC certify and decertify voting systems 
through testing conducted by accredited 
laboratories. Section 231(a)(1) of HAVA 
(42 U.S.C. 15371) specifically requires 
the EAC to ‘‘* * * provide for the 
testing, certification, decertification and 
recertification of voting system 
hardware and software by accredited 
laboratories.’’ To meet this obligation, 
the EAC has created a voluntary 
program to test pilot voting systems to 
a set of voluntary pilot certification 
requirements. The Pilot Testing 
Certification Program manual sets the 
procedures for the pilot voting system 
manufacturers to follow in order to 
receive certification for their system to 

be used in a pilot project for a state or 
local jurisdiction that require EAC 
certification. 

The Pilot Voting System Testing and 
Certification program manual contains 
program requirements and procedures 
for the following areas: 

1. Voting system manufacturer 
registration. 

2. When voting system intended for 
use in a pilot must be submitted for 
certification. 

3. Certification Testing, Technical 
Review and Grant of Certification for 
Pilot Voting Systems. 

4. Denial of Certification. 
5. Pilot Program Monitoring and 

Reporting. 
6. Requests for Interpretations. 
7. Release of Certification Program 

Information. 
Substantive Comments: The EAC 

seeks substantive comments from the 
public on its proposed procedural 
manual. Please submit comments 
consistent with the information below. 
Comments should identify and cite the 
section of the manual at issue. Where a 
substantive issue is raised, please 
propose a recommended change or 
alternative policy. All comments 
submitted will be published at the end 
of the comment period on the EAC’s 
Web site at http://www.eac.gov. This 
publication and request for comment is 
not required under the rulemaking, 
adjudicative, or licensing provisions of 
the Administrative Procedures Act 
(APA). It is a voluntary effort by the 
EAC to gather input from the public on 
the EAC’s administrative procedures for 
certifying voting systems to be used in 
pilot projects. Furthermore, this request 
by the EAC for public comment is not 
intended to make any of the APA’s 
rulemaking provisions applicable to 
development of this or future EAC 
procedural programs. However, in 
accordance with the Paperwork 
Reduction Act of 1995, a separate notice 
will be published on the Federal 
Register to request comments regarding 
the burden of responding to the 
information collection activities of the 
proposed manual; please refer to the 
EAC’s Web site, http://www.eac.gov, for 
further information about the 
submission of comments regarding 
burden. 
DATES: Submit written or electronic 
comments on this draft procedural 
manual on or before 5 p.m. EDT on 
April 26, 2010. 
ADDRESSES: Submit comments via e- 
mail to votingsystemguidelines@eac.gov; 
via mail to Brian Hancock, Director of 
Voting System Certification, U.S. 
Election Assistance Commission, 1201 

New York Avenue, Suite 300, 
Washington, DC 20005; or via fax to 
202–566–1392. An electronic copy of 
the proposed guidance may be found on 
the EAC’s Web site at http:// 
www.eac.gov. 

FOR FURTHER INFORMATION CONTACT: 
Matthew Masterson, Deputy Director, 
Testing and Certification Program 1201 
New York Avenue, Suite 300, 
Washington, DC, (202) 566–3100, Fax: 
(202) 566–1392. 

Alice Miller, 
Chief Operating Officer, U.S. Election 
Assistance Commission. 
[FR Doc. 2010–8150 Filed 4–8–10; 8:45 am] 

BILLING CODE 6820–KF–P 

DEPARTMENT OF ENERGY 

Federal Energy Regulatory 
Commission 

[Project No. 13655–000] 

Riverbank Minnesota, LLC; Notice of 
Preliminary Permit Application 
Accepted for Filing and Soliciting 
Comments, Motions To Intervene, and 
Competing Applications 

April 2, 2010. 
On January 12, 2010, Riverbank 

Minnesota, LLC filed an application, 
pursuant to section 4(f) of the Federal 
Power Act, proposing to study the 
feasibility of the Granite Falls Pumped 
Storage Project No. 13655, to be located 
east of the City of Granite Falls and the 
Minnesota River in Chippewa County, 
Minnesota. 

The proposed pumped storage project 
would consist of: (1) A new 
approximately 135-acre, 30-foot-deep 
upper reservoir constructed of enclosed 
earth embankments; (2) a new lower 
reservoir excavated in granite bedrock at 
a depth of approximately 1,800 feet 
below the surface, consisting of six 
approximately 150-foot-high, 90-foot- 
wide underground galleries; (3) a new 
approximately 20 to 100-foot-diameter 
intake structure; (4) a new 
approximately 1,800-foot-long, 20-foot- 
diameter penstock from the intake 
structure to an underground 
powerhouse; (5) a new approximately 
380-foot-long, 83-foot-wide, and 400- 
foot-high underground powerhouse; (6) 
four new reversible pump-turbines with 
a total combined capacity of 1,000 
megawatts; (7) a new 330-foot-long, 55- 
foot-wide, and 400-foot-high 
transformer gallery; (8) a new 
approximately 1.2-mile-long, 230- 
kilovolt transmission line; and (9) 
appurtenant facilities. The project 
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ZUCKERMAN SPAEDER LLP 

Eleanor H. Smith 
(202) 778-1838 
esmith@zuckerman.com 

April 15, 2010 

VIA E-MAIL (votingsystemguidelines@eac.gov) 
and (ddavidson@eac.gov) & HAND DELIVERY 

u.s. Election Assistance Commission 
c/o Donetta Davidson, Chair 
1201 New York Avenue, NW, Ste 300 
Washington, D.C. 20005 

1800 M Street NW Ste 1000 
Washington, D.C. 20036 
(202) 822-8106 (facsimile) 

Re: EAC Violation of the Administrative Procedure Act Regarding Proposed 
Requirements for Federal Certification of Voting Systems for U.S. Uniformed 
and Overseas Citizens to Vote in the 2010 Election 

Dear Commissioners: 

This letter responds to denial by the Election Assistance Commission of a request I made 
April 13, 2010 on behalf of Voter Action, and others who may join its comments, for an extension of 
time to comment on recently published proposed requirements. These EAC requirements would 
govern federal certification of voting systems to be used by United States citizens in the uniformed 
services or located overseas, to vote in the 2010 elections for the U.S. Senate, the U.S. House of 
Representatives, and state and local elected offices. A copy of the denial letter is attached at Tab A. 

Voter Action is a national non-profit organization that seeks to ensure election integrity in the 
United States. Voter Action aims to protect an open and transparent election process, one in which 
our elections at the federal, state, and local level are accessible and verifiable. Voter Action supports 
the basic civil and political rights of all voters to cast their ballots in an independent manner and to 
have to their votes accurately recorded and counted. 

As you are aware, the EAC published a "Request for Substantive Comments on the EAC's 
Proposed Requirements for the Testing of Pilot Voting Systems To Serve UOCA V A Voters" in the 
Federal Register on March 31, 2010, setting a deadline for public comments of "before 4 p.m. EST 
on April 15, 2010." See 61 Fed. Reg. 16088-90 (Mar. 31, 201O)(attached at Tab B). In addition, the 
EAC has published a "Request for Substantive Comments on the EAC's Procedural Manual for the 
Election Assistance Commission's Pilot Voting System Testing and Certification Program Manual" 
in the Federal Register on April 9, 2010, setting a deadline for public comments of "before 5 p.m. 

WASHINGTON. DC NEWYDRK TAMPA BALTIMORE WILMINGTON 

2571005.1 



ZUCKERMAN SPAEDER LLP 

u.s. Election Assistance Commission 
April 15, 2010 
Page 2 

EDT on April 26, 2010." See 61 Fed. Reg. 18189 (Apr. 9, 2010) (Attached at Tab C). These notices 
erroneously disavow the notice and comment requirements of the Administrative Procedure Act 
(APA), 5 U.S.c.§ 551 et seq, and provide a mere 15 days for "substantive comments" regarding 
requirements that would impact the substantive rights of eligible U.S. voters to vote and have their 
vote counted as cast. 

Fifteen days notice simply is not adequate to permit the public to comment on the proposed 
requirements and implementing manual to govern voting systems to be used by U.S. citizens in 
uniform or living abroad to vote on voting systems involving the internet - something that would be 
sanctioned by the EAC for the first time. Executive Order 12866, which helps to implement the 
AP A, provides that "each agency should afford the public a meaningful opportunity to comment on 
any proposed regulation, which in most cases should include a comment period of not less than 60 
days." Exec. Order No. 12866, § 6(a)(1) (Sep. 30, 1993) (emphases added) (Attached at Tab D). 
One of the stated objectives of Executive Order 12866 is "to make the [regulatory] process more 
accessible and open to the public." Regrettably the EAC's notice, allowing only one-fourth of the 60 
day time period established by Executive Order 12866, accomplishes precisely the opposite. Indeed, 
the short time period set by the EAC to comment on the proposed internet voting system 
requirements and manual ensures that few persons will be aware of the comment period, much less 
have time to prepare and submit comments before the comment period ends. If anything, one would 
expect the EAC to provide more than 60 days notice to accommodate the comments of those 
concerned about whether these proposed requirements and related manual protect each person's vote 
and the likelihood of a lag time in notification to those living abroad, including the brave men and 
women in our Armed Forces who are busy fighting wars on foreign soil on our behalf. 

There are facts that make the notice period selected by the EAC even more troublesome. 
April 15, 2010 is the day before computer scientists who specialize in trustworthy elections have to 
submit their work product for the 2010 Electronic Voting Technology WorkshoplWorkshop on 
Trustworthy Election (EVTIWOTE '10). A copy of a webpage regarding this electronic voting 
technology workshop is attached at Tab E. April 15, 2010, also is the date by which income tax 
returns in the United States must be filed. This is a time when people are acutely distracted by other 
demands, making them much less likely to focus on what the EAC is doing. Moreover, the denial 
by the EAC of an extension of time to comment purports to preclude the acceptance of comments on 
the voting system testing and certification requirements after April 15, 2010, even though the 
comment period for the related voting system testing and certification manual remains open for 
another 11 days, until April 26, 2010. 

The EAC is requested to notify the public within the next week that it is extending for at least 
45 more days beyond April 26, 2010, the period of comment upon the proposed requirements (and 

2571005.1 



ZUCKERMAN SPAEDER LLP 

U.S. Election Assistance Commission 
April 15, 2010 
Page 3 

related manual) for federal certification of voting systems for use by uniformed and overseas voters 
to vote in the 2010 U.S. election. 

Enclosures ,/" ./ 

~ 
cc: Gracia Hillman, Cofirmissioner 

Gineen Bresso Beach, Commissioner 
Thomas R. Wilkey, Executive Director 
Juliet E. Thompson, General Counsel 

'~}' /' ! 
.".". ~ 1 

--".~ 

. . n 

Sarah Litton, Deputy Director of Communications (Email-slitton@eac.govandU.S.Mail) 
John C. Bonifaz, Voter Action, Legal Director (Email- jbonifaz@voteraction.org and 

U.S. Mail) 

2571005.1 
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Smith, Eleanor H. 

From: slitton@eac.gov 

Sent: Wednesday, April 14, 20108:54 AM 

To: Smith, Eleanor H. 

Subject: EAC Comment Period 

Ms. Smith, 

Please submit any comments about the UOCAVA Pilot Program Testing Requirements by the stated deadline of 
April 15. The time line for the pilot program, including the comment periods, was established to reach a goal of 
having a set of testable requirements for pilot systems to possibly be used by jurisdictions in the 2010 general 
election. As a reminder, the Pilot Program Testing Requirements will only be used for pilot projects during the 
2010 election cycle. We will be holding a comment period for at least 90 days for the next iteration of the WSG 
later this year, and hope you will also be able to share your comments during that process. 

Sarah litton 
Deputy Director of Communications 
U.S. Election Assistance Commission 
1225 New York Avenue, NW, Suite 1100 
Washington, DC 20005 
www.eac.gov 
(202) 566-3100 

.'4 ~J""'1 i"\. 



TAB 
B 



16088 Federal Register/Vol. 75, No. 61/Wednesday, March 31, 2010/Notices 

project, we will consider the extent to 
which the applicant has identified 
specific gaps and weaknesses in the 
preparation of all students for 
postsecondary education and careers 
without need for remediation, the 
nature and magnitude of those gapB and 
weaknesses, and the extent to which the 
proposed project will address those gaps 
and weaknesses effectively. 

Final Priorities. Requirements. 
De~tion. and Selection Criteria 

We will announce the final priorities, 
requirements, definition, and selection 
criteria in a notice in the Federal 
Register. We will determine the final 
priorities, requirements, definitions, and 
selection criteria after considering 
responses to this notice and other 
information available to the Department. 
This notice does not preclude us from 
proposing additional priorities, 
requirements. definitions. and selection 
criteria. subject to meeting applicable 
rulemaking requirements. 

Note: This notice does not solicit 
applications. In any year in which we choose 
to use one or more of these priorities. 
requirements, definition. and selection 
criteria. we invite applications through a 
notice in the Federal Regilter. 

EXBCutive Order 12866: This notice 
has been reviewed in accordance with 
Executive Order 12866. Under the terms 
of the order. we have assessed the 
potential costs and benefits of this 
regulatory action. -. 

The potential costs associated with 
this proposed regulatory action are 
those resulting from statutory 
requirements and those we have 
determined as necessary for 
administering this program effectively 
and efficiently. 

In assessing the potential costs and 
benefits-both quantitative and 
qualitative-of this proposed regulatory 
action. we have determined that the 
benefits of the proposed priorities. 
requirements. definition. and selection 
criteria justify the costs. 

We have determined, also, that this 
regulatory action does not unduly 
interfere with State, local. and tribal 
governments in the exercise of their 
governmental functions. 

Discussion of Costs and Benefits: 
Elsewhere in this notice we discuss the 
potential costs and benefits, both 
quantitative and qualitative, of the 
proposed priorities, requirements, 
definition, and selection criteria under 
the background sections to the 
Priorities, Requirements, Definition, and 
Selection Criteria. 

Paperwork Reduction Act of 1995 
(PRA) 

Certain sections of the proposed 
priorities, requirements, definition, and 
selection criteria for the SLC grant 
program contain changes to information 
collection requirements already 
approved by the Office of Management 
and Budget (OMB) under OMB control 
number 1810-0676 (1890-0001). We 
will be publishing a separate notice in 
the Federal Register requesting 
comments on these changes. 

Intergovernmental Review: This 
program is subject to Executive Order 
12372 and the regulations in 34 CFR 
part 79. One of the objectives of the 
Executive order is to foster an 
intergovernmental partnership and a 
strengthened federalism. The Executive 
order relies on processes developed by 
State and local governments for 
coordination and review of proposed 
Federal financial assistance. 

This document provides early 
notification of our specific plans and 
actions for this program. 

Accessible Format: Individuals with 
disabilities can obtain this document in 
accessible format (e.g .• braille. large 
print, audiotape, or computer diskette) 
on request to the program contact 
person listed under FOR FURTHER 
INFORMATION CONTACT. 

Electronic Access to This Document: 
You can view this document. as well as 
all other documents of this Department 
published in the Federal Register. in 
text or Adobe Portable Document 
Format (PDF) on the Internet at the 
following site: http://www.ed.gov/news/ 
fedregister. To use PDF you must have 
Adobe Acrobat Reader, which is 
available free at this site. 

Note: The official version of this document 
is the document published in the Federal 
Register. Free Internet access to the official 
edition of the Federal Register and the Code 
of Federal Regulations is available on GPO 
Access at: http://www.gpooccess.gov/nara/ 
index.html. 

Dated: March 26, 2010. 
Thelma Melendez de Santa Ana, 
Assistant Secretary for Elementary and 
Secondary Education. 
[FR Doc. 2010-7255 Flied 3-30-10; 8:45 amI 
SILUNG CODE -.01-1' 

ELECTION ASSISTANCE COMMISSION 

Proposed Information Quality 
Guidelines Policy 

AGENCY: U.S. Election Assistance 
Commission (EAC). 

ACTION: Notice and request for public 
comment on Proposed Information 
Quality Guidelines Policy. 

SUMMARY: The U.S. Election Assistance 
Commission (EAC) seeks public 
comment on the Proposed Information 
Quality Guidelines policy. The policy 
outlines the EAC's directives and 
required procedures to implement the 
OMB Guidelines for Ensuring and 
Maximizing the Quality, Objectivity. 
Utility, and Integrity of Information 
Disseminated by Federal Agencies. 67 
FR 8452 ("OMB Guidelines"). The EAC 
developed the Proposed Information . 
Quality Guidelines to meet its 
obligations under the OMB Guidelines 
and to codify its high standards of 
quality in the production of information 
disseminated outside the agency. 
DATES: Written comments must be 
submitted on or before 4 p.m. EDT on 
April 30. 2010. 

Comments: Public comments are 
invited on the information contained in 
the policy. Comments on the proposed 
policy should be submitted 
electronically to HA V Ain!o@eac.gov. 
Written comments on the proposed 
policy can also be sent to the U.S. 
Election Assistance Commission, 1201 
New York Avenue. NW .• Suite 300. 
Washington. DC 20005. ATTN: 
Proposed Information Quality 
Guidelines Policy. 

Obtaining a Copy of the Policy: To 
obtain a free copy of the policy: (1) 
Access the EAC Website at http:// 
www.eac.gov; (2) write to the EAC 
(including your address and phone 
number) at U.S. Election Assistance 
Commission, 1201 New York Avenue. 
NW .• Suite 300. Washington. DC 20005, 
ATTN: Information Quality Guidelines. 
FOR FURTHER INFORMATION CONTACT: Ms. 
Tamar Nedzar. Ms. Karen Lynn-Dyson 
or Ms. Shelly Anderson at (202) 566-
3100. 

Thorn .. R. Wilkey. 
Executive Director. U.S. Election Assistance 
Commission. 
[FR Doc. 2010-7134 Filed 3-30-10; 8:45 amI 
SILUNG CODE _F-P 

ELECTION ASSISTANCE COMMISSION 

Notice: Request for Substantive 
Comments on the EAC's Proposed 
Requirements for the Testing of Pilot 
Voting Systems To Serve UOCAVA 
Voters 

AGENCY: United States Election 
Assistance Commission. 
ACT10N: Request for public comment on 
proposed requirements for the testing of 
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pilot voting systems to be used to serve 
UOCA VA voters. 

SUMMARY: The U.S. Election Assistance 
Commission (EAC) is publishing for 
public comment a set of proposed 
requirements for the testing of pilot 
voting systems to be used by 
jurisdictions to serve Uniformed and 
Overseas voters. . 
SUPPLEMENTARY INFORMATION: 
Background: The Unifonned and 
Overseas Citizens Absentee Voting Act 
(UOCA VA) of 1986 protects the right to 
vote in Federal elections for this defined 
category of citizens. UOCA VA sets out 
federal and state responsibilities to 
assist these voters in exercising their 
voting rights. The Secretary of Defense 
is the presidential designee responsible 
for the Federal functions of the Act. The 
Federal Voting Assistance Program 
(FV AP) administers this law on behalf 
of the Secretary of Defense and works 
cooperatively with other Federal 
agencies and state and local election 
officials to carry out its provisions. 

UOCA V A legislation was enacted 
before the advent of today's global 
electronic communications technology. 
Consequently it relied on U.S. domestic 
and military mail systems as well as 
foreign postal systems for the 
worldwide distribution of election 
materials. By the mid-1990s it became 
apparent that the mail transit time and 
unreliable delivery posed significant 
barriers for many UOCA VA citizens, 
preventing them from successfully 
exercising their right to vote. At the 
same time. the Internet was being widely 
adopted by businesses, governments 
and the general public. Therefore it was 
a natural development for FV AP and 
states to consider the potential of the 
Internet as an alternative to the "hy
mail" UOCA V A process. 

FV AP sponsored Voting Over the 
Internet (VOl), a small pilot project for 
the November 2000 general election, to 
examine'the feasibility of using Internet 
technology. Four states participated in 
this experiment, which enabled voters 
to use their own personal computers to 
securely register to vote, request and 
receive absentee ballots, and return their 
voted ballots. Following the successful 
completion of the VOl project, in the 
Fiscal Year 2002 National Defense 
Authorization Act (section 1604 of Pub. 
L. 107-107:115 Stat. 1277), Congress 
instructed the Secretary of Defense to 
carry out a larger demonstration project 
for the November 2002 general election. 
This project was to be "carried out with 
participation of sufficient numbers of 
absent uniformed services voters so that 
the results are statistically significant". 

Since there was not sufficient time to 
define and implement a large project for 
2002, the project was planned for 
implementation for the November 2004 
election. Seven states agreed to 
participate and worked with FV AP to 
develop system requirements and 
opereting procedures. However, the 
Secure Electronic Registration and 
Voting Experiment (SERVE) was 
cancelled before it was deployed due to 
concerns raised by several computer 
scientists. These individuals contended 
that the use of personal computers over 
the Internet could not be made secure 
enough for voting and consequently 
called for the project to be terminated. 
The Department of Defense, citing a lack 
of public confidence in the SERVE 
system, decided the project could not 
continue under these circumstances. 

In response to this development, the 
Fiscal Year 2005 National Defense 
Authorization Act (section 567 of Pub. 
L. 108-375;118 Stat. 119) repealed the 
requirement for the Secretary of Defense 
to conduct an electronic voting 
demonstration project "until the first 
regularly scheduled general election for 
federal office which occurs after the 
Election Assistance Commission (EAC) 
notifies the Secretary that the 
Commission has established electronic 
absentee voting guidelines and certifies 
that it will allsist the Secretary in 
carrying out the project". Pursuant to 
this legislation, in September 2005, the 
EAC requested its voting system 
advisory group, the Technical 
Guidelines Development Committee 
(TGDC), to add this subject on their 
research agenda; however the request 
was declined. 

Since that time legislation dealing 
with a number of UOCA V A voting 
issues were under consideration by 
Congress. Ultimately, passed as part of 
the Fiscal Year 2010 National Defense 
Authorization Act (NOAA) (section 581 
of Pub. L. 111-84), the Military and 
Overseas Voters Empowerment Act 
contains a provision allowing the 
Secretary of Defense to establish one or 
more pilot programs to test the 
feasibility of new election technology 
for UOCA VA voters. This provision 
requires the EAC and the National 
Institute of Standards and Technology 
(NIST) to provide best practices or 
standards to support these pilot 
programs, "in accordance with 
electronic absentee voting guidelines 
established under" the earlier FY2005 
NOAA. In December 2009, the EAC 
directed the TGDC to begin this work as 
a top research priority. The EAC expects 
this work to result in the comprehensive 
set of remote electronic voting system 
guidelines as mandated by the FY2005 

NOAA. The TGDC has been tasked to 
consider the full range of remote voting 
architectures, including instances where 
the voter can use his own personal 
computer for voting. The pilot testing 
requirements, that the EAC is currently 
developing, will be provided to the 
TGDC as the basis and starting point for 
their research and deliberations. 

Project Summary: Since 2008, several 
states have enacted legislation enabling 
them to conduct electronic voting 
projects for UOCA V A voters, beginning 
with the 2010 elections. To be prepared 
to support the states with these projects, 
in July 2009 the EAC convened a 
UOCAVA Working Group to consider 
how to adapt the EAC's Testing and 
Certification Program to accommodate 
UOCA VA pilot systems. It was 
concluded that two products were 
needed: (1) A modified set of system 
testing requirements; and (2) a revised 
testing and certification process. It was 
determined that a working group would 
assist the EAC in drafting the testing 
requirements and EAC staff would adapt 
the certification process to 
accommodate the UOCA VA pilot 
program. 

The EAC UOCAVA Working Group 
has taken much the same approach as 
the state pilot project working groups. 
The source materials drawn on for this 
effort included: the Voluntary Voting 
System Guidelines (WSG) 1.0; the 
WSG 1.1; the WSG 2.0; the VOl, 
SERVE; FIPS; and NIST Special 
Publications. One significant difference 
in the EAC Working Group approach 
was the technology scope covered by 
the requirements. The VOl, SERVE and 
Okaloosa system requirements were 
tailored specifically for the particular 
system implementations developed for 
those projects. However, since many 
different types of remote voting systems 
could be submitted to the EAC 
certification program, the EAC Working 
Group defined generic system 
requirements to provide for system 
design flexibility. 

Pilot projects are small in scale and 
short in duration. Consequently, 
certification for pilot systems needs to 
be quicker and less expensive than the 
regular process currently used for 
conventional systems with an expected 
life of more than 10 years. Nevertheless, 
since actual votes will be cast using the 
voting systems utilized in the pilot 
project, the certification process must 
retain sufficient rigor-to provide 
reasonable assurance that the pilot 
systems will operate correctly and 
securely. 

There is a fundamental dichotomy in 
complexity in remote voting 
architectures: those where the voting 
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platform is controlled (e.g., provided by 
the election jurisdiction); and those 
where it is not controlled (e.g., the voter 
uses his own personal computer). Since 
the EAC plans to have the pilot 
certification process ready for 
implementation during the rnst half of 
2010, it was decided that the EAC 
would focus its efforts on controlled 
platform architectures servicing 
multiple jurisdictions. This is a highly 
secure remote voting solution and the 
Okaloosa Project provides an ' 
implementation example for reference. 
Defining requirements for this class of 
system architecture was determined to 
provide a reasonable test case that could 
be completed within the available 
timeframe. In addition. most of the core 
system processing functions are the 
same for both types of architectures, so 
a substantial number of requirements 
will carry over as this work is expanded 
to include other methods of remote 
electronic voting. 

The UOCA VA Pilot requirements 
document contains testable 
requirements for the following areas: 

(1) Functional Requirements. 
(2) Usability. 
(3) Software. 
(4) Security. 
(5) Quality Assurance. 
(6) Configuration Management. 
(7) Technical Data Package. 
(8) Systems Users Manual. 

DATES: Comments must be received on 
or before 4 p.m. EST on April 15, 2010. 

Submission of Comments: The public 
may submit comments through one of 
the two different methods provided by 
the EAC: (1) e-mail submissions to 
votingsystemguidelines@eac.gov; (2) by 
mail to Voluntary Voting System 
Guidelines Comments, U.S. Election 
Assistance Commission. 1201 New York 
Ave., NW., Suite 300, Washington, DC 
20005. 

In order to allow efficient and 
effective review of comments the EAC 
requests that: 

(1) Comments refer to the specific 
section that is the subject of the 
comment. 

(2) General comments regarding the 
entire document or comments that refer 
to more than one section be made as 
specifically as possible so that EAC can 
clearly understand to which portion(s) 
of the documents the comment refers. 

(3) To the extent that a comment 
suggests a change in the wording of a 
requirement or section of the guidelines, 
please provide proposed language for 
the suggested change. 

All comments submitted will be 
published at the end of the comment 
period on the EAC's Web site at 

http://www.eac.gov.This publication 
and request for comment is not required 
under the rulemaking. adjudicative. or 
licensing provisions of the 
Administrative Procedures Act (APA). It 
is a voluntary effort by the EAC to 
gather input from the public on the 
EAC's administrative procedures for 
certifying voting systems to be used in 
pilot projects. Furthermore, this request 
by the EAC for public comment is not 
intended to make any of the APA's 
rulemaking provisions applicable to 
development of this or future EAC 
procedural programs. 

An electronic copy of the proposed 
guidance may be found on the EAC's 
Web site at http://www.eac.gov. 
FOR FURTHER INFORlIAnON CONTACT: 
Matthew Masterson. Phone (202) 566-
3100, e-mail votingsystemguidelines@ 
eac.gov. 

Alice Miller. 
Chief Operating Officer, U.S. Election 
Assistance Commission. 
IFR Doc. 2010-7199 Filed 3-30-10; S:45 amI 
elLUNG COOl fll2ll-l(p..,p 

DEPARTMENT OF ENERGY 

Federal Energy Regulatory 
CommiSSion 

[ project No. 11910-004J 

SymbloUca, LLC; AG Hydro, LLC; 
Notice of Application for Transfer of 
License, and Soliciting Comments and 
Motions To Intervene 

March 24. 2010. 
On March 8, 2010, Symbiotics. LLC 

(transferor) and AG Hydro. LLC 
(transferee) filed an application for 
transfer of license of the Applegate Dam 
Project, located on the Applegate River 
in Jackson County, Oregon. 

Applicants seek Commission approval 
to transfer the license for the Applegate 
Dam from the transferor to the 
transferee. 

Applicant Contact: For both the 
transferor and transferee is Mr. Brent 
Smith, 4110 East 300 North, P.O. Box 
535, Rigby, ill 83442. phone (208) 745-
0834. 

FERC Contact: Robert Bell. (202) 502-
6062. 

Deadline for filing comments and 
motions to intervene: 30 days from the 
issuance of this notice. Comments and 
motions to intervene may be filed 
electronically via the Internet. See 18 
CFR 385.2001(a)(l)(iii)(2008) and the 
instructions on the Commission's Web 
site under the "e-Filing" link. If unable 
to be filed electronically. documents 
may be paper-filed. To paper-file. an 

original and eight copies should be 
mailed to: Kimberly D. Bose, Secretary. 
Federal Energy Regulatory Commission. 
888 First Street. NE .• Washington. DC 
20426. For more information on how to 
submit these types of filings please go 
to the Commission's Web site located at 
http://www.fere.govl/iling-
comments. asp. More information about 
this project can be viewed or printed on 
the eLibrary link of the Commission's 
Web site at http://www.fere.govldocs
/ilingleJibrory.asp. Enter the docket 
number (P-11910-004) in the docket 
number field to access the document. 
For assistance. call toll-free 1-866-208-
3372. 

Kimberly D. B088, 
Secretary. 
IFR Doc. 2010-7143 Filed 3-30-10; 8:45 amI 
BILUNG COOII717-G1-¥ 

DEPARTMENT OF ENERGY 

Federal Energy Regulatory 
Commission 

[ProJect No. 1494-384] 

Grand River Dam Authority; Notice of 
AppllcaUon for Amendment of License 
and SollcHlng Comments, Motion. To 
Intervene, and Protests 

March 24. 2010. 
Take notice that the following 

hydroelectric application has been filed 
with the Commission and is available 
for public inspection: 

a. Application Type: Non-project use 
of project lands and waters. 

b. Project No: 1494-384. 
c. Date Filed: March 11. 2010, 

supplemented on March 17. 2010. 
d. Applicant: Grand River Dam 

Authority. 
e. Name of Project: Pensacola Project. 
f. Location: The proposed non-project 

use is located on Grand Lake 0' the 
Cherokees in Delaware County. 
Oklahoma. 

g. Filed Pursuant to: Federal Power 
Act. 16 U.S.C. 791a-825r. 

h. Applicant Contact: Ms. Tamara E. 
Jahnke. Assistant General Council. 
Grand Dam River Authority. P.O. Box 
409. Vinita. Oklahoma 74301, (918) 
256-5545. 

1. FERC Contact: Any questions on 
this notice should be addressed to 
Shana High at (202) 502-8674. 

j. Deadline for filing comments. 
motions to intervene. and protest: April 
26.2010. 

Comments, Motions to Intervene. and 
Protests may be filed electronically via 
the Internet. See, 18 CFR 
385.2001(a)(I)(iii) and the instructions 
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text or Adobe Portable Document 
Fonnat (PDF) on the Internet at the 
following site: http://www.ed.gov/news/ 
fedregister. To use PDF you must have 
Adobe Acrobat Reader, which is 
available free at this site. 

Note: The official version of this document 
is the document published In the Federal 
Register. Free Internet access to the official 
edition of the Federal Register and the Code 
of Federal Regulations is available on GPO 
Acces. at: http://www.gpoacceSB.gov/nara/ 
index.html. 

Dated: April 6, 2010. 
Alexa Posny, 
Assistant Secretary for SpeciaJ Education and 
RehabiJitative Service •• 
[FR Doc. 201~166 Filed 4-3-10; 8:45 ami 
BILLING CODl! 4OIICHI1-f!' 

ELECTION ASSISTANCE COMMISSION 

Notice: Request for Sub.tantlve 
Comments on the EAC'. Procedural 
Manual for the Election Anlstance 
Commlaalon's Pilot Voting Syatem 
Testing and Certification Program 
Manual 

AGENCY: United States Election 
Assistance Commission (EAC). 
ACTION: Notice; Request for Substantive 
Comments. 

SUMMARY: The U.S. Election Assistance 
Commission (EAC) is publishing a 
procedural manual for its Pilot Voting 
System Testing and Certification 
Program Manual for a fifteen day public 
comment period. This program sets the 
administrative procedures for 
manufacturers seeking certification of 
pilot voting systems to be used in a 
federal election. 
FOR FURTHER INFORMA110N CONTACT: 
Brian Hancock, Director, Voting System 
Certification, Washington, DC (202) 
566-3100. Fax: (202) 566-1392. 
SUPPLEMENTARY INFORMATION: 

Background. HA V A requires that the 
EAC certify and decertify voting systems 
through testing conducted by accredited 
laboratories. Section 231(a)(1) of HAVA 
(42 U.S.C. 15371) specifically requires 
the EAC to"* * * provide for the 
testing. certification, decertification and 
recertification of voting system 
hardware and software by accredited 
laboratories." To meet this obligation. 
the EAC has created a voluntary 
program to test pilot voting systems to 
a set of voluntary pilot certification 
requirements. The Pilot Testing 
Certification Program manual sets the 
procedures for the pilot voting system 
manufacturers to follow in order to 
receive certification for their system to 

be used in a pilot project for a state or 
local jurisdiction that require EAC 
certification. 

The Pilot Voting System Testing and 
Certification program manual contains 
program requirements and procedures 
for the following areas: 

1. Voting system manufacturer 
registration. 

2. When voting system intended for 
use in a pilot must be submitted for 
certification. 

3. Certification Testing. Technical 
Review and Grant of Certification for 
Pilot Voting Systems. 

4. Denial of Certification. 
5. Pilot Program Monitoring and 

Reporting. 
6. Requests for Interpretations. 
7. Release of Certification Program 

Infonnation. 
Substantive Comments: The EAC 

seeks substantive comments from the 
public on its proposed procedural 
manual. Please submit comments 
consistent with the infonnation below. 
Comments should identify and cite the 
section of the manual at issue. Where a 
substantive issue is raised, please 
propose a recommended change or 
alternative policy. All comments 
submitted will be published at the end 
of the comment period on the EAC's 
Web site at http://www.eae.gov.This 
publication and request for comment is 
not required under the rulemaking, 
adjudicative, or licensing provisions of 
the Administrative Procedures Act 
(APA). It is a voluntary effort by the 
EAC to gather input from the public on 
the EAC's administrative procedures for 
certifying voting systems to be used in 
pilot projects. Furthennore, this request 
by the EAC for public comment is not 
intended to make any of the APA's 
rulemaking provisions applicable to 
development of this or future EAC 
procedural programs. However, in 
accordance with the Paperwork 
Reduction Act of 1995. a separate notice 
will be published on the Federal 
Register to request comments regarding 
the burden of responding to the 
infonnation collection activities of the 
proposed manual; please refer to the 
EAC's Web site, http://www.eae.gov, for 
further infonnation about the 
submission of comments regarding 
burden. 
DATES: Submit written or electronic 
comments on this draft procedural 
manual on or before 5 p.m. EDT on 
April 26, 2010. 
ADDRESSES: Submit comments via e
mail to votingsystemguidelines@eae.gov; 
via mail to Brian Hancock, Director of 
Voting System Certification, U.S. 
Election Assistance Commission. 1201 

New York Avenue, Suite 300, 
Washington, DC 20005; or via fax to 
202-566-1392. An electronic copy of 
the proposed guidance may be found on 
the EAC's Web site at http:// 
www.eae.gov. 

FOR FURTHER INFORMA110N CONTACT: 
Matthew Masterson, Deputy Director, 
Testing and Certification Program 1201 
New York Avenue, Suite 300, 
Washington, DC, (202) 566-3100, Fax: 
(202) 566-1392. 

Alice Miller, 
Chief Operating Officer. U.S. EJection 
Assistance Commission. 
[FR Doc. 201~150 Flied 4-3-10; 8:45 ami 
BILLING COOl! 1UCl-KF-f!' 

DEPARTMENT OF ENERGY 

Federal Energy Regulatory 
Comml .. lon 

[Project No. 1~J 

Riverbank Minnesota, LLC; Notice of 
Preliminary PermH Application 
Accepted for Filing and Soliciting 
Comments, Motions To Intervene, and 
Competing Applications 

April 2. 2010. 
On January 12, 2010, Riverbank 

Minnesota, LLC filed an application, 
pursuant to section 4(0 of the Federal 
Power Act, proposing to study the 
feasibility of the Granite Falls Pumped 
Storage Project No. 13655, to be located 
east of the City of Granite Falls and the 
Minnesota River in Chippewa County, 
Minnesota. 

The proposed pumped storage project 
would consist of: (1) A new 
approximately 135-acre. 30-foot-deep 
upper reservoir constructed of enclosed 
earth embankments; (2) a new lower 
reservoir excavated in granite bedrock at 
a depth of approximately 1,800 feet 
below the surface, consisting of six 
approximately 150-foot-high, 90-foot
wide underground galleries; (3) a new 
approximately 20 to 100-foot-diameter 
intake structure; (4) a new 
approximately l,800-foot-Iong, 20-foot
diameter penstock from the intake 
structure to an underground 
powerhouse; (5) a new approximately 
380-foot-Iong, 83-foot-wide, and 400-
foot-high underground powerhouse; (6) 
four new reversible pump-turbines with 
a total combined capacity of 1,000 
megawatts; (7) a new 330-foot-long. 55-
foot-wide, and 400-foot-high 
transfonner gallery; (8) a new 
approximately 1.2-mile-Iong. 230-
kilovolt transmission line; and (9) 
appurtenant facilities. The project 
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Title 3-

The President 

5173:' 

Presidential Documents 

Executive Order 12888 of Sept ....... r 30, 1983 

Regulatory Piann.ing and Review 

Th. American people des.rve a regulatory system that works for them, 
'not 19a1nst them: a regulatory system that protects and Improves their health. 
safety, environment. and well-beiDS and improves the performance of the 
economy without impoainl unacceptable or unreasonable costs on society: -
regulatory pollci .. that recognize that the private sector and private markets 
are the best engine £or economic growth: regulatory approaches that respect 
the role of State. local, and tribal governments: and regulations that are 
effectlve, consistent, sensible. and understandable. We do not have such 
a regulatory system today. 

With this Executive order. the Federal Government begins a program to 
reform and make more efficient the regulatory process. The objectives of 
this Executive order are to enhance planning and coordination with respect 
to both new and existin& regulations; to reaffirm the primacy of Federal 
agencies in the regulatory decision-makill8 process; to restore the integrity 
and legitimacy of regulatory review and oversight; and to make the process 
more accessible and open to the public. In pursuing these objectives, the 
regulatory procesa shall be conducted so a. to meet applicable statutory 
req~ents and with due regard to the discretion that has been entrusted 
to the Federal agencies. 

Accordingly. by the authority vested in me as President by the Constitution 
and the laws of the United States of America, it is hereby ordered as 
follows: 

SectiOD t. Statement 01 ReplatOlY Philosophy and ppnclple •• (a) The Regu
latory Philosophy. Federal agencies should promulgate only IUch regulations. 
as are required by law, are necessary to interpret the law. or are made 
necessary by compell1nl public need, such as material fallures of private 
markets to protect or improve the health and safety of the public, the 
environment. or the well-~fng of tbe American people: In deciding whether 
and bow to regulate, agencies should ass ... all costs and benefits of available 
regulatory alternatives, including the alternative of not regulating. COlts 
and benefits shall be understood to include both quantifiable measures (to 

. the fullest extent that these caD be usefully estimated) and qualitative meas
ures of com and benefits that are difficult to quantify, but nevertheless 
essential to consider. Further. In choosing among alternative regulatory ap
proaches. agencies should seleCt those approaches that maximize net benefits 
(including potential economic, environmental, public healtb and safety, and 
other advantages: distributive impacts; and equity), unless a statute requires 
another regulatory approach. . 

(b) The Principles of .Regulation. To ensure that the agencies' regulatory 
programs are consistent '!fth the philosophy set forth above. agencies should 
adhere to the following principles, to the extent permitted by law and 
where applicable: . 

(1) Each agency shall identify the problem that it intends to address 
(including, where applicable, the failures of private markets or public institu
tions that warrant new agency action) as well as assess the significance 
of that problem. . 

(2) Each agency shall examine. whether existing regulations (or other 
law) have created, or contributed to, the problem that a new regulation 
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is intended to correct and whether those resulatioDl (or other law) should 
be modified to achieve the intended goal of regulation more effectively. 

(3) Eich agency sballidentify,and assen available alternativ .. to direct· 
regulation. includlns providing ecoDOmic incentlv .. to encourage the desired 
behavior, such as user fees or marketable permit., or providing information 
upon which choic8a.C8n be inade by th, public. 

(4) In .etting ngulatory priorities. each agency shall consider, to the 
extent reasonable,· the degree and. nature of the risks posed by various 
substance. or act1vIU .. within ita Jurisdiction. 

(5) When an aleney determiDel that a regulation is the best available 
method of achiev1ng the regulitory obJective, it shall design its regulations 

. In the IDOIl coet-effactlv. 1D8DD8, to achieve the regulatory obJectlve. In 
doing '0. eacll asency shall coDlider incentives for innovation, consls~ency. 
predictabiUty, the costa of ' enforcement and compliance (to the government. 
resuJated 8Ilt1t1ea, and the publlc), flexibility, distributive impacts. and eq
Wty. 

(6) Each agency shall us ... both the costa and the benefits' of the 
intended resulation and. recOpJzIns that some cost. and benefits are difficult 
to qullJltify. ~ or adopt. regulation only upon. reasoned detennination 
that the benefitl of the intended ngulation justify its costs. . . 

(7) Bach asency shall base It. decisions on the best rea.onably obtainable 
scientfllc. teclm1cal. economic. and other information concernins the need 
for, and ~1l88Cl1ienC81 of, the intended regulation. 

(8) Each. asmmr sballidentify and usus alternative forms of regulation 
and shall. to theexleDt feasible. ipec:Uy performance obJectlves. rather than 
specifytDa the behavioc or manner of compliance that regulated entities 
must I!dopt. . , . . 

(9) Wherever feasible.' apndes .hall seek view. of appropriate State. 
loc:al.and tribal,offlclalr before ImpoBing resulatory requirements that might 
significantly Of uniquely, affect thoee pernmental entitles. Each agency 
shall ...... the effecta, of Federal resWatloDl on State, local. and tribal 
govammentB. includins spec1flC<ally the availability of resDW'C8I to carry 
out those mandates. and seek, to miDlmfze those burdeos' that uniquely 
,or sipif1amtly affect BUch gov8l'DJD8ntal entitles. CQns1stent with achieving 
regulatory object1vet. In addition, u appropriate, agencies shall seek to 
harmonize Federal· regulatory actions with related State, local. and tribal 
resulatory IDd other governmental functions. 

. (10) Each agency shall avoid replations that are Inconsistent. Incompat
ible. or duplk:att\f8 'with Ita other regulations or those of other Federal 
agendes. _.' . 

. (11) Each agency .haD tailor ItsregulatioDl to impose the least burden 
on society. Including lndlviduala. busin81581 of differing sizes, and other 
8ntltiel (1ncludlDa .small communities and governmental entitles). ,consiitent 
with obtaInlng the regulatory objectives. taking into account, amons other 
things. ind' to the extent practicable, the costa of cumulative regulations. 

(12) Each apncy shaD draft Ita resulations to be simple and easy to 
understand. with the goal of mlnlmfzins the potential for uncertainty and 
UtisatloD aristns froaa such uncertainty. , 
Sec. J~ Organization. Ail efficient regulatory planning and review process 
Is, vital to ensure that the Federal Government's regulatDl1 system best 
serves the American people. . 
. tal The Agenci ... Because Fed8ra1 asencies ire the repositories of signifi

cant substantive IXpfrtlse and experience, they are responsible for deVeloping 
regulations and assurini that the regu!atioQJ are consistent with applicable 

. law • the President's priorities. and die principles set forth in this Executive 
order.' .. '. ' . ' 
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(b) The OffIce 0/ Manopment and Budpt. Coordinated review of agenC}' 
rulemakinsia neceaary to eDlU1"8 that resuJaUon. are consistent with applk.,.
ble law, the President',priorities, and the principles ,et forth in thi. Execu
tive order, and that decl.ioDl made by one agency do not contlict with 
the policies or actions taken or planned by another agency. Tbe Offic'! 
at Management and Budget (OMB) shall carry out that review function. 
Within OMB, the Office at Information and Regulatory Affairs (OmA) i. 
the repo,itory ot expertise concerning regulatory issues, including methodolo-
8iN and procedures that a1fact more than one agency, this Executive order, 
and the President', resulatory pollcie •• To the extent permitted by. law, 
OMS shall provide guidance to agencies and as'ist the President, the Vice 
Pre.Ident, and other regulatory policy advisors to the President In regulatory 
planning and shall be the entity that review. individual regulations. a. 
provided by thl8 Executive order. . 

. (c) The Vice President. The Vice Pre.ident is the principal advisor to 
the President on. and shall coordinate the development and presentation 
of recommendations concerning. regulatory policy, planning. and review. 
as set forth in this Executive order. In fuifilllns their reaponsibiliUes under 
this Executive order, the President and the Vice President shalJ be assisted 
by the .atory polity advisors within the Executive Office of the President 
and by" such agency officials and personnel u the President and the Vice 
President may,from time to time, consult. 
Sec. 3. Deflniti01l6. For purposes of thl. Executive order: (a) "Advisors" 
refers to such regulatory poncy advisors to the President as the President 
and Vice President may !rom time to time consult. including, among others: 
(1) the Director of OMS: (2) the ChaIr (or another member) of the Council 
of Economic Advisers; (3) the As.istant to the President for Economic Policy' 
(4) the Assistant to the President for Domestic Policy: (5) the Assistant 
to the President for National Security Affairs: (8) the Assistant to the President 
for Science and Technology; (7) the Assistant to the President for Intergovern
mental Affairs; (8) the Assistant to the President and Staff Secretary: (9) 
the Assistant to the President and Chief of Staff to the Vice President: 
(10) the Assistant to the President and Counsel to the President: (11) the 
Deputy Assis~t to the President and Director of the White House Office 
on Environmental Pollcy: and (12) the Adminf~tor of OIRA, wh,o also 
shall coordinate communications relatins to this Executive order among 
the agencies, OMB. the other Advisors, and the Office of the Vice President. 

(b) "Agency," unless otherwise indicated, means any authority of the 
United States that is an "agency" under 44 U.S.c. 3502(1), other than those 
coq.sldered to be independent regulatory agencies, as defined in 44 U.S.c. 
35(J"2(10). 

(c) "Director'· means the Director of OMB. 

(d) "Regulation" or "rule" means an agency statement of general applicabil
ity and future effect, which the agency intends to have the force and effeet 
01 law, that is deilped to Implement, interpret, or prescribe law or policy 
or to describe the'procedure or practice requirements of an agency. It doe. 
not, hOW8V~, include: 

(1) Regulations or rules issued in accordance with the formal rulemakins 
provisions of 5 U.S.c. 556. 557: 

(2) Regulations or rules that pertain to a military or foreign affairs 
function of the United States, other thanlrocurement regulations and regula
tions involving the import or export 0 non-defense articles and services; 

(3) Regulations or rules that are limited to agency organization, manage
ment. or personnel matters: or 

(4) Any other catesory of regulations exempted by the Administrator 
.0lOIRA. 

(e) ·'Regulatory action" means any substantive action by an agency (nor
mally pu61ished in the Federal Jtesbter) that promulgates or Is expected 
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to lead' to the plOmulsation of a final rule or regulation. Includlna notices 
of inquiry. advance noUC8I of proposed rulemaklna. and notices of proposed 
n.tJemU1ns. 

, en "Slpi8cant resu1atory action" mean. any regulatory action that Is 
Ubly to reault In a ruJe that may: 

(1) Have In annual effect on the economy of $100 million or more 
or Idvenely affect l~ a material way tbe economy. a sector of the economy. 
producUvlty. competillon. lobi. the environment. public healtb or safety. 
or State. local, or trlba1soV8l'DDlenli or communiU .. ; 

(2) Create a serlOUl inconalstency or otberwise interfere with an action 
taken or planned by another agency; 

(3) Matetlally alter the bud8etary Impact of enUllements. grants. USBr 
fett, or loan pf08l'8JDl or the rlghta and obUsaUon. of recipient. thereof: 
or 

(4) RaJ.. novel leaa! or' polley issues arisins out of Jegal mandates. 
the Praldent', prioriU., or tbeprinclpl .. set fortb In tbis Executive order. 
Sec. 4. Planning Mechanism. In order to bave an effective regulatory program. 
to provide for coordination of regulaUon" to maximize consultation and 
the resolution of potential confllcll at an early stase, to Involve the public 
and it, State, local, and tribal omela" in regulatory planning, and to ensure 
that new or revised resuJations promote the President', priorities and the 
principl. set forth I~ this ExecutJve order, these procedures shan be fol
lowed, . to the extent permitted by law: (.) ApncJ.' PolJey Meeting. Early 
in each year', PlanD1i11 cycle, the Vice President shall convene a mHling 
of the Advisors and the heads of agenca to seek a common' understanding 
of prioritl.· and to coordinate r8gulatory effortJ to be accompUshed in 
the upcomtn8 year. 

(b) Unified Rttp/atDIy Agenda. For purposea of thi, subsection, the term 
"agency" or .... d ... shan also Include those considered to be Independent 
resulatory apnctes. u deflned ~n 44 U.S.c. 3502(10). Each asency shall 
prepare III apnda of aU replatfoDl under development or review, at a 
time and In a manner specified by the Administrator of OIRA. The description 
of each,regulatory action shall con lain, at • minimum. a regulation identifier 
number, a brief summary. of the action, the legal authority for the action. 
any Iesal' deadlJne for the action, and the name and telephone number 
'of a knowlqeable apney omcial. Assncle, may incorporate the informatJon 
required under 5 U.S.c. 602 and 4t U.S.c. 402 into these agenda,. 

(c) Th. Regulatory Plan. For purposes of this subsection. the tenn "asency" 
or "agencies" shall also include those considered lo be independent regu
latory aseneles, as defined In 44 U.S.c. 3502(10). (1) As part of the Unified 
RitSulatory Agenda, beginning in 1994. each agency shall prepare. Regulatory 
Plan (Plan) of the most important significant resulat9ry actions tbllt lb. 
aseney reasonably expecta to issue fn proposed or flnal form in that fiscal 
year or thereafter. Tlie Plan shall be approved personaUy by tbe agency 
head and shall contaJn at a minimum: 

(A) A statement of the agency" regulatory obJ~ives and priorities and 
how tbey relate to the President', priorities; 

(B) A summary of each planned significant regulatory action Including. 
to the extent possible. alternatives to be considered and preliminary estimates 
of the antiCIpated costs and benefits; , 

(C) A summary of tbe legal basi, for each such action. including whether 
any aspect of lhe action is required by statute or court order; 

. (D) A slatement of the need fot each such action and. if applfcabJe. 
how the action wi)) reduce risb to public health. safety. or the environment • 
.. well as how the magnitude of the risk addressed by tbe actJon relatea 
to other risb within ~ JuriSdJc:tlOD of the agency: . 
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(E) The agency's schedule Cor action, includlng a statemenl of any a,ppli
cable statutory or judlcial deadlines; and 

(F) The name, addres., and telephone number of a person' the public 
may contact Cor' additional Informatiod. about the planned regulatory action. 

(2) Each agency shall forward ill Plan to OIRA by June 1st of earb 
year. , 

(3) Within 10 calendar day. after OIRA has received an agency's Plan, 
OIRA sball circulate it to otber affected agenciea, the Advisors, and the 
Vice President. 

(4) An agency head wbo belleves tbat a planned regulatory adion of 
another agency may conftlct with ill o~liey or action taken or planned 
shall promptly notify, in writing, the Inistrator of OIRA, who sball 
forward tbat communh:atlon to tbe issuins agency, the Advisors, and the 
Vice President. 

(5) If the Administra.tor of OIRA believes that a planned regulatory 
action of an agency may be inconsistent with the President's priorities 
or the principlea set forth in this Executive order or may be In conflict 
with any policy or action taun or planned by another agency, the Adminis
trator of OIRA .hall promptly notify, in writlnS. tbe affected agencies, tbe 
Advisors, and the Vice President ' 

(6) The Vice President, with the Advisors' assistance, may consult with 
tbe beads of asenciea with respect to their Plana and, in appropriate instances, 
request further con.ideration or lnter-agency coordination. 

(7) The Plans developed by the issuing agency shall be published annu
ally in the October publication of the Unified Resulatory Agenda. Thi. 
publication shall be made available to the Congress; State, local, and tribal 

- govenunents: and the pubUc. Any views on any aspect of any agency Plan, 
includlns whether any planned regulatory action might conflict with any 
other planned or exlstins regulation, impos& any unintended consequences 
on the public, or confer any unclaimed benefits on the publlc, sbould 
be directed to the issulnS agency, with a copy to OIRA. 

(d) Regulatory Working Group. Within 30 days of the date of this Executive 
order, the Aduiinistrator of OIRA shall convene. Regulatory Working Group 
("Worklns Group"), whicb shall consist of representatives of the heads of 
each agency that the AdmJn1strator determines to bave significant domestic 
regUlatory respon.ibility, the Advisors, and the Vite President. The Admini.
trator of OIRA shall cbair the Working Group, and shall periodically adVise 
tbe Vice President on the activities of the Working Group. Tbe Working 
Group shall serve as • forum to assist agencies in identifying and analyzing 
important regulatory issues (includ1ns, among others (1) the development 
of innovative regulatory techniques, (2) th~ methods, efficacy, and utility 
of comparative risk assessment in regulatory decision-making, and (3) the 
development of short forms and other streamlined regulatory approaches 
for small businesses and other entities). The Workin~ Group shall meet 
at least quarterly and may meet as a whole or in subgroups of agencies 
with an interest in particular issues or subject areas. To inform its discussions, 
the Working Group may commission analytical studies and report. by OIRA, 
the Administrative Conference of the United States, or any other aseney. 

(e) Conferencss. The Administrator of OIRA shall meet quarterly with 
representatives of State, local, and tribal governments to identify both existin'S 
and proposed regulations that may uniquely or significantly affect those 
governmental entities. The Administrator of DIRA shall also convene. from 
time to time, conferences with representatives ,of businesses, nongovem
mental organizations, and the public to discuss regulatory issues of common 
concern, 
Sec. 5. Existing Regulations. In order to reduce the regulatory burden on 
the American people, their familie., their communities, their State, local. 
and tribal governments, and their industries: to determine whether regula-
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tiona promulgated by the executive branch of the Federal Government have 
become unjustified or UDDeceuuy a. I result of changed circumstances; 
to confirm that regulations art both comp~tible with each other and not 
dupUcative or 1nappropriat~ly burdeDlOme In the agsresatei to ensure that 
all regulations are consistent with the President's prioritie. and the principles 
set forth in this Executive order. within applicable lawi and to otherwise 
Improve the effectivenesl of exl.tins regulaUons: (a) Within 90 days of 
the date of thI. Executive order. each ageney shall submit to OIRA a program, 
consistent .with. itl resources and regulatory priorities, under which the 
agency will perlod1.caJly review it. axfstJng significant regulations to deter
mine whether any such regulations should be modified or eliminated so 
as to make the asency's regulatory program more effective in achievins 
tbe regulatory obJectives, less burdensome. or in greater alignment with 
tbe President', prioriti81 and the. principles .et forth in this Executive order. 
Any significant resuJatlons selected for review sball be included in tbe 
agency" aDDual Plan. The agency shall also identify any legislative mandates 
tbat require the agency to promulsate or continue to iJnpose regulations 
tbat tb, aseney bellevel art unnecessary or outdated by reUOn of changed 
circumstancea. . 

(b) The Administrator of OIRA shall work with tbe Regulatol)' Workins 
Group and other interested entities to pursue the objectives of this section.· 
State, local. and tribal goverDDlentli are specificaUy encouraged to usist 
in the identUlcaUon of resuJations that impose signiflcant or unique burden. 
on those sove~entalentltiesand that appear to have outlived their justifica
tion or be otherwise lDcoDslsteDl with the public interest. 

(c) The Vice President, in consultation with the Advisors, may identify 
Cor review by the appropriate apncy or agencies other exlstins regulations 
of an agency or groUpl of regulations of more than one agency that affect 
a particular group. industry, or sector of the economy. or may identify 
legiJlattv8 mandates that may be· appropriate Cor reconsideration by tbe 
Congreu. . 
Sec. 8. Centralized 1lniew 0/ Regulations. The guidelines set forth below 
shall apply to all regulatory actions, for both new and exlsUns regulations, 
by asenclel other than those aseDci .. specifically exempted by the Adminis
trator of OIRA: 

Ca) .i\pncy 1lJ1spon8lbilJtJes. (1) Each asency sball (consistent with Its 
OWl!-' rules, regulations, or proceduras) provide tbe public with meaningful 
participation in the regulatory procesa. In particular. before issuing a notice 
of proposed rulemak'DS, eac1r agency should, wbere appropriate, 'seek tbe 
involvement of those who are intended to benefit from and tbose expected 
to be burdened by any regulation (including, specifically. State, local. and 
tribal omclalJ). In addition,· each agency should afford tbe public a meaning
ful opportunfty to comment on any proposed regulation, wbich in most·· 
cu.. should iDclude a comment· period of Dot f.. thaD 80 days. Each 
agency also is directed to explore and. where appropriate. use consensual 
mechanJ.ms for developing regulations. includins negotiated rulemakins. 

(2) Within 60 days .of the date of this Executive order. each agency 
head shall designate a Regulatory Policy Officer who sball report to the 
agency head. The Regulatory Policy Officer shall be involved at each stage 
of the regulatory proceu to foster the development of effective, innovative. 
and least burdensome regulations and to further the principles set forth 
in this Executive order. . 

(3) In addiUon to adhering to its own rules and procedures and to 
the reqUirements of the Administrative Procedure Act, tbe Regulatory Flexi
bility Act. the Paperwork .Reduction Act, and other applicable law, ~ch 
agency sball develop its regulatory actions in a timely fasbion and adbere 
to tbe ·Collowlng procedures with·reIJpect to a regulatory action: 

. CA) Each apney shall provide OIRA, at sucb times and in tbe manner 
·specifted by the A~nlsfrator of OIRA •. with a list of its plaDDed regulatory 
actions. indicatins those wbiCh the asency believes are significant regulatory 

" 
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actions within the meaning of thJs Ex~tive order. Absent a material change 
lJ1 the development of the planned regulatory action, tbose not desipated 
as signlflcaut will not be subject to review under thil section unless. within 
10 working day. of receipt of the list. the Administrator of OIRA notifies 
tbe agency that OIRA has determined that a planned regulation is a significant 
regulatory action within the meaning of thi. Executive order. The Adminis
trator of OIRA may waive review of aily planned reguJ~tory action designated 
by the agency a. significant. lJ1 which case the agency need not further 
comply with subsection (a)(3)(B) or subaection (a)(3)(C) of this section. 

. (B) For each matter identified a. or determined by the Administrator 
of OIRA to be. a Significant resWatory action. the issuing agency shall 
provide to OIRA: . 

(I) Th. text of the dnft regulatory action. together with a reasonably 
detailed d8lCrlption of the need for the regUlatory action and an explanation 
of how the regUlatory action will meet that need; and 

(U) An assesament of the potential coSts and benefits of the regulatory 
·actlon. including an explanation of the manner in which the regulatory 
action i. con.aIltent with a statu~DIY mandate and. to the extent permitted 
by law. promotes the President's priorities and avoids undue interference 
with Stat •• local. and tribalsovernments iD the exercise of their 80vernmeDtai 
functiODS. 

(e) For thoae matters identified as. or determined by the Administrator 
of OIRA to be, a significant regulatory actioD within the scop. of section 
3(f)(l). the agency shall also rrovide to OIRA the following additional infor
mation developed as part 0 the agency'. decision-making pl'OC8Sl (unles. 
prohibited by law): 

(1) An assessment, ladudlns the underlytns analysis, of benefits antici
pated from the regu1atory actiOD (such as. but Dot limited. to. the promotion 
of the efflc,lent functioning of the economy and private markets. the eDhance
ment of health and safety, the·,rotectloD of the natun! envUoDDleDt. and 
the elimination or reduction 0 dbc:rimJnation or bias) together with. to 
the extent feasible. a quantification of those benefits: 

(il) AD asseumeDt. including the uoderlyins analysis. of costs anticipated 
from the regulatory action (such a. but not Umited to, the direct cost 
both to the government In admln'steriDs the regulation aDd to businesses 
and olbers in cnmplYinl with the regulation. and any adverse effects on 
the efficient functionfos of the economy. private markets UncludiDgproduc
Uvfty. employment. and competiUveness). health, safety. and the natural 
eDvironment). together with. to the extent f.aible, a quantification of those 
costsj and . . 

(iii) AD ...... ment. including the underlyiAs analysis. 01 cost. and 
beDefIts of potentially effective and reuonably feasible alternatives to the 
planned regulation, IdeDtified by the aseDei .. or the public (iDcluding 1m
ProvlJ18. the current regulation and reasonably viable nonreguiatory actions). 
and an axplanatloll why the planDed regulatory actiOD is preferable to the 
ideDtified potential alternatives. 

(D) ID emergency situations or when an aseDCY Is obligated by law 
to ad more quickly than normal review procedure. allow. the agency shall 
notify OIRA as soon as possible and. to the extent practicable, comply 
with subsections (a)(3)(B) and (C) of thiS section. For those regulatory actions 
that are governed by a statutory or' court-imposed deadliDe, the agency 
shall. to the extent practicable, schedule rulemakins proceedings so as to 
permit sufficieDt time for OIRA to conduct its review. as set forth below 
iD subsection (b)(2) through (4) of this section. 

(E) After the regulatory actioD has been published in the Federal Register 
or otherwise issued to the public. the agency shall: 

U) Make available to the public the information set forth in subsections 
(a)(3)(B) and (C): . 
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(il) Identify (or the public, in a complete, clear, and simple manner, 
Ihe substantive changes between the draft submitted to OIM (or review 
and the action subsequently announced; and 

(Hi) Identify (or the pubUc those changes In the regulatory action that 
were mad. at the suggestion or recommendation of OIRA. 

(F) All infonnation provided to the public by the Bgency sh~ll be in 
plain, understandable language. 

(b) OIBA ResponsibJJjtJftI. The Adminl.trator of OIRA shall provide mean
ingful guidance and oversight so that esch agency" regulatory action. are 
consistent witb applicable law, the-President', priorities, and the principle. 
set forth in thi. Executive order and do not contllct with the policies 
or actions of another agency. -OIRA .hall, to tbe extent permitted by law, 
adbere to the following guidelines: 

(1) OIRA may review only actions identified by the agency or by OIRA 
as significant regulatory acUona under subsection (a)(3)(A) of thil section. 

(2) OIRA sball waJve review or notiry the agency hl writing of tbe 
resultS of Its review witbin the following time periods:-

(A) For any notice. of Inquiry, advance notices of proposed rulemakiDg, 
or otber preliminary regulatory actions prior to a NoUce of Proposed Rule
making, within 10 workJng days after th' date of submission of the draft 
action to OIRA; 

(D) For all other regulatory actioDJ, within 90 calendar day. after the 
date of submission of tbe information set forth in subsectfoDJ (a)(3)(D) and 
(C) of tbl. secUon, unl... OIRA hu previously reviewed thl. information 
and, since that review, there has been no matarial change in the facts 
and circumstanC81 upon which the regulatory action is based, in whicb 
case, OIRA shan complete Its review within 45 days; and 

(C) Th. review process may be ext.nded (1) once by no more than 
30 calendar days upon the written approval of th. Director and (2) at 
the request of the agency head. 

(3) For each regulatory action that the Administrator of OIRA returns 
to an ag8ncy for further consideration of some or all of it. provisions, :/ 
the Administrator of OIRA shall provide the issuing agency a wriU,n expla-
nation for such return, setting forth the pertinent provision of thi. Executive-
order on which OIRA 1. relying. If the agency head disagrees with some 
or all of the bases for the return, the agency head shaD so inform tbe 
Administrator of OIRA In- writln .. 

(4) Except a. otherwise provided by law or required by a Court, In 
order to ensure greater opennes., accessibility, and accountability In the 
regulatory review process, OIM shall be governed by the following disclosure 
requirements: 

(A) Only the Administrator of OIRA (or a particular designee) shall 
receive oral communications initiated by persons not employed by the execu
tive branch of the Federal Government resarding the substance of a regulatory 
action under OIRA review; 

(D) All substantive communications between DIM personnel and per
sons not employed by the executive branch of the Federal Government 
regarding a regulatory action under review shall be governed by the following 
guldelines: (i) A representative from the issuing agency shall be invited 
to any meeting between OIRA personnel and such person(s}: 

(iO OIRA shall forward to the issuing agency, within 10 working days 
of receipt of the communication(s), all written communications, regardless 
of format, between OIRA personnel and: any person wbo is not employed 
by the executive branch of the Federal Government, and the dates and 
names of Individuals Involved fn all substantive oral communications (in
cluding meetings to which an agency representative was invited, but did 
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not attend, and telephone conversations between OIRA personnel and an) 
.uch perIODS); and . 

(Ul) OIRA sh~ pubUcly disclose relevant Infonnatloo about such 
comJDUDicatloo(s). as .et forth below In subsection (b)(4)(C) of thla section. 

. (C) OIRA shaD malntaiD a pubUcly available lOS that shall contain. 
at • minimum. the followlnS lnIormaUon pertinent to regulatory actions· 
under review: 

(I) The statui of .U resulltory actions. including if (and if 10. when 
. and by whom) Vice Presidential and' Presldentlal consideration was re
quested; 

(11) A notation of all· writtea communications forwarded to an issulns 
agency under aubaectlon (b)(4)(B)(1l) 01 this .ection. and 

(Ul) The dates Ind names of individuals involved .In all substantive 
• oral communications. lDcludlns meetlnss and telephone conversation.,·1Je. 

tween OIRA penoDD8l and any perIOn not employed by the executive branch 
of the Federal GovarJllD8nt. and the subject matter dlscussed durins sucb 
communications. 

(0) After the regulatory action has been pubUsbed In the Federalllepter 
or otherwise issued to the public, or after the asency bas announced Its 
decision not to publish·or Issue the regulatory action. OIRA shall make 
available to the public all documentl exchansed between OIRA and the 
Isency durins the review by OIRA UDder this section. 

(5) All information provided to the public by OIRA shall be In plain, 
understandablelaJl8Wl8e •. 
Sec:. 7. Resolution o/ConfUcU. To the extent permitted by law, disagreements 
or confllcb betw.... or among agency heads or between OMB and Iny 
asency that cannot be resolved by the ,Administrator of OIRA .hall be 
resolved by the President. or by the Vice President acting at the request 
of the President, with the relevant agency head (and. as appropriate, other 
interested sovernment offlclals). Vice Presidential and Presidential consider
ation of such dilagreementa may be initiated only by the Director, by the 
head of the Issuing agency. or by the head of an agency that bas a .ignificant 
interest in the regulatory action at issue. Such review will not be undertaken 
at the request of other persons, entities. or their agenta. 

Resolution of such conflicts shall be Informed by recommendations devel
oped by the Vice President, after consultation with Jhe Advisors (and other 
executive branch oftlciala or personnel whose responsibilities to the President 
include the subject matter at issue). The development of these recommenda
tions shall be concluded within 60 days after review has been requested. 

DurinS the Vice Presidential and Presidential review period. cOinmunicatioDS 
with any person not employed by the Federal Government relatins to the 
substance of the regulatory action under review and ciJrected to the Advisors 
or their staffs or to the staff of the Vice President shall be in writing 
and shall be forwarded by the recipient to the affected agency(les) Cor inclu
sion in the public docketfs). When the communication is not ill writing, 
such Advisors. or staff members shall inform the outside party that the 
matter is under review and that any comments should be submitted in 
writins· 
At the end of this review process, the President, or the Vice President 
acting at the request of the President, shall notify the affected agency and 
the Administrator of OIRA of the President's decision with respect to tbe 
matter. 

Sec. 8. PublJcatJon. Except to the extent required by law, an agency shall 
not publish in the Federal Register or otherwise issue to the public any 
regulatory action that is subject to review under section 6 of this Executive 
order until (1) the Administrator of OIRA notifies the agency that OIRA 
has waived its review of the action or has completed ill review without 
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any requestJ for further consideration, or (2) the applicable t1me period 
in section 6(b)(2) expires without OIRA having notified the agency that 
it Is returning the regulatory action for further consideration under section 
6(b)(3), whichever occurs first. If the tenna of the pnJCedlng sentence bave 
Dot been satisfied and an agency wants to publish or otherwise Issue a 
regulatory action, the bead of that agency may request Presidential consIder
ation through the Vice President, aa provided under section 7 of this order. 
Upon receipt of this request, the Vice President shall notify OIM and 
the Advisors. The gufdelln81 and time period set forth in section 7 shall 
apply to the publication of regulatory action. for which Presidential consider· 
ation haa been sought. 

Sec:. 9. Agency Authority. Nothing in thla order shall be construed aa displac
iDg the agenci .. ' authority or respGnsibUiti8l, u authorized by law. 

Sec. 10. Judicial Review. Nothing in this Executive. order shall affect any 
otherwise available Judicial revieYI of l18ency action. Thi. Executive order 
i. intended only to improve the intemal management of the Federal Govern
ment and does not create any right or benefit. substantive or procedural~ 
enforceable at law or equity by • party against the United States, its agencies 
or lnatrumental1tl8l, its officers or employees, or any other person. 

Sec. 11. RevocaUons. Executive Orden Not. 12291 and 12498; all amend
mentl to those Executive orders; all guidelines issued under those orders; 
and any exemptions from those ordera heretofore granted for any category 

. of rule 81'8 revoked. . 

TIlE WHITE HOUSE, 
September 30, 1993. 

EdiIorW .... Por the Presldeat'. I'8DW'b OD .1p1Da thU Exec:ud.. order, _ laue 3. 
of the WNk/y Compilation 01 Prw6idflllt.loJ Documenu. 
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EVTIWOTE '10 Call for Papers 

2010 Elec.tronlc Voting Technology Workshopl 
Workahop on Truatworthy Electlona (EVTIWOTE '10) 
August 9-10, 2010 
Washington, DC 

Site Map 

Sponsored by USENIX: The Advanced Computing Systems Association; ~CCURATE: A 
Center for Correct, Usable, Reliable, Audltable, and Transparent Elections; and lAl&.S.S: The 
Intemational Association for Voting System ScIences 

EVTIWOTE '10 will be co-Iocated with the 19th USENIX Security Symposium (USENIX 
Security '10), which will take place August 11-13, 2010. 

Important Dates 

• Submissions due: April 11, 2010,11:59 p.m. PDT 

• Notification of acceptance: Mliy 28, 2010 , 
• Final paper files due: June 23, 2010 

Workshop Organize,.. 
Program Co-Cha',.. 
Doug Jones, University of Iowa 
Jean-Jacques Quisquater, Universit' catholique de Louvain 
Eric Rescor1a, RTFM, Inc . 

Program CommlttH 
Josh Benaloh, Microsoft Research 
Aaron Burstein, University of Callfomia, Berkeley 
Michael Byme, Rice University 
Jeremy Epstein, SRI 
Ari Feldman, Princeton University 
Rap Gonggrljp 
Alex Halderman, University of Michigan, Ann Atbor 
Joseph Lorenzo Hall, University of Callfomla, Berkeley, and Princeton University 
John Kelsey, Nationa/lnstitute of Standards and Technology 
Sharon Laskowski, National Institute of Standards and Technology 
Mark Lindeman, Bard College 
Ron Rivest, Massachusetts Institute of Technology 
Peter Ryan, University of Luxembourg 
Olivier Pereira, Universitfl catholique de Louvain 
Hovav Shacham, University of Callfomia, San Diego 
Vanessa Teague, University of Melboume 
Dan Wallach, Rice University 

Overview 
In many countries, most votes are counted and transported electronically, but there are 
numerous practical and policy implications of introducing electronic machines into the voting 
process. Both voting technology and its regulations are very much in flux. with open concerns 
including accuracy, reliability, robustness. security, transparency, equality, privacy, usability, 
and accessibility. . 

USENIX. ACCURATE, and IAVoSS are sponsoring the 2010 Electronic Voting Technology 
WorkshoplWorkshop on Trustworthy Elections (EVTIWOTE '10). EVTIWOTE brings together 
researchers from a variety of disciplines, ranging from computer science and human-computer 
interaction experts through political scientists, legal experts, election administrators. and voting 
equipment vendors. EVTIWOTE seeks to publish original research on important problems in all 
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aspects of electronic voting. 

EVTIWOTE '10 will be a two-day event, Monday, August 9, and Tuesday, August 10, 2010, co
located with the 19th USENIX Security Symposium in Washington, DC. In addition to paper 
presentations, the workshop may include panel discussions with substantial time devoted to 
questions and answers. The workshop papers will be published electronically. Attendance at 
the workshop will be open to the public, although talks and refereed paper presentations will be 
by invitation only. There will be an award for the best paper. 

Workshop Topics 
Papers are solicited in all areas related to electronic voting, including but not limited to: 
• Accessibility 
• Analysis oUattacks on existing voting technologies 
• Auditing 
• Ballot integrity 
• Ballot secrecy 
• Case studies from the real world of elections 
• Case studies of electronic voting experiments 
• Design and implementation of new voting technologies 
• Forensics 
• Formal security analysis 
• Impact of source code disclosure or nondisclosure 
• Issues with and evolution of voting technology standards 
• Legal issues including intellectual property 
• Receipts and coercion resistance 
• Risk assessement 
• System testing methodologies 
• Usability 
• Verifiable eleetlon systems 
• Vote collection/recording 
• Vote tabulation 
• Voter authentication 
• Voter privacy and/or anonymity 
• Voter registration and pre-voting processes 
• Voting technology standards 

Submission Instructions 
Papers are due by Friday, April 16, 2010, at 11:59 p.m. PDT (firm deadline). All submissions 
will be made online via the Web form. Submissions should be finished, complete papers. 

Paper submissions should be about 10 to a maximum of 16 typeset pages, formatted in one 
column, using 11 point Times Roman type on 12 point leading, in a text block of 6.5" by 9". 
Once accepted, papers must be reformatted to fit in 8 to 16 pages in a two-column format, 
using 10 point Times Roman type on 12 point leading, in a text block of 6.5" by 9". If you wish, 
please make use of this LaTeX style file and sample LaTeX file (see the corresponding PDF 
hece.) when preparing your paper for submission. The page limits are intended to include the 
bibliography and any appendices. Reviewers may not take into consideration any portion of a 
submission that is over the stated limit. 

Paper submissions must be anonymized: both author names and author affiliations must be 
removed; acknowledgements and other clear markers of affiliation (e.g., "we used data from 
XXX University") should be removed or rewritten; self-citations should be rewritten to be neutral 
(e.g., "In previous work, Smith showed ... "). 

Submissions must be in PDF format (i.e., processed by Adobe's Acrobat Distiller or equivalent). 
Note that LaTeX users can use the "dvipdf' command to convert a DVI file into PDF format. 
Please make sure your submission can be opened using Adobe Acrobat 4.0. 

All submissions will be judged on originality, relevance, correctness, and clarity. Simultaneous 
submiSSion' of the same work to multiple venues, submission of previously published work, or 
plagiarism constitutes dishonesty or fraud. USENIX, like other scientific and technical 
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?Need helD? 

Last changed: 3 March 2010 ch 

conferences and journals, prohibits these pradices and may take adion against authors who 
have committed them. See the USENIX Conference Submissjons Policy for details. If authors 
have relevant submissions in other venues that are under review at the same time as their 
submission to the workshop, they should separately notify the program co-chairs. Questions? 
Contad your program co-chairs, e.y.twQt~1Q~airl@Ysenilt.Qfg, or the USENIX office, 
submislionspolicy@usenjx.org. 

Papers accompanied by nondisclosure agreement forms will not be considered. Accepted 
submissions will be treated as confidential prior to publication on the USENIX EVTIWOTE '10 
Web site; rejeded submissions will be permanently treated as confidential. 

Authors will be notified of acceptance by Wednesday, May 26,2010. The final paper due date 
is Wednesday, June 23, 2010 (firm deadline). Each accepted submission may be assigned a 
member of the program committee to ad as its shepherd through the preparation of the final 
paper. The assigned member will ad as a conduit for feedback from the committee to the 
authors. 

All papers will be available online to registered attendees before the workshop. If your accepted 
paper should not be published prior to the event, please notify gmgygion@usenix.org. The 
papers will be available online to everyone beginning on the first day of the workshop, August 
9, 2010. ' 

SpeCific questions about submissions may be sent to the program co-chairs at 
eYJw~t~.tQgt'Lairs@usenix.org. 
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Types of Priorities 
When inviting applications for a 

competition using one or more 
priorities, we designate the type of each 
priority as absolute, competitive 
preference, or invitational through a 
notice the Federal Register. The effect 
of each type of priority follows: 

Absolute priority: Under an absolute 
priority, we consider only applications 
that meet the priority (34 CFR 
75.105(c)(3)). 

Competitive preference priority: 
Under a competitive preference priority, 
we give competitive preference to an 
application by (1) awarding additional 
points, depending on the extent to 
which the application meets the priority 
(34 CFR 75.105(c)(2)(i)); or (2) selecting 
an application that meets the priority 
over an application of comparable merit 
that does not meet the priority (34 CFR 
75.105(c)(2)(ii)). 

Invitational priority: Under an 
invitational priority, we are particularly 
interested in applications that meet the 
priority. However, we do not give an 
application that meets the priority a 
preference over other applications (34 
CFR 75.105(c)(1)). 

Final Priority: We will announce the 
final priority in a notice in the Federal 
Register. We will determine the final 
priority after considering responses to 
this notice and other information 
available to the Department. This notice 
does not preclude us from proposing 
additional priorities, requirements, 
definitions, or selection criteria, subject 
to meeting applicable rulemaking 
requirements. 

Note: This notice does not solicit 
applications. In any year in which we choose 
to use this priority, we invite applications 
through a notice in the Federal Register. 

Executive Order 12866: This notice 
has been reviewed in accordance with 
Executive Order 12866. Under the terms 
of the order, we have assessed the 
potential costs and benefits of this 
proposed regulatory action. 

The potential costs associated with 
this proposed regulatory action are 
those resulting from statutory 
requirements and those we have 
determined as necessary for 
administering this program effectively 
and efficiently. 

In assessing the potential costs and 
benefits—both quantitative and 
qualitative—of this proposed regulatory 
action, we have determined that the 
benefits of the proposed priority justify 
the costs. 

Discussion of Costs and Benefits 

The benefits of the Disability and 
Rehabilitation Research Projects and 

Centers Programs have been well 
established over the years in that similar 
projects have been completed 
successfully. This proposed priority will 
generate new knowledge through 
research and development. 

Another benefit of this proposed 
priority is that the establishment of a 
new RRTC will improve the lives of 
individuals with disabilities. The new 
RRTC will disseminate and promote the 
use of new information that will 
improve the options for individuals 
with disabilities to obtain, retain, and 
advance in employment. 

Intergovernmental Review: This 
program is not subject to Executive 
Order 12372 and the regulations in 34 
CFR part 79. 

Accessible Format: Individuals with 
disabilities can obtain this document in 
an accessible format (e.g., braille, large 
print, audiotape, or computer diskette) 
by contacting the Grants and Contracts 
Services Team, U.S. Department of 
Education, 400 Maryland Avenue, SW., 
room 5075, PCP, Washington, DC 
20202–2550. Telephone: (202) 245– 
7363. If you use a TDD, call the FRS, toll 
free, at 1–800–877–8339. 

Electronic Access to This Document: 
You can view this document, as well as 
all other documents of this Department 
published in the Federal Register, in 
text or Adobe Portable Document 
Format (PDF) on the Internet at the 
following site: http://www.ed.gov/news/ 
fedregister. To use PDF you must have 
Adobe Acrobat Reader, which is 
available free at this site. 

Note: The official version of this document 
is the document published in the Federal 
Register. Free Internet access to the official 
edition of the Federal Register and the Code 
of Federal Regulations is available on GPO 
Access at: http://www.gpoaccess.gov/nara/ 
index.html. 

Dated: April 20, 2010. 
Alexa Posny, 
Assistant Secretary for Special Education and 
Rehabilitative Services. 
[FR Doc. 2010–9511 Filed 4–22–10; 8:45 am] 

BILLING CODE 4000–01–P 

ELECTION ASSISTANCE COMMISSION 

Request for Substantive Comments on 
the EAC’s Proposed Requirements for 
the Testing of Pilot Voting Systems To 
Serve UOCAVA Voters; Correction 

AGENCY: United States Election 
Assistance Commission. 
ACTION: Notice; correction. 

SUMMARY: This is a correcting to provide 
for a thirty day public comment period 

as reflected by commission tally vote. 
The original notice incorrectly provided 
for a fifteen day public comment period. 
The U.S. Election Assistance 
Commission (EAC) is publishing for 
public comment a set of proposed 
requirements for the testing of pilot 
voting systems to be used by 
jurisdictions to serve Uniformed and 
Overseas voters. 
FOR FURTHER INFORMATION CONTACT: 
Matthew Masterson, Phone (202) 566– 
3100, e-mail 
votingsystemguidelines@eac.gov. 

Correction 
In the Federal Register of March 31, 

2010, on page 16090, in the first 
column, correct the DATE caption to 
read: 
DATES: Comments must be received on 
or before 4 p.m. EST on April 30, 2010. 

Alice Miller, 
Chief Operating Officer, U.S. Election 
Assistance Commission. 
[FR Doc. 2010–9384 Filed 4–22–10; 8:45 am] 

BILLING CODE 6820–KF–P 

DEPARTMENT OF ENERGY 

Agency Information Collection 
Extension 

AGENCY: U.S. Department of Energy. 
ACTION: Notice and request for 
Comments. 

SUMMARY: The Department of Energy 
(DOE), pursuant to the Paperwork 
Reduction Act of 1995, intends to 
extend, for three years, an information 
collection request with the Office of 
Management and Budget (OMB). 
Comments were invited on: (a) Whether 
the extended collection of information 
is necessary for the proper performance 
of the functions of the agency, including 
whether the information shall have 
practical utility; (b) the accuracy of the 
agency’s estimate of the burden of the 
proposed collection of information, 
including the validity of the 
methodology and assumptions used; (c) 
ways to enhance the quality, utility, and 
clarity of the information to be 
collected; and (d) ways to minimize the 
burden of the collection of information 
on respondents, including through the 
use of automated collection techniques 
or other forms of information 
technology. 
DATES: Comments regarding this 
proposed information collection must 
be received on or before June 22, 2010. 
If you anticipate difficulty in submitting 
comments within that period or if you 
want access to the collection of 
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u. S. Election Assistance Commission 
Voting System Testing and Certification Program 
1225 New York Avenue, NW, Suite 1100 
Washington, DC. 20005 

Recommendation for EAC Certification 

To: Tom Wilkey, Executive Director/Decision Authority 

From: Brian Hancock, Director, Testing and Certification Program 

Date: April 2, 20 I 0 

RE: Waiver Request: Submission of Voting System Pilot Program Testing and Certification 

Manual For I5-day public comment period 

Per the EAC's Notice and Public comment policy I am requesting a waiver from the 30-day 
public comment period under the policy and placing the document out Jor a I5-day public 
comment period. The reason for the shortened public comment period is to allow for the pilot 
certification program to be established in a timely manner in order to allow UOCA V A pilot 
systems to be submitted under the program in time to allow them to be used in the 2010 general 
election should a manufacturer desire to do so. In addition, because much ofthe manual is taken 
from already approved EAC manuals there is very little new material to review for comment. 

Please indicate if the waiver is granted below: 

I/"Waiver Granted 

Waiver Denied 
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[FR Doc. 05–12685 Filed 6–28–05; 8:45 am] 
BILLING CODE 6820–KF–C

ELECTION ASSISTANCE COMMISSION

Proposed Guidance on Voluntary 
Voting System Guidelines

AGENCY: United States Election 
Assistance Commission (EAC).
ACTION: Notice of proposed voluntary 
Voting System Guidelines and request 
for comments. 

SUMMARY: EAC is proposing Voluntary 
Voting System Guidelines pursuant to 
sections 221 and 222 of the Help 
America Vote Act of 2002 (HAVA) 
which was passed by Congress to 
modernize the administration of Federal 
elections. This marks the first time in 
our nation’s history that the Federal 
Government has funded an election 
reform effort. HAVA provides Federal 
funding to help the States meet the 
law’s uniform and non-discretionary 
administrative requirements, which 
include the following new programs and 
procedures: (1) Provisional voting, (2) 
voting information, (3) statewide voter 
registration lists and identification 
requirements for first-time registrants, 
(4) administrative complaint 
procedures, and (5) updated and 
upgraded voting equipment. 

HAVA also established the U.S. 
Election Assistance Commission (EAC) 
to administer the Federal funding and to 
provide guidance to the States in their 
efforts to comply with the HAVA 
administrative requirements. Section 
202 directs the EAC to adopt voluntary 
voting system guidelines, and to provide 
for the testing, certification, 
decertification, and recertification of 
voting system hardware and software. 
The purpose of the guidelines is to 
provide a set of specifications and 
requirements against which voting 
systems can be tested to determine if 
they provide all the basic functionality, 
accessibility, and security capabilities 
required of voting systems. 

This document, the Voluntary Voting 
System Guidelines, is the third iteration 
of national level voting system 
standards. The Federal Election 
Commission published the Performance 
and Test Standards for Punchcard, 
Marksense and Direct Recording 
Electronic Voting Systems in 1990. This 
was followed by the Voting Systems 
Standards in 2002. 

As required by HAVA, EAC formed 
the Technical Guidelines Development 
Committee (TGDC) to develop an initial 
set of recommendations for the 
Guidelines. This committee of 15 

experts began their work in July 2004 
and submitted their recommendations 
to the EAC in the 9-month timeline 
prescribed by HAVA. The TGDC was 
provided with technical support by the 
National Institute for Standards and 
Technology (NIST), who was given 
nearly $3 million dollars by the EAC to 
complete this work. This funding 
represents the first time the Federal 
Government has spent a significant 
amount of money on setting guidelines 
for voting systems. These latest 
Guidelines update and augment the 
2002 Voting Systems Standards to 
address increasingly complex voting 
system technology. Specifically, the 
2005 Guidelines address the critical 
topics of accessibility, usability, and 
security. These Guidelines are 
voluntary. States may adopt them in 
whole, in part, or not at all. States may 
also choose to enact stricter 
performance requirements for certifying 
their voting systems. 

The Guidelines consist of two 
volumes. Volume I, entitled ‘‘Voting 
System Performance Guidelines,’’ 
includes new requirements for 
accessibility, voting system software 
distribution, system setup validation, 
and the use of wireless 
communications. This volume also 
includes a set of optional requirements 
for a Voter Verified Paper Audit Trail 
component for Direct Recording 
Electronic voting systems for use by 
those States that have decided to require 
this feature for their voting systems. In 
addition, it contains an updated 
glossary and a conformance clause. 
Volume II, entitled ‘‘Voting System 
National Certification Guidelines,’’ has 
been revised to reflect the new EAC 
process for national certification of 
voting systems. This process will go into 
effect in 2005 and will replace the 
voting system qualification process that 
has been conducted by the National 
Association of State Election Directors 
since 1994. Volume II also includes an 
updated appendix on procedures for 
testing system error rates. Terminology 
in both volumes has been revised to 
reflect new terminology introduced by 
HAVA. The following provides a 
summary of the contents of each 
volume. 

Volume I Summary: Volume I, the 
Voting System Performance Guidelines, 
describes the requirements for the 
electronic components of voting 
systems. It is intended for use by the 
broadest audience, including voting 
system developers, manufacturers and 
suppliers; voting system testing labs; 
state organizations that certify systems 
prior to procurement; state and local 
election officials who procure and 

deploy voting systems; and public 
interest organizations that have an 
interest in voting systems and voting 
system standards. It contains the 
following sections: 

• Section 1 presents the objectives 
and usage of the Guidelines, definitions 
of types of voting systems, and a 
discussion of how the guidelines and 
testing specifications are applied. It also 
contains a conformance clause. 

• Section 2 describes the functional 
capabilities required of voting systems. 

• Sections 3 through 5 describe 
specific performance standards for 
election system hardware, software and 
telecommunications.

• Section 6 is a significantly 
expanded section on security 
requirements for voting systems. It 
includes new material for the secure 
distribution of voting system software 
and for verifying that voting systems are 
operating with the correct software. 
There are also new requirements for the 
use of wireless communications. Since 
some States have decided to require a 
voter verified paper audit trail 
component for their direct recording 
electronic (DRE) voting systems, 
requirements are included to support 
appropriate testing of these components. 
These requirements are optional 
because there are other currently 
available technologies besides paper 
audit trails that can be employed to 
provide a second method, in addition to 
the DRE summary screen, for voters to 
verify their ballot choices. There was 
insufficient time to develop 
requirements for these other 
technologies for the present Guidelines, 
but these technologies, including audio, 
video, and cryptographic means, will be 
addressed in the near future. 

• Sections 7 and 8 describe 
requirements for vendor quality 
assurance and configuration 
management practices and the 
documentation required about these 
practices for the certification process. 

• Appendix A contains a glossary of 
terms. 

• Appendix B provides a list of 
documents incorporated into the 
Guidelines by reference, as well as 
documents used in preparation of the 
Guidelines. 

• Appendix C contains best practices 
for election officials regarding 
accessibility, paper audit trails, and 
wireless. 

• Appendix D presents an 
informational discussion of 
independent dual verification which is 
a concept being examined for potential 
future application to voting systems. In 
essence, this is a methodology to 
produce multiple independent records 
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of ballot choices for verification 
purposes. Voter verified paper audit 
trails do not provide independent 
verification because the printer prints 
from the same data source that produces 
the DRE summary screen display. 

• Appendix E contains the NASED 
Voting System Standards Board 
Technical Guide #1 on color and 
contrast adjustment for individuals with 
low vision or color blindness. 

Volume II Summary: Volume II, the 
Voting System National Certification 
Testing Guidelines, is a complementary 
document to Volume I. Volume II 
provides an overview and specific detail 
of the national certification testing 
process, which is performed by 
independent voting system test labs 
accredited by the EAC. It is intended 
principally for use by vendors, test labs, 
and election officials who certify, 
procure, and accept voting systems. 
This volume contains the following 
sections: 

• Section 1 presents an overview of 
the testing guidelines and the national 
certification testing process. 

• Section 2 provides a description of 
the Technical Data Package that vendors 
are required to submit with their system 
for certification testing. 

• Section 3 describes the basic 
functionality testing requirements.

• Sections 4 through 6 define the 
requirements for hardware, software and 
system integration testing. 

• Section 7 describes the required 
examination of vendor quality assurance 
and configuration management 
practices. 

• Appendix A provides the 
requirements for the National 
Certification Test Plan that is prepared 
by the voting system test lab and 
provided to the EAC for review. 

• Appendix B describes the scope 
and content of the National Certification 
Test Report which is prepared by the 
test lab and delivered to the EAC along 
with a recommendation for certification. 

• Appendix C describes the guiding 
principles used to design the voting 
system certification testing process. It 
also contains a revised section on 
testing system error rates. 

The format of the Guidelines is 
intended to facilitate ease of identifying 
new information and comparison with 
the 2002 Voting Systems Standards. 
New material is indicated by a gray-
shaded header with the words ‘‘NEW 
MATERIAL,’’ and includes line 
numbers. Material essentially carried 
forward in its entirety from the 2002 
Voting Systems Standards remains in its 
original format and does not include 
line numbers. Selected portions of this 
material have been revised to reflect the 

EAC process for voting system 
certification, specifically Volume I, 
Section 1.6.1, and Volume II Section 1. 
Updates have been made throughout to 
include new terminology introduced by 
HAVA. 

Comments: The Voluntary Voting 
System Guidelines is provided for 
comment by the public for the next 90 
days. All comments must be received by 
EAC on or before 5 p.m. EDT on 
September 30, 2005. All comments will 
posted on the EAC Web site. The EAC 
is provided several alternative methods 
for submitting comments. 

• On-line electronic comment form at 
http://www.eac.gov.

• By e-mail to 
votingsystemguidelines@eac.gov.

• By mail to Voting System 
Guidelines Comments, U.S. Election 
Assistance Commission, 1225 New York 
Ave, NW., Suite 1100, Washington, DC 
20005. 

• By fax to Voting System Guidelines 
Comments at (202) 566–3127. 

EAC requests that comments be 
provided according to the following 
specifications: 

(1) Comments regarding a particular 
section should be designed by the page, 
line (if included) and section number to 
which the comment refers. 

(2) Comments regarding a term that is 
included or that should be added to the 
glossary should reference the term and 
page number to which the comment 
refers. 

(3) General comments regarding the 
entire document or comments that refer 
to more than one section should be 
made as specifically as possible so that 
EAC can clearly understand to which 
portion(s) of the documents the 
comment refers. 

(4) To the extent that a comment 
suggests a change in the wording of a 
requirement or section of the 
Guidelines, please provide proposed 
language for the suggested change. 

To obtain a copy of the voluntary 
voting system guidelines: Due to the fact 
that the Voluntary Voting System 
Guidelines is more than 250 pages in 
length, the entire documents has not 
been attached to this notice. A complete 
copy of the Voluntary Voting System 
Guidelines is available from EAC in 
electronic or hard copy format. An 
electronic copy can be downloaded in 
PDF format or read in HTML version on 
EAC’s Web site, http://www.eac.gov. In 
addition, interested persons may obtain 
a hard copy or CD–ROM electronic copy 
from EAC by contacting Voting System 
Guidelines, via fax at 202–566–3128, via 
e-mail at 
VotingSystemGuidelines@eac.gov, or via 
mail at Voting System Guidelines, U.S. 

Election Assistance Commission, 1225 
New York Avenue, NW., Suite 1100, 
Washington, DC 20005. You may also 
request by phone at (866) 747–1471. 
Please specify whether a hard copy or 
electronic copy is desired.
FOR FURTHER INFORMATION CONTACT: 
Carol A. Paquette, Phone (202) 566–
3125, fax (202) 566–3128, e-mail 
cpaquette@eac.gov.

Thomas R. Wilkey, 
Executive Director, U.S. Election Assistance 
Commission.
[FR Doc. 05–12859 Filed 6–28–05; 8:45 am] 
BILLING CODE 6820–KF–M

DEPARTMENT OF ENERGY

Office of Energy Efficiency and 
Renewable Energy 

Federal Energy Management Advisory 
Committee

AGENCY: Department of Energy.
ACTION: Notice of open meeting.

SUMMARY: This notice announces an 
open meeting of the Federal Energy 
Management Advisory Committee 
(FEMAC). The Federal Advisory 
Committee Act (Public Law 92–463, 86 
Stat. 770) requires that these meetings 
be announced in the Federal Register to 
allow for public participation. This 
notice announces the tenth FEMAC 
public meeting, an advisory committee 
established under Executive Order 
13123—‘‘Greening the Government 
through Efficient Energy Management.’’
DATES: Monday, August 15, 2005; 6 to 
7 p.m.
ADDRESSES: Long Beach Convention 
Center, 300 East Ocean Boulevard, 
Room 101, Long Beach, CA 90802.
FOR FURTHER INFORMATION CONTACT: Rick 
Klimkos, Designated Federal Officer, 
Office of Federal Energy Management 
Programs, U.S. Department of Energy, 
1000 Independence Avenue, SW., 
Washington, DC 20585; (202) 586–8287.
SUPPLEMENTARY INFORMATION: 

Purpose of the Meeting: To seek input 
and feedback from interested parties on 
working group recommendations to 
meet mandated Federal energy 
management goals. 

Tentative Agenda: Agenda will 
include discussions on the following 
topics: 
Æ Update on FEMAC Working 

Groups. 
Æ Discussion on FEMAC priorities. 
Æ Open discussion with public. 
Public Participation: In keeping with 

procedures, members of the public are 
welcome to observe the business of the 
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United States 
Election Assistance Commission 
1225 New York Avenue N.W. - Suite 1100 

Washington, DC 20005 

For Immediate Release 

10/31/2007 

Contact: 

Bryan Whitener, Jeannie Layson 

(202) 566-3100 

EAe Seeks Public Comment on TGDC's Recommended Voluntary Voting System 
Guidelines -- Online Comment Tool Now Available 

WASHINGTON - The United States Election Assistance Commission (EAC) has launched the first of 

two public comment periods on the draft voluntary voting system guidelines (VVSG) prepared by EAC's 

Technical Guidelines Development Committee (TGDC). The public is now able to submit comments 

about the draft guidelines by accessing the comment tool available at www.eac.gov. The public will also 

be able to view the comments submitted. Comments will be accepted through the online comment tool 

or by mailing them to EAC at 1225 New York Avenue NW, Suite 1100, Washington DC, 20005. 

"The initial public comment phase is only the first step in EAC's inclusive and thorough approach as we 

move toward the adoption of the next iteration of voluntary voting system guidelines," said EAC Chair 

Donetta Davidson. "Throughout the process, public input and involvement will be extremely important 

to the EAC, and we will review each and every comment that is submitted. We strongly encourage 

everyone to participate in this important review process." 

The draft guidelines were prepared by the TGDC and delivered to EAC in August and posted on the 

EAC's Web site. The introduction ofthe public comment tool launches the first offour phases leading to 

the adoption of a final version. 

Phase I - The EAC submits the TGDC's draft document to the Federal Register and launches the first 
public comment phase with an online comment tool available at www.eac.gov. The public comment 

period will last for 120 days and all comments will be made public. Also during this phase the EAC will 

hold public meetings with stakeholders to discuss the proposed guidelines. 

Phase II - The EAC will collect and review all public comments submitted on the TGDC draft. After 

consideration of all public comments, the EAC will perform an internal review. 

Phase III - Based upon public comment and internal review of the TGDC document, the EAC will 

develop and publish its draft version in the Federal Register. The public will have another 120 

days to comment on the EAC draft version. The EAC will conduct public hearings about its draft 

version. 

Phase IV - The EAC will collect and review all comments submitted and make final modifications. The 

final version of the VVSG will be adopted by vote of the Commission at a public meeting and then 

published in the Federal Register. 



One of EAC's most important mandates under the Help America Vote Act (HAVA) is the testing, 

certification, decertification, and recertification of voting system hardware and software. The VVSG 

provide a set of specifications and requirements against which voting systems can be tested to 

determine if they provide all the basic functionality, accessibility, and security capabilities required of 

voting systems. According to HAVA, adoption of the VVSG at the state level is voluntary. However, 

states may formally adopt the VVSG, making these guidelines mandatory in their jurisdictions. 

The draft guidelines, which were prepared by the TGDC, are a complete re-write of the 2005 guidelines, 

intended to address the next generation of voting systems. These guidelines contain new and expanded 

material in the areas of reliability and quality, usability and accessibility, security, and testing. The draft 

guidelines require software independence, a concept created for purposes of the TGDC draft as a high 

level security requirement for all voting systems. According to the TGDC draft guidelines, software 

independence can be achieved through the use of independent voter verifiable records (IVVR) or 

through the innovation class. Additionally, the TGDC draft recommends open-ended vulnerability 

testing (OEVT), a testing method designed to bring greater security to voting systems in the polling 

place. 

History of Voting System Standards and Guidelines 

The first set of national voting system standards was created in 1990 by the Federal Election 

Commission (FEC). In 2002, the FEC updated the standards (2002 VSS). With the passage of the Help 

America Vote Act of 2002 (HAVA), EAC was assigned the responsibility of updating these standards, 

which would be known as the Voluntary Voting System Guidelines. HAVA also instructed the EAC, 

along with its Federal advisory committee, the Technical Guidelines Development Committee (TGDC), 

and the National Institute of Standards and Technology (NIST), to work collaboratively to develop the 

VVSG. 

On December 13,2005, the EAC adopted the VVSG. Before the adoption ofthe VVSG, the EAC 

conducted a thorough and transparent public comment process. After conducting an initial review of 

the draft VVSG, the EAC released the two-volume proposed guidelines for 90-day public comment 

period; during this period, the EAC received more than 6,000 comments. Each comment was reviewed 

and considered before the document was finalized and adopted, and all comments were posted on the 

EAC Web site. The EAC held public hearings about the VVSG in New York City, NY; Pasadena, CA; and 

Denver, CO. The final version was adopted at the public meeting in December 13, 2005. 

EAC is an independent bipartisan commission created by the HAVA. EAC serves as a national clearinghouse and 
resource of information regarding election administration. It is charged with administering payments to states 
and developing guidance to meet HA VA requirements, adopting voluntary voting system guidelines, and 
accrediting voting system test laboratories and certifying voting equipment. It is also charged with developing 

and maintaining a national mail voter registrationform. Thefour EAC commissioners are Donetta Davidson, 
chair; Rosemary Rodriguez, vice chair; Caroline Hunter; and Gracia Hillman. 

### 



 

Appendix IV: Comments from the Election 

Assistance Commission 

 

 

Appendix IV: Comments from the Election 
Assistance Commission 

 

 

Page 47 GAO-07-774  Elections 



 

Appendix IV: Comments from the Election 

Assistance Commission 

 

 

 

 

 

Page 48 GAO-07-774  Elections 



 

 

 
Computer Science and Telecommunications Board 500 Fifth Street, NW 

 Washington, DC 20001 
 Phone: 202 334 2605 
 Fax: 202 334 2318 
 E-mail: cstb@nas.edu 
 www.cstb.org 

  
July 20, 2006 

 
Lawrence Brandt 
Program Director  
Information Integration & Informatics (III) Cluster  
Directorate for Computer and Information Sciences and Engineering 
National Science Foundation 
4201 Wilson Boulevard 
Arlington, Virginia 22230 
 

Dear Dr. Brandt:  

 
With this letter report,1 the National Research Council’s Committee on a 

Framework for Understanding Electronic Voting (Appendix A) seeks to provide some 
idea of the current state of readiness for electronic voting in jurisdictions across the 
United States and to gauge what progress has been made since the publication of the 
committee’s 2005 report, Asking the Right Questions About Electronic Voting.2  This 
second report of the committee is based on a May 2006 workshop that brought together 
a number of knowledgeable and thoughtful local, state, and federal election officials 
(Appendix B) who shared their perspectives and experiences with the committee.3  
Presentations and discussions at the workshop made clear that many of the issues 

                                            
1 The preparation of this letter report was supported under National Science 

Foundation Award Number IIS-0436133. However, in accordance with National 
Research Council policy, the NSF did not review this report before publication, and the 
opinions, findings, conclusions, or recommendations expressed in this publication are 
those of the authors and do not necessarily reflect the views of the NSF. 

2 For more information, see National Research Council, Asking the Right 
Questions About Electronic Voting, The National Academies Press, Washington, D.C., 
2005.  See also http://www.cstb.org/pub_evoting.html. 

3 The analysis, conclusions, and recommendations presented in this letter report 
are the responsibility of the committee alone and should not be attributed to these 
officials or anyone else.  Furthermore, the justification for the committee’s conclusions 
and recommendations does not lie in a statistically valid sampling of the nation’s voting 
jurisdictions but is instead based on a mix of inputs.  Testimony to the committee by the 
officials listed in Appendix B was intended to put a human and contemporary face on 
the nature of difficulties that jurisdictions are likely to face if problems arise in 
conducting the November 2006 elections. 
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discussed in Asking the Right Questions remain open and quite fluid as the nation 
approaches the 2006 elections—these issues include reliability, usability, security, 
training, education, and testing/certification.   

The scope of this letter report is restricted to readiness for using electronic voting 
systems, by which is meant the systems with which voters interact directly to cast their 
ballots.  Direct recording electronic (DRE) systems are the most obvious example, but 
electronic voting systems also include optical scan systems.  In these latter systems, 
the voter marks his or her preferences on a physical paper ballot; the ballot is then read 
by an optical scanner, and the vote is passed to a tabulation mechanism for counting.  
This report is concerned primarily with readiness for the November 2006 elections, 
rather than with longer-term issues.  For a discussion of longer-term issues, the reader 
is advised to consult Asking the Right Questions. 

CURRENT STATUS OF PREPARATION FOR THE NOVEMBER 2006 ELECTIONS 

On the basis of the testimony of the local, state, and federal election officials 
present at the workshop, the expertise developed by the committee in preparing its 
September 2005 report, and the experience and background of individual committee 
members, the committee believes that some jurisdictions—and possibly many—may not 
be well prepared for the arrival of the November 2006 elections with respect to the 
deployment and use of electronic voting equipment and related technology, and anxiety 
about this state of affairs among election officials is evident in a number of jurisdictions.  
Several factors appear to contribute to this unease and concern: 

 
• Compliance deadlines tied to the November 2006 elections that are required by 

the Help America Vote Act (HAVA).  Some states and jurisdictions have failed to 
meet HAVA-mandated deadlines already, and others are likely to miss deadlines 
tied to the November 2006 election (and thus will carry out the fall elections with 
equipment and systems that are not HAVA-compliant), although it remains to be 
seen what legal or political consequences, if any, will flow from these missed 
deadlines.  Other jurisdictions will meet HAVA deadlines in a technical sense but 
may not be able to fulfill certain key HAVA objectives, such as increasing voting 
booth accessibility for disabled voters or reducing the error rate in the ballots 
cast.4  In still other cases, jurisdictions rushing to meet deadlines for HAVA 
compliance might have done so in counterproductive ways, such as by buying 
equipment that is not up to par, using software that may not be fully compatible 
with existing applications, not becoming sufficiently familiar with vendor products, 
and so on. 

• State legislative activity.  Entirely apart from HAVA, many states have imposed 
additional requirements for election equipment and have set new requirements 
for election procedures.  For example, at least 26 states have passed laws 
mandating that voter-verified paper audit trails (VVPATs) be provided for voting 

                                            
4 Issues related to reducing voter error rates are discussed in Asking the Right 

Questions, pp. 82-95. 
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equipment that will be used in the November elections.5  For some of the states 
that are using retrofitted DRE systems, the 2006 primary election represents the 
first large-scale use of VVPAT-equipped voting systems.6  That is, the concept of 
voter verification of votes cast on DRE systems has never been tested on a large 
scale in any U.S. election, and the impact of this particular capability on election 
results and public confidence in them has yet to be seen. 

• Security.  Security issues remain prominent in the public debate about voting 
technologies.7  For example, even as the committee was meeting, concerns were 
spreading about a new vulnerability discovered in one prominent vendor’s 
equipment.8   On June 27, 2006, New York University’s Brennan Center for 
Justice released a report focusing on security vulnerabilities in electronic voting 
machines.9 Physical security was also discussed at the workshop—with one 
official recounting the difficulties in providing adequate warehousing space for 
her e-voting equipment, as well as concerns about how to transport such 
equipment safely and securely.   

• Vendor performance.  Several workshop participants in contractual relationships 
with two prominent vendors reported on nontrivial problems with poorly designed, 
poorly tested, or poorly constructed e-voting equipment.  For example, 
equipment has been delivered with many sample defects, including such things 
as sharp edges on machines and broken legs on machine stands.  In other 
cases, some vendors are meeting promises regarding delivery of equipment by 
supplying for shared use equipment that has been used in other jurisdictions.  
Such sharing has been possible when (primary) elections are held on different 
dates, but this tactic obviously cannot be used on November 7, 2006. 

• Poll worker availability.10  In some jurisdictions, the availability of trained poll 
workers may be an issue in the fall.  Some election officials at the workshop 

                                            
5 See, for example, http://www.verifiedvoting.org. 
6 A modern DRE system usually has a screen that displays the ballot to voters.  

For accepting input, some have touch screens, while others use mechanical selection 
devices.  When the voter is finished voting, the voter takes some action in front of the 
machine to finalize his or her ballot.  When a VVPAT is attached to the system, the 
voter has the opportunity to view a paper record of his or her vote that is then stored 
with the system just before the finalization action is taken.  See Asking the Right 
Questions, pp. 39-42. 

7 For more discussion of security issues, see Asking the Right Questions, pp. 57-
82. 

8 See Monica Davey, “New Fears of Security Risks in Electronic Voting Systems,” 
New York Times, May 12, 2006.  Available at 
http://www.nytimes.com/2006/05/12/us/12vote.html?ex=1305086400&en=5b3554a76aa
d524a&ei=5090&partner=rssuserland&emc=rss. 

9 Brennan Center Task Force on Voting System Security, The Machinery of 
Democracy: Protecting Elections in an Electronic World, Brennan Center, New York 
University, New York, 2006.  Available at 
http://www.brennancenter.org/programs/downloads/Full%20Report.pdf. 

10 See Asking the Right Questions, pp. 100-105. 
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reported concerns that they will not be able to train enough poll workers in how to 
use the new equipment for November, a prospect that they believe will result in 
very long lines, excessive delays, and voter confusion if poll workers are unable 
to answer questions about the new systems.  Poll workers must be trained in 
system setup and basic troubleshooting, as well as in answering questions that 
voters are likely to have—and even poll workers with experience from past 
elections may not be of much assistance to voters if they themselves are 
unfamiliar with the electronic voting systems at their polling places. 

• Voter education.11  For many voters, the November 2006 election will be the first 
conducted with electronic voting systems.   Election officials are concerned about 
voter readiness to use these new technologies, as well as the related question of 
citizen confidence in the newly deployed systems. 
 
This set of observations is not intended to suggest that all jurisdictions are facing 

these issues with the same concern and intensity.  Indeed, perhaps the committee’s 
most salient impression as the nation approaches the fall elections is the wide variation 
in the situations of the various jurisdictions, the consequences and implications of which 
remain to be seen. 

EMERGING FACTORS AND REALIZATIONS 

 
As jurisdictions proceed along the path toward electronic voting in November 

2006, a number of factors are becoming more apparent. 
First, jurisdictions are becoming more aware of the cost implications of deploying 

electronic voting systems, in particular, the fact that the initial acquisition cost of an 
electronic voting system is only a fraction of the total life-cycle cost.12  Furthermore, 
HAVA appropriations represent a one-time infusion of federal money to the states (most 
of which has already been spent on equipment purchases),13 and no supplemental 
funds are likely to be forthcoming from either the federal government or the states for 
conducting elections.  Thus, many jurisdictions are facing the November elections 
without adequate financial resources to address the problems they see on the horizon—
problems including equipment testing; maintenance and storage; training of poll 
workers; and voter education. 

A second factor is that as some jurisdictions have learned for themselves about 
the complexities of electronic voting, their relationships with e-voting equipment vendors 
and service providers have become increasingly adversarial.  For example, a number of 
workshop participants reported that they have become more assertive in their dealings 
with vendors and are less willing to accept what they believe to be shoddy work or 
broken promises: some reported having developed more leverage and expertise in 
negotiating contracts and terms with vendors.  But other workshop participants reported 
having problems with and less success in obtaining desirable provisions for contracts 

                                            
11 See Asking the Right Questions, pp. 93-95. 
12 See Asking the Right Questions, p. 97. 
13 See Asking the Right Questions, p. 114. 
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they were negotiating.  Also, some workshop participants reported that colleagues from 
smaller jurisdictions with fewer resources, and perhaps lacking the necessary legal, 
technical, or contracting expertise to negotiate more favorable terms, simply accept the 
standard vendor contract.14 

Third, election officials are increasingly realizing the fundamental contradictions 
between relying on current procedures and requirements for certifying voting system 
software,15 on the one hand, and holding elections on fixed, immovable dates, on the 
other.16  The fundamental reality of software is that problems can emerge after the 
software has been certified and put into use, and some of these problems may be 
serious enough to require fixing.  However, ensuring that the installation of a fix does 
not have other, unintended consequences (e.g., causing yet another problem) can be a 
difficult process, and re-certification of modified software can be quite time-consuming.  
Yet elections are held on the first Tuesday of November and are postponed only under 
extraordinary and rare circumstances—and it is unlikely that the lack of certification for a 
patched software system would be regarded by election officials as such an 
extraordinary circumstance.  Thus, in the event that problems are found after 
certification, election officials must then choose between using certified systems with 
known problems or using uncertified systems in which those problems may have been 
fixed—and the latter may be regarded by some election officials as the lesser of two 
evils. 

A fourth factor is the extent and scope of vendor involvement apart from the sale 
of equipment itself.17  For example: 

 
• Workshop participants expressed considerable skepticism about current 

certification processes for electronic voting systems,18 given the lack of an 
arms-length relationship between the independent testing authorities (ITAs) 
and the vendors.  Rightly or wrongly, these concerns originate in the fact that 
vendors pay the ITAs for undertaking certification.19  In addition, vendors have 
opportunities to tune their software specifically for the tests in question, a 
practice somewhat akin to studying for a test rather than learning the material 
in a course.  Lack of certification reform has also contributed to such 
skepticism. 

                                            
14 The group of election officials assembled for this workshop agreed that their 

jurisdictions have relatively greater access to resources than do most other jurisdictions 
and thus are not necessarily representative of most jurisdictions across the nation.  The 
committee also noted that most voting jurisdictions in the nation are on the smaller side. 

15 Note that software is used in electronic ballot marking systems and electronic 
tabulation systems, and both generally require certification. 

16 See Asking the Right Questions, pp. 110-114. 
17 See Asking the Right Questions, pp. 120-122. 
18 See Asking the Right Questions, pp. 110-114. 
19 The mere fact that a vendor pays for a testing procedure should not itself be 

damning.  For example, Underwriters Laboratory has provided product certification for 
many years.  Although product manufacturers pay for the testing and certification 
process, UL certification has some notable credibility in the marketplace. 
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• In some cases (involving both DRE and optical scan systems), vendors are 
responsible for generating the various vote counts that emerge from an 
election—a function that has traditionally and historically been an inherently 
governmental function.  Although election officials continue to have ultimate 
responsibility for the integrity of an election even when privatized vote 
counting is in place, vendors with profit-making motives have high incentives 
to cut corners and to refrain from incurring costs in resolving disputed votes. 

• Electronic voting equipment is complex and thus requires considerably more 
training to operate (especially with respect to troubleshooting issues).  
Vendors are thus necessarily involved in training efforts for election personnel 
and poll workers.  

 
Fifth, several workshop participants commented on the incompleteness of testing 

of electronic voting equipment by vendors and ITAs, which—by assumption—do not 
address needs or issues that are specifically local.  For example, paper trails attached 
to voting systems must be generated by a printer.  Often these printers use thermal 
paper—but voting records printed on thermal paper may not last as long as is required 
by local law.  Some officials at the workshop noted that they would have preferred to 
undertake their own testing but that resource constraints (money, personnel, and time) 
prevented them from doing so.  Given the complexity of systems, the quantity of 
patches, and the variety of ballot positions and configurations to test, it is not clear that 
electronic voting machines can be adequately tested before being deployed. 

Sixth, election jurisdictions vary widely in their knowledge and expertise 
regarding electronic voting.20  Those with less knowledge about technology or with less 
experience in contracting with technology vendors clearly operate at a disadvantage in 
preparing for the November elections, and a lack of technology background or 
contracting experience regarding assessments of quality, performance, and reliability 
can increase the influence of politics and personal relationships in the procurement 
process.  Election officials in such jurisdictions could benefit from their more 
experienced colleagues in learning about problems associated with the products of 
different vendors, solutions to such problems, jurisdiction-appropriate contract 
provisions, backup procedures and contingency plans, and law and regulation.  In 
addition, it is simply a fact that, viewed in the large, electronic voting systems are a 
relatively new arrival on the election scene, and few jurisdictions can claim to have a 
great deal of experience with such systems.   

Finally, advocacy groups have gained considerable influence in the debate 
regarding electronic voting.  Many of these groups focus on security issues21 and play 
an increasingly important role in focusing public attention on the conduct of elections 
and in stimulating state legislative action intended to mitigate security risks. 

                                            
20 See Asking the Right Questions, p. 118. 
21 For a more extended discussion of security issues raised by some advocacy 

groups, see Asking the Right Questions, pp. 57-82. 
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RECOMMENDATIONS 

As the November 2006 elections approach, the committee’s first and most urgent 
recommendation is that election jurisdictions should—indeed must—ensure the 
availability of backup mechanisms and procedures for use in the event of any 
failure of e-voting equipment or related technology.  This recommendation is based 
on the fact that any “flash” cutover to new technology (such as we are seeing today with 
many e-voting systems) almost guarantees surprises and unintended consequences 
(e.g., system crashes, unacceptably slow performance).  And, although unlikely if 
appropriate pre-election testing has been undertaken, election officials would be unwise 
to completely ignore the possibility of problems severe enough to prevent the effective 
use of the entire system for some period of time on Election Day.   

Most organizations have learned the hard way that it is necessary to develop, 
test, evaluate, and iterate with small-scale prototypes before committing themselves to 
an organization-wide program of technology upgrade.  They have also learned that they 
should plan on the simultaneous availability of both old and new systems for some 
period of time, so that failures in the new system do not leave them unable to perform 
their mission. 

Mostly as the result of resource constraints, most election jurisdictions are not 
(and have not been) in a position to ask vendors for small-scale testing of prototypes in 
an operational environment before committing to large-scale deployment.  Accordingly, 
jurisdictions must have backup and contingency plans in place that anticipate a wide 
range of failure conditions, including failures in the middle of the voting process on the 
day or days of voting.   

The committee does not make a specific recommendation on the precise nature 
of the appropriate backup plans, as these will vary from jurisdiction to jurisdiction.  
Moreover, there are budgetary constraints on the comprehensiveness of any 
contingency plan that can be put into place—jurisdictions may only be able to plan for 
relatively modest problems, such as local system failures in individual precincts, rather 
than for widespread failures on Election Day.  

For risks to system operation involving individual polling places, one option might 
be for all precincts to have available the location of a number of other precincts to which 
voters might be redirected.  Another option might be to have available and on call 
technicians and/or a few spare voting machines in a van that could be redeployed 
promptly.  A third option is to ensure that a reasonable stock of hand-countable paper 
ballots is created before the election and designated for use only in an emergency that 
renders the original voting method unusable.  With preprinting of such ballots, election 
administrators would have a much easier time accounting for any hand-countable 
ballots that were produced and/or used.22  Counting paper ballots is discussed in 
Appendix C. 

                                            
22 Still another alternative is to create paper ballots on short notice by making 

arrangements with a printing firm to use special-purpose ballot stock paper, which 
would make ballots easier to reconcile as compared to regular stock.  Rush jobs to print 
ballots on Election Day are subject to many potential difficulties, however, such as the 
drying time for the ink used to print ballots.  To the extent that emergency ballots can be 
created ahead of time without the pressure of immediate (same-day) delivery, many 

Copyright © National Academy of Sciences. All rights reserved.

Letter Report on Electronic Voting 
http://www.nap.edu/catalog/11704.html

http://www.nap.edu/catalog/11704.html


8 

To prepare for the possibility of widespread failures (i.e., voting systems made 
inoperable on a large scale, whether by technology or acts of nature), election officials 
need to engage in a contingency planning process focused on such a possibility.23  
Almost certainly, the choices would be choices among bad alternatives, each one 
disenfranchising voters to some extent.  Primaries and elections for local offices, at 
least, have been postponed following external disasters, as was done in New Orleans in 
the aftermath of Hurricane Katrina and in New York City following the 9/11 attacks on 
the World Trade Center. 

Apart from this primary and urgent recommendation, the committee urges that to 
the extent possible, jurisdictions should band together in their interactions with 
vendors.  With 9,500 election jurisdictions in the nation and only a handful of major 
electronic voting system vendors, it is clear that the leverage of jurisdictions vis-à-vis 
vendors would be increased significantly if they could present their requirements 
collectively, for example as part of a negotiating consortium.  Even if not, informal 
information sharing (e.g., about what a vendor is willing to do for one jurisdiction) can 
support efforts at moral suasion to persuade vendors to be more accommodating to 
jurisdictions’ needs. 

Election officials should also seek information from their colleagues about 
problems associated with the products of different vendors, solutions to such 
problems, jurisdiction-appropriate contract provisions, backup procedures and 
contingency plans, and legal and regulatory options.  Since jurisdictions are 
generally not in a position to undertake such research themselves, they might request 
such assistance from the Election Assistance Commission and other entities in 
developing a national clearinghouse and resource for information regarding election 
administration. For example, these organizations could compile best practices related to 
contracting with vendors for e-voting equipment and related services, develop a 
database of state election laws to facilitate easy comparisons and information 
exchange, and establish discussion forums for election officials in which problems and 
solutions could be discussed candidly. 

Finally, jurisdictions should consider engaging in parallel testing of their 
voting systems on Election Day if it is feasible to do so.  In parallel testing, some 

                                                                                                                                             
such problems can be avoided. 

23 A few examples can be cited of contingency/threat planning related to elections 
and elected bodies.  For example, Dana Debeauvoir, from Travis County, Texas, 
produced a report about a planning process that was honored by the Election Center in 
2005 (the package of papers is at http://electionupdates.caltech.edu/2005/12/election-
center-2005-professional.html).  A second example is provided by Oregon, whose state 
election code requires that each county election official file an elections security plan 
annually with the Secretary of State.  The plan is supposed to include a presentation of 
security procedures.  Third, the Continuity of Government Commission has addressed 
the issue of ensuring that the Congress could reconstitute itself quickly in the aftermath 
of a large-scale terrorist attack that killed or incapacitated a large number of senators 
and/or representatives (see http://www.continuityofgovernment.org/report/report.html).  
However, none of these efforts specifically address the question of contingency 
planning for Election Day mishaps. 
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randomly chosen systems are taken out of service and used instead in a simulated, 
videotaped “election.”  Pre-scripted votes are entered as they would be if the machines 
were in actual use, but since these votes are known, the final vote counts can be 
checked for accuracy.  The committee understands that many jurisdictions will not be 
able to undertake parallel testing in November 2006 because of time and resource 
constraints, but to the extent that such testing can occur, it would help to inform others 
for the 2008 election, and if successful, might help bolster confidence in it as well.24  
This recommendation holds for all jurisdictions that do not use hand-counted paper 
ballots, but it is particularly important for jurisdictions that use DRE systems not 
equipped to generate paper trails. 

CONCLUSION 

Throughout its deliberations and meetings since the start of this study in 2004, 
the committee has been struck by the dedication and talent of the election officials who 
have testified.  Indeed, these individuals can be regarded as unsung heroes who have 
kept the machinery of American democracy operating in the face of sometimes 
overwhelming difficulties.  But the November 2006 elections pose challenges like no 
other previous one regarding reliability, usability, security, training, education, and 
testing.  More jurisdictions than ever before will have electronic voting systems in their 
polling places.  Most importantly, the waiver available for the November 2004 election 
and provided by HAVA—which allowed states accepting funds for replacing punch card 
and lever voting systems to postpone replacement until January 1, 2006—has expired.  
In addition, the November elections appear at this point to be very close, and control of 
the House or Senate might rest on the outcome of a few close races whose results 
could be disputed. 

However, these observations are not meant to suggest that there will be 
widespread failures of electronic voting systems, that election results will be clouded by 
excessive voter confusion about using new electronic voting systems, or that electronic 
election fraud will necessarily occur in November.  Nevertheless, the circumstances of 
the November election raise the stakes for conducting elections that are regarded as 
fair and that can withstand close scrutiny even in the face of unproven technology and 
new election procedures.  The challenges facing election officials and the nation in the 
upcoming election are formidable indeed, and only time will tell if election officials 
across the land will be able to succeed in the face of these challenges. 
 
Respectfully submitted,  
 
 
Dick Thornburgh and Richard Celeste, Co-chairs  
Committee on a Framework for Understanding Electronic Voting 

                                            
24 For some additional discussion on parallel testing, see Asking the Right 

Questions, pp. 78-79.  Note also that parallel testing itself must be undertaken carefully 
in order to minimize the possibility that test votes and real votes might be mistakenly 
intermingled. 
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APPENDIX B 

LIST OF PARTICIPANTS IN THE MAY 12, 2006, WORKSHOP OF  
THE COMMITTEE ON A FRAMEWORK FOR UNDERSTANDING ELECTRONIC VOTING 

 
 

Doug Chapin, Electionline.org 
Donetta Davidson, U.S. Election Assistance Commission 
Scott Doyle, Larimer County, Colorado 
Eric Fischer, U.S. Congressional Research Service 
George Gilbert, Guilford County, North Carolina 
Gracia Hillman, U.S. Election Assistance Commission 
Susan Inman, Pulaski County, Arkansas 
Linda Lamone, Maryland State Board of Elections  
Ray Martinez, U.S. Election Assistance Commission 
Conny McCormack, Los Angeles County, California 
Wendy Noren, Boone County, Missouri 
Rene Peralta, National Institute of Standards and Technology 
Ion Sancho, Leon County, Florida 
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APPENDIX C 

ON THE MANUAL COUNTING OF PAPER BALLOTS 
 
Counting paper ballots is inherently manual, but there are better and worse ways 

of doing it.  One common method is based on ballot reading and tally marks.  One 
member of a two-person team reads the ballot, declaring those legal votes apparent 
from the voter’s marks.  The second team member places a mark on his/her tally sheet 
for the candidate receiving a vote.  This method involves the possibility of a mistake 
because the ballot is examined only once or a mistake because only one person is 
doing the tallying.  Since this method commonly involves reading through the entire 
ballot, the ballot reader's eye and brain are not focused on looking for a single type of 
data, and thus the reader must expend mental effort to distinguish among the contests 
in which choices are made. 

At least one state (New Hampshire), in its state recounts, has been using another 
process that seems to be less subject to error.  This process, based on the use of ballot 
sorting and piles, involves one member of a two-person team picking up the ballots and 
placing them in piles corresponding to each choice in a particular race.  The other team 
member observes each ballot as it is placed in a pile. After the sorting process is 
complete, one team member counts each pile in stacks of 25 and then the other team 
member recounts each stack.  This process enables at least two persons to 
simultaneously examine each ballot at least once, and to keep things simple by 
identifying choices in a single race at a time.  If one person makes a mistake, the other 
can catch it.  This method is often modified so that each ballot is rechecked during the 
stack-counting process.  Hence, each ballot can be seen two times by each member of 
the team, for a total of up to four views of each mark on a ballot in each race.  The ballot 
sorting and pile method, which involves as many examinations of the same ballot as 
there are contests, is noticeably faster than the ballot reading and tally mark approach. 
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McClatchy Washington Bureau 
Print This Article 

Posted on Tue, Mar. 24, 2009 

Most electronic voting isn't secure, CIA expert says 

Greg Gordon I McClatchy Newspapers 

last updated. March 24,200904:27.·14 PM 

WASHINGTON - The CIA, which has been monitoring foreign countries' use of electronic voting systems, has reported apparent vote
rigging schemes in Venezuela, Macedonia and Ukraine and a raft of concerns about the machines' vulnerability to tampering, 

Appearing last month before a U.S. Election Assistance Commission field hearing in Orlando, Fla., a CIA cybersecurity expert suggested that 
Venezuelan President Hugo Chavez and his allies fixed a 2004 election recount, an assertion that could further roil U.S. relations with the 
Latin leader. 

In a presentation that could provide disturbing lessons for the United States, where electronic voting is becoming universal, Steve Stigall 
summarized what he described as attempts to use computers to undermine democratic elections in developing nations. His remarks have 
received no news media attention until now. 

Stigall told the Election Assistance Commission, a tiny agency that Congress created in 2002 to modernize U.S. voting, that computerized 
electoral systems can be manipulated at five stages, from altering voter registration lists to posting results. 

"You heard the old adage 'follow the money,''' Stigall said, according to a transcript of his hour-long presentation that McClatchy obtained. "I 
follow the vote. And wherever the vote becomes an electron and touches a computer, that's an opportunity for a malicious actor potentially 
to , . , make bad things happen," 

Stigall said that voting equipment connected to the Internet could be hacked, and machines that weren't connected could be compromised 
wirelessly. Eleven U.S. states have banned or limited wireless capability in voting equipment, but Stigall said that election officials didn't 
always know it when wireless cards were embedded in their machines. 

While Stigall said that he wasn't speaking for the CIA and wouldn't address U.S. voting systems, his presentation appeared to undercut calls 
by some U.S. politicians to shift to Internet balloting, at least for military personnel and other American citizens living overseas. Stigall said 
that most Web-based ballot systems had proved to be insecure. 

The commission has been criticized for giving states more than $1 billion to buy electronic equipment without first setting performance 
standards. Numerous computer-security experts have concluded that U,S. systems can be hacked, and allegations of tampering in Ohio, 
Florida and other swing states have triggered a campaign to require all voting machines to produce paper audit trails. 

The CIA got interested in electronic systems a few years ago, Stigall said, after concluding that foreigners might try to hack U.S. election 
systems. He said he couldn't elaborate "in an open, unclassified forum," but that any concerns would be relayed to U.S. election officials. 

Stigall, who's studied electronic systems in about three dozen countries, said that most countries' machines produced paper receipts that 
voters then dropped into boxes. However, even that doesn't prevent corruption, he said. 

Turning to Venezuela, he said that Chavez controlled all of the country's voting equipment before he won a 2004 nationwide recall vote that 
had threatened to end his rule, 

When Chavez won, Venezuelan mathematicians challenged results that showed him to be consistently strong in parts of the country where he 
had weak support. The mathematicians found "a very subtle algorithm" that appeared to adjust the vote in Chavez's favor, Stigall said. 

Calls for a recount left Chavez facing a dilemma, because the voting machines produced paper ballots, Stigall said, 

"How do you defeat the paper ballots the machines spit out?" Stigall asked. "Those numbers must agree, must they not, with the electronic 
voting-machine count? ... In this case, he simply took a gamble." 

Stigall said that Chavez agreed to allow 100 of 19,000 voting machines to be audited. 

"It is my understanding that the computer software program that generated the random number list of voting machines that were being 
randomly audited, that program was provided by Chavez," Stigall said. "That's my understanding. It generated a list of computers that could 
be audited, and they audited those computers, 

"You know. No pattern offraud there." 

A Venezuelan Embassy representative in Washington declined immediate comment. 

The disclosure of Stigall's remarks comes amid recent hostile rhetoric between President Barack Obama and Chavez. On Sunday, Chavez was 
quoted as reacting hotly to Obama's assertion that he's been "exporting terrorism," referring to the new U.S, president as a "poor ignorant 
person." 

Questions about Venezuela's voting equipment caused a stir in the United States long before Obama became president, because Smartmatic, a 
voting machine company that partnered with a firm hired by Chavez's government, owned U.S.-based Sequoia Voting Systems until 2007. 

Sequoia machines were in use in 16 states and the District of Columbia at the time. 
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